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Money laundering is a challenge that goes way beyond financial risk and
corporate reputation. From harrowing scenes of trafficked children washed
ashore on Mediterranean beaches,' to victims fleeing from home-grown terror
attacks? it's hard to escape the human tragedy at the heart of many of the
predicate offences associated with money laundering.

Yet money laundering is also a problem shrouded in opacity. Despite the recent
FINCEN file news, we know neither its true scale nor its impact on society. The
UN estimates that annual money laundering globally amounts to 2 — 5% of
GDP? That could be anywhere between $2.8 trillion and $7.1 trillion, according
to 2019 figures.” In 2012, it estimated that less than 1% of ‘global illicit financial
flows are currently seized and frozen”?>

Annual money
laundering amounts to

of criminal profits

global GDP not confiscated
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In Europe itis roughly the same: Europol estimated in 2016 that "98.9% of
estimated criminal profits are not confiscated and remain at the disposal of
criminals”® It is somewhat disheartening that just 0% of suspicious transaction
reports received by financial intelligence units in EU member countries are
further investigated after collection, as Europol also said in 20177 Even worse,
that figure has remained largely unchanged since 2006.

So what does this tell us?

Certainly, that money laundering is a global problem. But also that there's no
single accepted way to measure the problem and how effective our response
has been. The Financial Action Task Force (FATF) defines effectiveness by
how well its recommmendations are implemented. But are these the right
recommendations? This is an emerging debate that the industry as a whole
will need to work on going forward.

In the meantime, compliance professionals in financial institutions (Fls) need to
tackle an increasingly complex requlatory environment. In 2019, for example,
over 220 global requlatory changes occurred every single day, amounting

to 80,000 updates for the year.® For those operating in Europe, the EU’s Sixth
Anti-Money Laundering Directive (6AMLD) will introduce yet more important
changes in the coming months, including listing the 22 predicate offences
which we have used in this report.

global requlatory predicate offences to
changes each day money laundering
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Introducing the report

At BAE Systems, we are a global leader in fraud and financial crime management solutions, protecting over 200 Fls —
including a third of the global top 100 banks — from risk. While the industry doesn’t know the precise scale of the money
laundering challenge, we do know that it is vast, and growing. But what drives FI compliance professionals to do the work
they do? What are the specific hurdles they experience in regulatory compliance? And how can these be balanced against
conflicting demands from consumers and the markets and shareholders they serve?

To shed some light on these and other questions, we commissioned this in-depth research project, which we hope will
help FI professionals gain an improved understanding of the challenges facing their peers. It offers a unique perspective
distilled from interviews with financial institutions, banks, insurers and consumers, as well as BAE Systems own expertise in
helping organisations solve their anti-money laundering (AML) technology challenges.

Here's what we found....
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Methodology

To ensure an holistic view of the anti-money laundering landscape, two surveys were conducted to inform this
research report.

The research was conducted with two groups of respondents:

Financial services professionals

‘ 452 respondents in key roles:

Working in compliance or risk management across the financial services sector, including
banking and insurance
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Consumers

6,035 consumer respondents aged 18 — 65+:

18-24 992 45-54 835
25-34 1,401 55-64 695
35-44 1,256 65+ 856
6 countries:
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Methodology (continued)

The research refers to 22 predicate money laundering offences as outlined by the Directive of the European Parliament and
of the Council as of 23 October 2018. These are:
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Fraud

Corruption

Participation in an organised
criminal group and racketeering

Cybercrime

Terrorism

00000

llicit trafficking in narcotic drugs
and psychotropic substances

Tax crimes relating to direct and
indirect taxes, as laid down in
national law

Trafficking in human beings and
migrant smuggling

Insider trading and
market manipulation

Piracy

Forgery
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Ilicit trafficking in stolen goods
and other goods

Robbery or theft

Extortion

llicit arms trafficking

Sexual exploitation

Counterfeiting
of currency

Kidnapping,
illegal restraint and
hostage-taking

Counterfeiting and
piracy of products

Smuggling

Murder, grievous bodily injury

Environmental crime

The research fieldwork took place on 24 June — 7 July, 2020, by independent market research
agency Atomik Research, which employs MRS-certified researchers and abides to the MRS code.




Key findings

As financial crime continues to evolve, so too does the compliance landscape. Financial services institutions must keep up,
while also staying in tune with customer expectations surrounding the issue of anti-money laundering (AML).

Financial services professionals want to make a difference

89%

are concerned about money laundering

6%

admit it's hard to uncover evidence of human trafficking through financial transactions

| In 3

complain that too few suspicious activity reports result in justice

Over half

want to help protect society from financial crime

Consumers care about the issue of money laundering

Over half

are aware of and concerned about money laundering

3N 4

want Fls to be more transparent about money laundering

8%

agree Fls should demonstrate conscience through good ethical practices

3N 4

would leave for another provider if they suffered a series of illegal transactions
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Institutional and technological challenges get in the way
of progress

30%

of Fl respondents say digital identification is a challenge

28%

of compliance teams can't keep up with the alerts from AML tech systems

29%

believe metrics specified by requlators are misaligned with the practicalities of
catching criminals

lin 3

agree it's hard to measure ROl from AML spend

Current strategies for the next five years

lin'S

say they don't have a strategy

43%

agree they need better technology to help

44%

intend to invest in more people

72%

have had their AML approach impacted by COVID-19
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Chapter
The global state of
onti-money laundering in 2020

Few can doubt the scale of the money laundering challenge facing FIs and insurers. Often repeated statistics from the
UN claim the global ecosystem could be worth as much as 5% of GDP, while in the EU, only an estimated circa 1%
of illegal proceeds are seized by authorities.® The problem is exacerbated by the fact that as yet there’s no globally
agreed method of even measuring the size of the underground money laundering ecosystem.

The findings from this study, conducted across six key regions, support the argument that money laundering is
truly an enormous industry challenge. Some 89% of Fl specialists said they are concerned that this illegal activity is
happening covertly among customer transactions, with 41% extremely concerned.

of FI professionals concerned about
money laundering

22 predicate offences: a ranking of significance

There are 22 underlying or “predicate” offences that together generate vast sums of illicit proceeds that can then be
laundered through the global financial system. The list we questioned respondents about in our study is taken from
the European Commission’s Sixth Anti-Money Laundering Directive (6AMDL).'° It contains crimes ranging from fraud,
terrorism, trafficking, piracy and corruption — to murder, environmental offences and kidnapping. Cybercrime is
crucially listed for the first time under this new directive.

Our study questioned FI professionals about the 22 offences across a number of different measurements to establish
which are most concerning, result in the highest financial losses, are hardest to identify, and which are reported the
most. Aggregating the survey findings across these four areas we have been able to rank the offences in terms of
‘significance’ to the sector.

The results are shown on the following page.
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Fig I: 22 predicate offences to money laundering ranked in significance
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Predicate Offence

Fraud

Corruption

Participation in an organised
criminal group and racketeering

Illicit trafficking in narcotic drugs
and psychotropic substances

Terrorism

Trafficking in human beings
and migrant smuggling

llicit trafficking in
stolen goods and other goods

Cybercrime

Forgery

Piracy

Tax crimes relating to direct and indirect
taxes, as laid down in national law

Sexual exploitation

lllicit arms trafficking

Insider trading and
market manipulation

Counterfeiting of currency

Extortion

Robbery or theft

Kidnapping, illegal restraint
and hostage-taking

Counterfeiting
and piracy of products

Smuggling

Environmental crime

Murder, grievous bodily injury

Hard to
Identify

Most Financial
Concerning Loss
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Keeping Fl professionals awake at night

Fraud, corruption and participation in organised crime/racketeering consistently score highly in all four areas, including when looking
specifically at the crimes causing the most concern across the industry. Across the globe, concerns about illegal drug trafficking and
terrorism are not far behind.

Froud Corruption

72%

Organised Crime

Global FI Global FI
Professionals Concerned Professionals Concerned

Global FI
Professionals Concerned

Looking in closer detail at the crimes causing Fl professionals concern, the pattern is not uniform across the globe, although fraud
makes it into the top two in all countries except Australia. Here's a breakdown of the top five concerns by country.

Fig 2: The top money laundering
concerns for financial services professionals:

UK US

Germany Australia Singapore
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Reputation, customers and cost

So why are fraud and corruption most likely to be a concern? One estimate from accounting network Crowe claimed

in 2019 that fraud costs the global economy over $5.1 trillion each year."" Another report, this time from the World
Economic Forum, put the annual cost of international corruption at $3.6 trillion.’ In fact, the UN claims that corruption is
one of the biggest barriers to achieving its 2030 Sustainable Development Goals, which include the elimination of poverty
and hunger, and improvements to education, well-being and infrastructure.

Each of these insights closely points to our recent research which demonstrates concern about reputation, the impact

on customers and the overall cost to business. In fact, the most cited answers were “damage to personal/professional
reputation” and “negative impact on the industry” (both 37%). Next came “financial cost to the company” and “impact
on corporate reputation” (all 35%).

Given the plethora of concerns, and the clear impact on personal, corporate and industry reputation, it is unsurprising that
this has a knock-on effect on how confident Fl professionals are in spotting and stopping these crimes.

NeXeolalilolslale=

The challenge going forward is that, although an
overwhelming majority (90%) of respondents said they are
confident in being able to spot money laundering, less than
a fifth of Fl professionals (19% on average across all 22
offences) said the same about being able to stop any of the
underlying money laundering-related crimes.

The first step to preventing such activity is to identify it by
uncovering key evidence. Yet this is clearly a challenge for
fraud and AML experts. For example, when asked how
hard it is for them to uncover evidence of human trafficking
through financial transactions, over three-fifths (61%)
said it was difficult, rising to 71% in the US and more
than a quarter (26%) globally claiming it was “extremely”
challenging. Although the sheer scale of the money
laundering problem continues to provide an enormous
challenge to FI professionals, never has an industry been
more motivated to tackle it.

confident in being able to spot money laundering
BUT fewer than |I/5 are confident in being able to
stop money laundering
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Chapter 2

What's motivating the
industry to tackle money laundering?

We've established that banking, financial services and insurance organisations are concerned about the continuing
prevalence of global money laundering and predicated offences. These concerns are driving new ways to tackle
the problem, which we will discuss in more detail later in this report; however, at the same time, Fl professionals
are struggling to navigate an increasingly complex regulatory landscape, whilst organised crime groups (OGCs) and

money laundering schemes become more sophisticated.

As detailed in chapter one, many of these trends are keeping Fl specialists awake at night. So, what's motivating them

to do something about it?

Thirty years of compliance

There's no doubt that regulatory compliance plays a crucial role in the fight
against money laundering, even as question marks are being raised about
the efficacy of the current model. According to RUSI: “Despite substantial
levels of private sector investment, doubts remain among practitioners and
academics about whether the model is effective, not only in terms of how
well it is implemented, but in its impact on money-laundering metrics and
wider costs and benefits.”'3

Industry standard-setting body FATF celebrated its 30™" anniversary last year,
and its landmark 40 Recommendations document also turned 30 in 2020.
Since then, the regulatory landscape has become significantly more complex,
especially for Fls operating across multiple jurisdictions, as more do today.

In 1991, only one US bank exceeded more than 1,000 subsidiaries, but 11
years later, two had more than 3,000 and the top four operated in over 40
countries, according to the Federal Reserve.'

In the EU, the European Commission introduced in May 2020 a six-pillar
action plan for tackling money laundering and terrorism financing (TF) and to
address deficiencies in the bloc’s current AML rules.’ The Sixth Anti-Money
Laundering Directive (6AMLD) will seek to harmonise AML rules across

the region and set-up an EU-level supervisor to tackle the issue of gaps
emerging in how member states police the rules. However, over half (53%)
of respondents to our poll said they are either still working on compliance
plans or have yet to implement them. This seems to highlight the increasingly
complex and resource-intensive nature of compliance, even with laws that
are ostensibly designed to make the landscape easier to navigate.

Whatever the challenges of complying, the penalties for failing to do so are
all too clear for Fl professionals. In fact, over a third (37%) of respondents
argued that it's important for them to spot money laundering activity in
order to avoid unnecessary fines. US and UK regulators handed out a
combined $8.1 billion in AML penalties in 2019, nearly a third (30%) of the
global total for the year.’® An estimated $36 billion in fines has been doled
out since the financial crisis of 2008."” What's more, when 6AMLD takes
effect in December 2020, it will bring with it harsher penalties including
criminal liability for companies failing to tackle AML and TF.

Social Engineering - Work Stream Report Five

When asked,

of respondents
to our poll said
they are either
still working on
compliance
plans or

have yet to
implement
them
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Although it s likely that the total amount of money laundering
in the UK would be higher without any AML controls, there is no
way of knowing by how much. Either way, it cannot be said with

certainty that a framework which still results in the laundering of
hundreds of billions of pounds annually is optimally effective.

NN

Ethics come top

To help protect society from financial crime 56%
To avoid reputational damage that regulatory fines can bring 52%
Because customers want to know that their Fl is ethical 49%
To meet regulatory requirements 46%

To avoid unnecessary fines 37%

Other - 4%

Don’t know I 1%
Figure 3
Why Fl professionals feel it's important to spot money laundering
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Big banks care more about avoiding fines, reputational damage and
stopping criminal activity

Mid-sized banks want to help protect society from financial crime and
meet requlatory requirements

Small banks care about protecting society and ensuring their
customers know that they are ethical

Figure 4: Why Fl professionals feel it's so important to spot money
laundering — by Fl size (according to number of employees)

Total 1-249 250-1000 1001-5000 5001+
Total N=452 N=106 N=140 N=117 N=89
To avoid unnecessary fines 37% 39% 34% 32% 45%
To meet regulatory requirements 46% 42% 51% 44% 43%
To avo.id the reputational damage that regulatory fines 529% 48% 45% 56% 63%
can bring
To help protect society from financial crime 56% 55% 60% 59% 46%
To stop the criminals/criminal activity itself 45% 40% 43% 44% 56%
Because customers want to know that their Fl is ethical 49% 50% 49% 56% 42%
Other 4% 2% 1% 9% 2%
Don’t know 1% 2% 0% 0% 2%
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Despite the significant and growing regulatory burden for FI professionals, when asked why it is important that they're
able to spot money laundering, the number one answer we were given was related to societal impact. Over half (56%) of
respondents said that it was most important to protect society from financial crime, highlighting that ethical considerations
are still prioritised by industry practitioners. On the same theme, 45% claimed it was to prevent criminal activity.

These answers chime with some of the reasons respondents gave for why they felt concerned about money laundering-
related crimes, as outlined in the last chapter. The second top answer there was that innocent customers are being
defrauded (35%).

However, despite these ethical concerns, compliance and financial considerations are undoubtedly also front-of-mind for

Fl professionals. Fifty-two percent said detecting money laundering was most important to avoid the reputational damage
that regulatory fines can bring, while 49% said it was because their customers demanded an ethical approach. This echoes
other answers provided in the last chapter on why respondents felt concerned about money laundering crimes, with
financial cost (35%), and impact on the industry (37%) and corporate reputation (35%) coming near the top.

It should be added that not all countries conform to the global narrative here. In France, 60% cited regulatory
requirements as the most important reason for spotting money laundering, much higher that the global average of 46%.
In Australia it was more important to demonstrate to customers that they followed ethical practices — 61% compared to
overall average of 49%.

A focus on human trafficking

We can also get a clear sense of the importance of
ethical priorities to AML professionals by analysing their
attitudes to human trafficking and migrant smuggling.

The UN estimates that today there are 30 million people O F res po N d en tS

living in conditions of human trafficking, many of

whom are “often sold into sexual exploitation, forced ) | d )

labour, forced begging, forced marriage and organ h Iq h l | g h te e I th er
removal, among other activities.” ' It's hard to under-

state the human tragedy at the heart of these money h U m O ﬂ tI’O [:ﬁ C kl n g Or

laundering-predicated offences. ) .
R sexual exploitation

Yet here we also see the challenges facing Fl specialists

as they try to act on their concerns and stop such

practices. Over three-fifths (61%) admitted that O S th e m O n e LJ

discovering human trafficking through financial .

transactions is either somewhat (35%) or extremely lo U n d e I’I ﬂ g - I’e lO ted

difficult (26%). . h

There's no denying the fact that, at its heart, money Crl m eS t O t CO n Ce rn

laundering is a very human problem. th e m m OSt

human trafficking victims
today with 79% of these
being exploited sexually’
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Customers that care

We've already seen the scale of the money laundering challenge facing insurers, banks and financial services firms
and how, accordingly, FlI professionals are extremely concerned about its impact. This is especially true of fraud and
corruption, the two predicate offences which are also the hardest to prevent and among the most expensive. Yet
preventing money laundering crimes is not all about toeing the regulatory line and preventing financial loss. In fact,
more Fl professionals are concerned about its impact on society.

Our study reveals that consumers care too. They expect high ethical standards and transparency from their Fls, and
could even sever ties if they felt their provider wasn’t able to mitigate attacks targeting their own accounts.

Prioritising ethics

On a global level, although only one-in-five (18%) said they know a lot about the topic, the majority (58%) are
aware of and concerned about money laundering happening through their banks, and potentially even via their
own accounts.

Globally, the types of criminal activity consumers associate most commonly with money laundering are financial fraud
(46%), corruption (42%) and currency counterfeiting (41%).

Consumers also have very particular views about the role their Fis should be taking to combat the scourge of
money laundering.

The Global State of Anti-Money Laundering 17 // 33



Over Half

of global consumers are
aware of and concerned
about money loundering

agree Fls should demonstrate conscience
through good ethical practices

Three Quarters

want Fls to be more transparent would leave
about money loundering for another
provider if
@ E they suffered

0 series
of illegal
transactions

al kL

AN \ 4 \ 4

of US consumers of UK respondents of Germans of Singapore

would be likely to mentioned they - almost half - respondents

leave their bank would report were concerned were aware of

if they failed to ML crimes if it about fraudulent criminals using

protect them from happened through transactions Fls to conduct

illegal transactions their bank or leading to ML activities
credit card ML crimes

Over three-quarters (76%) claimed their FIs should be more transparent about money laundering activity and 83% said it was the
responsibility of the Fls to inform them of money laundering activity within their systems. More than half (58%) said they were
concerned that fraudulent transactions could be supporting heinous money laundering crimes.
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Turning up the pressure

It's also likely that awareness of money laundering and related crimes will continue to grow as news reporting of the subject does.
Campaigns to inform the public about the danger of money mule activity have warned of an increase in both middle-aged dupes?°
and teenagers?' over 2018-19. The more publicity such initiatives get, the more consumers will feel informed about the extent of
money laundering and the underlying crimes it facilitates.

Expectations about Fls' ability to respond are already high: over half (51%) of consumers said they thought banks were able to identify
human trafficking and sexual exploitation victims through analysis of financial transactions.

Likely to leave

Consumers are also worried that their own bank accounts could be hijacked as part of money laundering schemes. Nearly three-
quarters (71%) expressed concern about this, primarily out of a belief that their details may be cloned/used by others (50%) or sold
on (49%), and that they won't be reimbursed for any losses (45%).

Fis would bear the brunt of customer anger if this did indeed occur. Over a third (35%) said they’d be angry at the organisation for
not spotting any illegal activity and a similar number (36%) said they'd lose trust in the FI.

In the new era of open banking, strong industry competition and customer-centricity, moving FIs has never been easier for consumers.
At the time of writing there were over 200 regulated providers in the UK alone and adoption had hit the one million customer mark.??

This turns the heat up on providers to find a more effective way to root out illegal activity and preserve not only their corporate
reputation but also hard won customer trust.

Greater awareness will create greater pressure on the
industry to enhance detection efforts.

46%

of respondents claimed to be aware of the link
between human trafficking and money laundering,
for example.

But once informed e o Worried . o Ohocked
of the relationship o 28% o i
between money

laundering ANgry e o Appalled
and such oy 23Y% X 20%
Serious crimes,

respondents said e o IrOUbled

they felt... o 22%

oy
PN

The Global State of Anti-Money Laundering 19//33



20// 33

The challenges of detecting
money laundering

Fl professionals are deeply concerned about the threat of money laundering. They
understand that it has a major impact on society as well as corporate reputation
and the bottom line, and they are not alone. Customers also believe that banks,
insurers and other financial institutions must act with a “conscience” in their
AML activities; however, although most (91%) FI professionals claim they are
confident in their ability to spot money laundering, the reality is there are major
challenges impacting their ability to do so effectively.

According to our global respondents, these
challenges fit into two broad areas: the first relating
to technology and operational matters, and the
second to issues involving the requlatory model
itself, and the wider industry response, including
international colloboration and law enforcement.

The fact that there are major challenges associated with AML
should come as no surprise. Organised crime is getting both bolder
and better at hiding its activities.

At the same time, global compliance requirements continue to
evolve and grow in complexity, even as their efficacy is beginning
to be questioned. Abiding by such rules is non-negotiable for Fls:
penalties for non-compliance can be high. Yet this approach may
fail to get the desired outcomes. As RUSI argues, it actually results
in a situation where the focus “is not therefore on the reduction
of money laundering, but on protecting the institution and the
bottom line.”

The Global State of Anti-Money Laundering




According to the UK's National Crime Agency
(NCA): "Specialist networks, known as International
Controller Networks, launder money for criminals,
predominantly dealing in cash but also using more
complex methods — such as trade-based money

laundering — to disguise international money
movements and to meet their customers’ needs.”
Property purchases continue to be a popular way
to launder money, whilst ‘complex company
structures make the true owner(s) behind corporate
purchasers difficult to identify,” says the agency.=

Technology pros and cons

FI professionals continue to ramp up efforts to get one
step ahead of the criminals. Global spending on AML/
KYC (Know Your Customer) solutions was projected to
grow 17.5% in 2019 to reach $905 million.? Although
new technology can be useful in the fight against
money laundering, it was also highlighted by a plurality
of respondents (32%) as a number one challenge.

IT and “new processes” can cause friction in the
customer journey, especially given that many Fl
professionals today are under pressure from the
business to onboard new customers quickly (26%). It's
particularly true of more agile, digital-first banks that
seek to differentiate in the market via seamless user-
friendly processes. These respondents were more likely
to cite customer friction as a challenge than their larger
counterparts. With some estimates claiming retail
banking customers could cost as much as $2,000 to
acquire, this is an understandable concern.?

Similarly, KYC and digital identification challenges were
cited by 30% of respondents as an AML challenge,
especially those hailing from larger Fls. This stems

from the fact that some current regulations were
designed before the growth of digital onboarding,
creating problems for Fis when they try to scan and
verify documents in a seamless way. In other cases,
compliance teams simply can’t keep up with the
volume of alerts being generated by AML technology
systems (28%), perhaps due to the fact that many

0000 0000 0000 OOOO

organisations (28%) don’t have access to the most
effective tech monitoring solutions on the market.

The Global State of Anti-Money Laundering
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Institutional issues

There are wider institutional challenges at play here
beyond the technological. Fl professionals complain that
too few suspicious activity reports (SARs) result in justice
(30%) and bemoan a lack of international cooperation
(28%). The two are certainly connected, given the
transnational nature of money laundering and organised
crime today. It's vital that perpetrators are brought to
justice, not only to put a dent in a potentially multitrillion-
pound industry but also to let stakeholders know that
what they are doing can make a difference.

Fl specialists are also increasingly exasperated by the rules
within which they must operate. Some 35% said they find

money laundering typologies hard to distinguish from each

other, especially those from smaller (250-1000 employee)
organisations. A sizeable number (29%) also claimed
that the metrics specified by regulators are misaligned
with the practicalities of catching criminals. This aligns
with the findings of the previously cited RUSI report,
which points out that FATF defines the effectiveness of
its recommendations as how well they are implemented,
not whether the recommendations themselves are fit-for-
purpose in stopping financial and predicate crimes.

"It seems logical to think that they will have some
impact, but the degree is open to debate. Estimates from
academics range from a ‘little’ to ‘not very much’. These
assumptions need to be tested with ongoing consistent
evidence-based research,” the report concludes.?”

Another major challenge associated with spotting money
laundering is ROI. Senior decision makers find it hard to
measure the money they’ve spent versus benefit to the
business. A quarter (26%) claimed that they have no real
idea whether the millions spent on AML work even does
any good.

of our global
respondents believe
that the metrics
specified by requlators
are misaligned with
the practicalities of
catching criminals

30%

of respondents find digital
identification is a challenge

28%

of compliance teams can't
keep up with the alerts from
AML tech systems

28%

don’t have access to the
most effective solutions on
the market
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Figure 5: The main challenges in spotting money laundering

New technology and processes
causing friction in the customer journey

Money laundering typologies are virtually
impossible to distinguish from each other

It's hard to measure money spent vs. benefit to business.
There is a lack of ROI for the senior decision makers

Know Your Customer (KYC)
and digital identity challenges

The metrics specified by regulators are
misaligned with catching criminality

Our organisation doesn’t have access to effective,
high quality monitoring technology

Pressures from the business to
sell/on-board new customers quickly
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The way forward?

There is a great deal of work to do in order to improve the response to money laundering and predicate crimes, not just

for individual Fls but also the industry as a whole. High quality, effective technology with a clear ROl is certainly needed.

But so too is more global cooperation to root out criminality and act on the SARs that are generated by Fls. In the longer
term, there may also be a need to revisit some of the underlying assumptions on which current regulatory approaches

are based.
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Chapter S
What should an effective
AML strategy look like?

The silver lining in this report is that a large
proportion of FI professionals say their
organisation does have a strategy in place to
tackle money laundering and its associated
predicate offences. However, given the
previously cited challenges associated with
managing these platforms, different investment
strategies will naturally reap different results.
Going forward, Fl specialists are placing a major
focus on people, technology and more research
to improve their understanding of the money
laundering space. However, they must continue
to make progress, even as the COVID-19
pandemic threatens to derail efforts.

The technology challenge

Although a significant minority (19%) still don't have an AML strategy in place, most respondents claim that they do.
The most popular focus for the next five years is on investing in more data scientists, compliance specialists, investigators
and other experts (44%), and in more effective technology (43%). There’s also an acknowledgement that more research
needs to be done to better understand the evolving complexity of the money laundering challenge (37 %).

Technology plays a critical role in any effective AML strategy. Most (74%) global organisations are already putting
applications and solutions in place to help identify money laundering. Of these, cloud-based platforms are the most
popular (50%) although many (42 %) organisations are still using on-premises technology, which can have a higher Total
Cost of Ownership (TCO) and require a greater investment of in-house skills to manage.

of professionals say their organisation doesn’t have

an AML strategy in place

1111
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As previously mentioned, there appears to be a
disconnect between the perceived effectiveness
of these technologies and the strategies they
underpin, and the reality on the ground. Ninety-
one percent of respondents state they are
extremely (42 %) or quite (49%) confident in their
ability to spot money laundering. Further, when
asked what percentage of money laundering in
general they believe their company uncovers in
a typical year, the average is 55%, rising to over
60% in large banks.

This would seem to contradict the reality that
global AML initiatives are estimated to stop just
a tiny fraction of illicit funds and associated
crimes. Respondents are perhaps more honest
when they report the challenges associated

with their technology investments, as revealed

in the last chapter. In fact, when asked about
the main challenges their department is facing
as a result of global money laundering, many
(32%) point to outdated tech which can’t keep
up, and related issues such as a lack of resources
(37%), difficulties in measuring how often money
laundering is happening (34%), and users being
overwhelmed by alerts (34%).

50%

have a fully cloud-based
platform in place

43%

use a hybrid cloud/
on premise model

42%

are using
on-premise technology
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Best tech forward

So which technology investments should Fls be
looking at? While no two organisations are the
same, there are some common observations we
can make that may help. Cloud is increasingly
the preferred model, with 93% of respondents
stating they have either a hybrid or entirely
cloud-based solution, as it can reduce in-house
IT hardware demands and is a better fit for those
that want a completely managed service. It would
also make sense to source as many capabilities
as possible from a single supplier (AML, KYC

and Customer Due Diligence, Politically Exposed
Person (PEP) screening, regulatory reporting,
etc.). By doing so, organisations can reduce the
management burden on internal teams as well
as integration effort, whilst minimising any gaps
in coverage that could leave them exposed to
compliance risk.

Machine learning and automation are emerging
technologies already proven to enhance results
in this space. Robotic Process Automation (RPA)
can take the strain off staff to leave them to focus
on higher value tasks, for example. Meanwhile,
machine learning modelling also optimises
in-house teams by learning normal customer
behaviour and spotting/flagging suspicious
patterns that human eyes might miss, with a
low probability of false positives. With this,
organisations can build a 360-degree view of
each customer, providing them with a real-time
risk score. Machine learning algorithms can also
be trained to optimise existing rules in order

to provide the most accurate results possible.
Regulators prefer a “white box” approach that
delivers maximum “explainability” in terms of
how results are calculated.

Invest in more people
(e.g. data scientists, compliance specialists or investigators)

Invest in better/more effective technology
Outsource to experts

Do more research to understand the problem areas
We don’t have a strategy at the moment

Reducing resources spent on anti-money laundering

Reducing investment in anti-money laundering

Redirecting resources/
investment to areas that have become higher priorities

Figure 6

19%

Unfortunately, the ability of FIs to achieve their strategic goals has
been dealt something of a blow with the advent of COVID-19.
The tremendous business uncertainty it has ushered in threatens
the profitability of banks,? and could create liquidity strains for
insurers.?? It’s already having an impact on FIs" AML strategies,
according to our research. Nearly three-quarters (72 %) of
respondents said it had impacted their approach to tracking and
stopping money laundering, and 69% said the same about their
ability to invest in new technology to improve AML efforts.

It's absolutely vital that insurers, banks and financial organisations
rise to this challenge by prioritising and preserving AML
investments. As we've discussed at length in this report, the
challenges facing the industry are acute and wide-ranging. By
continuing to invest in new technologies, people and processes,

and improving international collaboration, there’s still a fantastic
opportunity for the industry to make a meaningful impact on
what is a huge global challenge. In so doing, Fis can not only help
to manage reputational risk and reduce costs but also tackle the
underlying crimes themselves for the benefit of all society.

43%
need to invest

in better/
more effective

technology, 72%

but. said COVID-19
hos impacted
their approach

35%

37%

Anti-money loundering investment strategies for the next five years
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Conclusion
Towards o
three-step plan
of action

—'—ODD-D

Fl professionals are overwhelmingly driven by a desire to do the right thing: to protect society from criminal activity.
They're also backed in this by consumers, who increasingly expect their financial institutions to act ethically and
decisively, and are prepared to take their business elsewhere if their own data or accounts are accessed illegally.

However, Fl professionals admit to numerous challenges impacting their ability to detect money laundering —
indicating that their overwhelming confidence in being able to spot criminal activity is not aligned with reality. They
bemoan a lack of international cooperation and that too few cases are brought to justice, and also complain of
problems with metrics and typologies.

One of the biggest challenges to everyone involved is technological. Outdated technology, customer friction, and a
lack of resources and solutions, which overwhelm users with alerts, were all cited as major problems.

So where can the industry go from here?
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One
Apply technology
intelligently

In an industry where criminal innovation is rife
and constantly evolving, Fls need to champion
the same approaches. When it comes to
technology, many of the FI professionals
surveyed are investing in new technology
solutions for AML, but not all tools are
created equal.

Dynamic customer segmentation can drive
effective AML transaction monitoring, while
automated triage can enable investigators
to prioritise tasks for enhanced productivity.
Network analysis empowers teams to work
more proactively by understanding the
relationship between various data points or
entities, while machine learning algorithms
can help to deliver a 360-degree view of
each customer.

However, in a market of growing ‘regtech’
options, investing in the right technology for
your institution’s needs, and applying that
intelligently (without simply adding layers of
complexity for your team to deal with), is key
to future-proofing any AML strategy.

At BAE Systems we deliver industry-leading capabilities to all tiers of Fl via
our holistic NetReveal platform. Our focus is on providing flexible, scalable
and intelligent solutions featuring a high degree of automation and
machine learning-powered analytics, freeing up stretched compliance

teams to work on higher value tasks.

Peter Fisher
Financial Crimes Product Director

BAE SYSTEMS
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Two
Push
boundaries

With anti-money laundering ROl and
effectiveness a challenge to measure, our
research has demonstrated a desire among Fl
professionals to get to grips better with the
problem at hand. Indeed, more than a third
(35%) have expressed frustrations that money
laundering typologies are virtually impossible
to distinguish from each other, and two-in-
five (37%) intend to undertake more research
to understand the problem areas in the next
five years.

Against a background where the Fl
professionals themselves are concerned

about money laundering and aware that their
customers are concerned too, research alone is
arguably not enough — innovation is key.

At BAE Systems we are continuing to push the

envelope with new, highly adaptable platforms,

and game-changing pilot projects.

Our new FinCrime Testing Service concept
uses machine learning to simulate suspicious
behaviours that might be indicative of
crimes associated with money laundering.

It has the potential to independently

test the effectiveness of financial crime
detection systems by, for example, running
a set of synthetic data that indicates human
trafficking activity and seeing if a financial
institution is able to detect and identify this
behaviour correctly.

Due to its potential to measure the
effectiveness of AML strategies, as well as
provide professionals with greater insight into
the criminal typologies they are dealing with,
the FinCrime Testing Service is currently being
piloted by top banks in Europe that want to
put their AML detection capabilities to the
test. This is just one example of the industry
continuing to push boundaries to tackle to
money laundering issue.

The effectiveness of anti-money
laundering detection needs to be
re-defined as ‘'how much crime
is being detected’ oand we need
metrics to measure this.

To better detect the financial
flows associated with criminal
behaviours, we need to
understand these behaviours in
a more nuanced way, and make
that knowledge actionable by
financial institutions.

Simulation can plug that
gap and will allow us to
quantify how good detection
systems are at catching
criminal activity.

Harriet Shaw
Venture Lead for
FinCrime Testing Service

BAE SYSTEMS
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Three
Seize the
advantage

At this moment, criminals are rushing to take
advantage of every opportunity to exploit
gaps in the global financial system. They look
for vulnerabilities in the industry’s defences —
whether that's environmental, jurisdictional,
or technological — and it is the role of the Fl
compliance professional to close these gaps as
much as possible.

The COVID-19 pandemic has, of course,
thrown the sector a myriad of challenges in
terms of operations and growth expectations
this year. Unfortunately, it has also provided
criminals with new opportunities to exploit.
As our research has shown, many (37%) are
seeing AML resources redirected to new areas
of priority, and an alarming three-quarters
(72%) admit that their AML strategies have
been impacted by COVID-19.

It's important that as an industry we don't let
the criminals out-strip us. While we have new
technologies in development, an evident desire
to make a difference, and an acknowledgment
from customers that money laundering should
be tackled, now is an important moment for
the industry to seize the advantage.

With the right technology and the right collaborative approach, we

can start making a serious iImpact on the global challenge of money
laundering. We urge the industry to continue building momentum over
the coming months and years. After all, letting environmental factors get

in the way of developing effective and impactful anti-money laundering
strategies will play into the criminals” hands for the long-term.

Peter Fisher
Financial Crimes Product Director

BAE SYSTEMS
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Recommended reading

A business case for solving compliance conundrums in the cloud

Why KYC CDD is your bulwark against a thriving underground economy
Compliance professionals: mission impossible or tech-savvy super heroes?

Learn about NetReveal — the financial crime fighting platform from BAE Systems

Explore the FinCrime Testing Service

Transform your

anti-money laundering approach with

BAE SYSTEMS

20 years Trusted

providing compliance solutions by 50% of Europe’s largest banks

360° view

of alerts to identify activity

NetReveal® AML Transaction Monitoring is an end-to-
end solution that manages all aspects of anti-money
laundering detection, investigation and reporting.

Our investigator-centric solution combines human
intelligence with machine learning and advanced
analytics to drive efficiency and help you prevent
more financial crime.
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NetReveal®

Find out more

31//33


https://www.baesystems.com/en-financialservices/insights/banking-insights-build-a-business-case-for-putting-compliance-in-the-cloud
https://www.baesystems.com/en-financialservices/insights/banking-insights-why-kyc-cdd-is-your-bulwark-against-a-thriving-underground-economy
https://www.baesystems.com/en-financialservices/insights/banking-insights-compliance-professionals-mission-impossible
https://www.baesystems.com/en-financialservices/solutions/banking-compliance/netreveal360
https://www.baesystems.com/en-financialservices/fincrime-testing-service%5d
https://www.baesystems.com/en-financialservices/insights/banking-insights-build-a-business-case-for-putting-compliance-in-the-cloud
https://www.baesystems.com/en-financialservices/insights/banking-insights-why-kyc-cdd-is-your-bulwark-against-a-thriving-underground-economy
https://www.baesystems.com/en-financialservices/insights/banking-insights-compliance-professionals-mission-impossible
https://www.baesystems.com/en-financialservices/solutions/banking-compliance/netreveal360
https://www.baesystems.com/en-financialservices/fincrime-testing-service%5d
https://www.baesystems.com/en-financialservices/solutions/banking-compliance/aml

Appendix

1

2

3 men sentenced to 125 years each over drowning of Syrian boy Alan Kurdi, Emma Reynolds and Jennifer Hauser, CNN (15 March 2020)

London Bridge attack: Timeline of British terror attacks, BBC News (19 June 2017)

Money-Laundering and Globalization, UN (accessed 2 September 2020)

Global gross domestic product (GDP) at current prices from 2009 to 2021, Statista (3 June 2020)

Estimating lllicit Financial Flows Resulting from Drug Trafficking and Other Transnational Organized Crimes, UNODC (October 2011)

DOES CRIME STILL PAY? Europol (1 February 2016)

GLOBAL ANTI-MONEY LAUNDERING FRAMEWORK — EUROPOL REPORT REVEALS POOR SUCCESS RATE AND OFFERS WAYS TO IMPROVE, Europol (5 September 2017)

Financial-crime worries rise, Chloe Domat, Global Finance (Aug, 2020)

The world’s dirty money by the numbers, Arnau Busquets Guardi, Politico (May 21 2020)

Questions and Answers — Commission steps up fight against money laundering and terrorist financing, European Commission (7 May 2020)

Fraud costs the global economy over US$5 trillion, Crowe (7 December 2019)

Corruption is costing the global economy $3.6 trillion dollars every year, Stephen Johnson, WEF (13 December 2018)

Deep Impact? Refocusing the Anti-Money Laundering Model on Evidence and Outcomes, Matthew Redhead, RUSI (October 2019)

A Structural View of U.S. Bank Holding Companies, Dafna Avraham, Patricia Selvaggi, and James Vickery, FRBNY Economic Policy Review (July 2012)

° Questions and Answers — Commission steps up fight against money laundering and terrorist financing, European Commission (7 May 2020)

US and UK regulators take lead on AML fines for 2019, Ruby Hinchliffe, FintechFutures (14 Jan 2020)

Global financial institutions have been fined over $36 billion since 2008, eflow (accessed 24 August 2020)

The True Cost of Financial Crime Compliance Report 2020, LexisNexis Risk Solutions (accessed September 2020)

World Day against Human Trafficking spotlights essential role of first responders, UN News (30 July 2020)

Cifas research reveals sharp rise in middle-aged money mules, Cifas (14 October 2019)

QOpen Banking adoption surpasses one million customer mark, Open Banking (20 January 2020

Parents urged to help stop rise in child money mules, UK Finance (accessed 24 August 2020)

National Strategic Assessment of Serious and Organised Crime 2020, NCA (accessed 25 August 2020)

Deep Impact? Refocusing the Anti-Money Laundering Model on Evidence and Outcomes, Matthew Redhead, RUSI (October 2019)

Global AMU/KYC Spending Projected To Increase 17.5% To A Record $905 Million In 2019 - Burton-Taylor Report, PR Newswire (20 November 2019)

Why customer acquisition is so difficult for financial startups, Tanaya Macheel, Tearsheet (November 7, 2017)

Deep Impact? Refocusing the Anti-Money Laundering Model on Evidence and Outcomes, Matthew Redhead, RUSI (October 2019)

> COVID-19: Impact on the banking sector, KPMG (accessed 28 August 2020)

COVID-19: could liquidity challenges be on the way for insurers?, KPMG (accessed 28 August 2020)

32//33 The Global State of Anti-Money Laundering


https://edition.cnn.com/2020/03/14/europe/alan-kurdi-syria-drowning-sentenced-intl/index.html
https://www.bbc.co.uk/news/uk-40013040
https://www.unodc.org/unodc/en/money-laundering/globalization.html#:~:text=The%20estimated%20amount%20of%20money,governments%20have%20pledged%20to%20address.
https://www.statista.com/statistics/268750/global-gross-domestic-product-gdp/
https://www.unodc.org/documents/data-and-analysis/Studies/Illicit_financial_flows_2011_web.pdf
https://www.europol.europa.eu/publications-documents/does-crime-still-pay
https://www.europol.europa.eu/newsroom/news/global-anti-money-laundering-framework-%E2%80%93-europol-report-reveals-poor-success-rate-and-offers-ways-to-improve
https://www.gfmag.com/magazine/april-2020/financial-crime-worries-rise
https://www.politico.eu/article/the-world-dirty-money-by-the-numbers/
https://ec.europa.eu/commission/presscorner/detail/en/qanda_20_821
https://www.crowe.com/global/news/fraud-costs-the-global-economy-over-us$5-trillion#:~:text=Fraud%20is%20costing%20businesses%20and,according%20to%20research%20published%20today.
https://www.weforum.org/agenda/2018/12/the-global-economy-loses-3-6-trillion-to-corruption-each-year-says-u-n
https://rusi.org/sites/default/files/20191011_deep_impact_web.pdf
https://www.newyorkfed.org/medialibrary/media/research/epr/12v18n2/1207avra.pdf
https://ec.europa.eu/commission/presscorner/detail/en/qanda_20_821
https://www.fintechfutures.com/2020/01/us-and-uk-regulators-take-lead-on-aml-fines-for-2019/
https://eflowglobal.com/2020/02/04/27104/
https://risk.lexisnexis.com/insights-resources/research/true-cost-of-financial-crime-compliance-study-global-report
https://news.un.org/en/story/2020/07/1069352
https://www.cifas.org.uk/newsroom/money-mule-activity-over-40
https://www.openbanking.org.uk/about-us/latest-news/open-banking-adoption-surpasses-one-million-customer-mark/
https://www.ukfinance.org.uk/press/press-releases/parents-urged-help-stop-rise-child-money-mules
https://www.nationalcrimeagency.gov.uk/who-we-are/publications/437-national-strategic-assessment-of-serious-and-organised-crime-2020/file
https://rusi.org/sites/default/files/20191011_deep_impact_web.pdf
https://www.prnewswire.com/news-releases/global-amlkyc-spending-projected-to-increase-17-5-to-a-record-905-million-in-2019--burton-taylor-report-300961465.html#:~:text=20%2C%202019%20%2FPRNewswire%2F%20%2D%2D,ICAP's%20Data%20%26%20Analytics%20division)%20report
https://tearsheet.co/data/why-customer-acquisition-is-so-difficult-for-financial-startups/
https://rusi.org/sites/default/files/20191011_deep_impact_web.pdf
https://home.kpmg/xx/en/home/insights/2020/07/covid-19-impact-on-banking-m-and-a-2020.html#:~:text=depressed%20banks'%20valuation%E2%80%A6-,COVID%2D19%20has%20generated%20significant%20instability%20and%20high%20volatility%20in,x%20on%2030%20April%202020).
https://home.kpmg/xx/en/home/insights/2020/05/covid-19-could-liquidity-challenges-be-on-the-way-for-insurers.html

BAE SYSTEMS

At BAE Systems, we provide some of the world’s most advanced technology, Global Headquarters
defence, aerospace and security solutions. BAE Systems

Surrey Research Park
We employ a skilled workforce of 82,500 people in over 40 countries. Working Guildford

with customers and local partners, our products and services deliver military Surrey GU2 7RQ
capability, protect people and national security, and keep critical information and United Kingdom

infrastructure secure. T: +44 (0) 1483 816000

BAE Systems

8000 Towers Crescent Drive
13th Floor

Vienna, VA 22182

USA

T +1 720 696 9830

BAE Systems

Level 1

14 Childers St
Canberra, ACT 2601
Australia

T. +61 1300 027 001

BAE Systems

Suite 905 Arjaan Office Tower,
Dubai Media City

Dubai

T: 4971 (0) 4556 4700

BAE Systems

1 Raffles Place #42-01, Tower 1
Singapore 048616

Singapore

T: +65 6499 5000

BAE Systems, Surrey Research Park, Guildford, Surrey, GU2 7RQ, UK

E: learn@baesystems.com | W: baesystems.com/AML

m linkedin.com/company/baesystemsai

u twitter.com/baesystems_ai

Copyright © BAE Systems plc 2020. All rights reserved.

BAE SYSTEMS, the BAE SYSTEMS Logo and the product names referenced herein are trademarks of BAE Systems plc. BAE Systems Applied Intelligence Limited registered in England & Wales
(No.1337451) with its registered office at Surrey Research Park, Guildford, England, GU2 7RQ. No part of this document may be copied, reproduced, adapted or redistributed in any form or by any
means without the express prior written consent of BAE Systems Applied Intelligence.


mailto:learn%40baesystems.com?subject=
http://www.baesystems.com/AML

