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DISCLAIMER

"The National Money Launderng and Terrorist Financing (ML/TF) Risk Assessment of Seychelles has
been conducted as a self-assessment by Seychelles authorities, using the National ML/TF Risk
Assessment methodology that has been developed and provided by the World Bank. The World Bank’s
role was limited to delivery of the methodology, providing guidance on the technical aspects of the use
of the methodology during two workshops, and review/feedback to assist with the accurate use of it.
The data, statistics, and information used for completing the National MIVTF Risk Assessment Tool
modules, as well as findings, mterpretation, and judgment under the scope of National ML/TF Risk
Assessment, completely belong to the Seychelles authorities and do not reflect the views of the World
Bank Group, its Board of Executive Directors or the governments they represent. Nothing herein shall
constitute or be considered to be a limitation upon or waiver of the privileges and immunities of The
World Bank, all of which are specifically reserved.”
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ACRONYMS

AML - ANTI MONEY LAUNDERING

AMLA - ANTI MONEY LAUNDERING ACT

AMLR - ANTI MONEY LAUNDERING REGULATIONS

MLRO - MONEY LAUNDERING REPORTING OFFICER

BDC - BUREAU DE CHANGE

CBS - CENTRAL BANK OF SEYCHELLES

CDD - CUSTOMER DUE DILIGENCE

CEO - CHIEF EXECUTIVE OFFICER

CIS - CREDIT INFORMATION SYSTEM

CRO - COMPLIANCE AND REPORTING OFFICER

CFT - COUNTERING/COMBATTING THE FINANCE OF TERRORISM
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GROUP

FATF - FINANCIAL ACTION TASK FORCE

FSSD - FINANCIAL SERVICES SUPERVISION DIVISION

Fls - FINANCIAL INSTITUTIONS

FIA - FINANCIAL INSTITUTION ACT

FIU - FINANCIAL INTELLIGENCE UNIT

FSA - FINANCIAL SERVICES AUTHORITY

FSC - FINANCIAL STABILITY COMMITTEE

FSDIP - FINANCIAL SECTOR DEVELOPMENT IMPLEMENTATION PLAN
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FOREWORD
Republic of Seychelles
Ministry of Finance Trade and Economic Planning

The Minister

Joint Forward by the Ministers for Finance, Trade and Economic Planning and Internal Affairs

We are pleased to present the first National Risk Assessment (NRA) on Money Laundering and
Combating the Financing of Terrorism conducted by Seychelles. This is a reflection of the Republic’s
on-going commitment to mamtain the highest mternational standards in protecting the economic and
financial system against criminal activities. In conducting this assessment, the aim is to identify,
understand and assess money laundering and terrorist financing risks faced by Seychelles.

Our country recognizes that Money Laundering and Terrorist Fimancing are global phenomenon. Such
activities represent a threat to democracy and the financial stability of many countries. Seychelles being
an off-shore jurisdiction with a high reputation must endeavour to mamtain and subscribe to
mternational standards.

The NRA report is also intended to inform Government of Seychelles’ of the future challenges, allocate
the appropriate resources and to ensure that the country is not adversely affected or seen as a soft target
for Money Launderng and Terrorist Financing. This requires Government commitment and
interagency co-operation to deal with the risks posed by identified threats and vulnerabilities.

The Government and National Assembly passed the Anti-Corruption Commission Act +mn 2016, which
demonstrates the pro-active approach by Seychelles in having a public sector operating to the highest
national and international standards of integrity and probity.

The Government takes account of any proposals made for updating or amending existing legislation in
the areas of Money Laundering and Terrorist Financing that takes into account international norms
emanating from the FATF Recommendations and other international fora.

The Government takes pride that Seychelles has exited the 15 Round of the Eastern and Southern Africa
Anti-Money Laundering Group (ESAAMLG) Mutual Evaluation in April 2016, currently the first
country of 18 in the ESAAMLG region.

Finally, we would like to express our gratitude to the various institutions and personnel who committed
time and effort to realize this project.
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EXECUTIVE SUMMARY

Seychelles undertook the task of conducting its first National Risk Assessment (NRA)! in 2016,
using a NRA methodology developed by the World Bank, as it prepares for the ESAAMLG
Mutual Evaluation on the FATF Recommendations and Compliance 2017. Seychelles is
committed to the implementation of the FATF Recommendations and is convinced that the
NRA will give the country’s policy makers a clear and comprehensive view of the national
risks to ML/TF so as to mform the establishment of effective multi-agency mechanisms to
coordinate local efforts to combat identified threats and wvulnerabilities. Seychelles further
views the NRA as a living document in that it provides the basis for continual updating and
modifications to existing legislation and processes according to the changes i the existing
ML/TF threats and vulnerabilities as well as new emerging risks.

Objectives of the NRA:
The objectives of the NRA include:

e Risk identification, and action plans including more eflicient allocation of resources to
mitigate those risks utilizing a Risk-Based Approach (RBA).

e To enable government, law enforcement agencies (LEAs), regulators and the private
sector to target their resource allocations to areas or services that present the highest
risks and as such, ensure that actions taken by the same are informed especially in
regards to the risks of money laundering and terrorist financing.

e Fulfilling its (Seychelles) obligation to adhere to the FATF standards and
recommendations one of which is recommendation 1 of 2012% ‘AML/CFT Policies and
coordination, Assessing risks & applying a risk-based approach’. This being imperative
as a member of the FEastern and Southern Africa Anti-Money Laundering Group
(ESAAMLG)? that is committed to implementing the Financial Action Task Force

1The NRAis a process ofidentifyingandevaluatingthe moneylaunderingandterroristfinancingrisksina particularjurisdi ctionandanalysing
themainsourcesanddrivers oftherisksinordertodevelopeffective andrisk-based policies andactions,andallocate the available resources
in the most efficient way to eliminate, control and mitigate the identified risks to Seychelles.

2http://www.fatf-

gafi.org/publications/fatfrecommendations/documents/internationalstandardsoncombatingmoneylaundering
andthefinancingofterrorismproliferation-thefatfrecommendations.html

3The purpose of the Eastern and Southern Africa Anti-Money Laundering Group (ESAAMLG) is to combat money
laundering by implementing the FATF Recommendations. This effort includes coordinating with other international organisations
concerned with combating money laundering, studying emerging regional typologies, developing institutional and humanresource
capacities todeal with these issues,and coordinating technical assistance where necessary. ESAAMLG enables regional factors to be taken
into accountin the implementation of anti-moneylaundering measures. ESAAMLG is an associate member of the FATF.
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(FATF)* recommendations to combat money laundering. Seychelles is also a member
of the Egmont Group’.

e Providing policy makers with a clear and comprehensive view of the national risks to
ML/TF so as to inform the establishment of effective multi-agency mechanisms to
coordinate local efforts to combat identified threats and vulnerabilities.

e Providing the basis for continual updating and modifications to existing legislation and
processes according to the changes in the existing threats and vulnerabilities as well as
new emerging risks.

The NRA process mnvolved six Working Groups (WG) led by an assigned Leader, under the
overall coordination of a National Coordinator appoited by the FIU. The six groups were:

1. Threats & Vulnerabilities (Modules 1 & 2)

2. Offshore encompassing fiduciary services (Module 3) hereafter referred to as Non-
Banking Financial(O ffshore) And Fiduciary Services Providers (NBFFSP)

3. Banking ( Module 4)

4. Designated Non-Financial Businesses and Professions (DNFBP)s —Module 5

5. Other Financials incl. Insurance (Module 6)

6. Terrorist Financing (Module 7)

The Seychelles NRA comprises of two parts, the first consolidating the first five group reports
(No’s 1-5 above ie. Modules 1 to 6) with Recommendations & Actions to be taken and a
separate report on Terrorism Financing (Module 7).

Prior to this NRA, Seychelles Authorities did not have a comprehensive and ongoing national
AML/CFT risk assessment to guide its establishment of its Financial Institutions (FI)
regulatory framework. As such, a risk-based approach to the AML/CFT framework was not in
force.

It is to be noted that the formulation of national policy has not been based on risk assessment
conducted with all relevant stakeholders including both governmental authorities and private
sector participants. In addition, the last amendments made in respect of the AML Act did not
involve a formal consultation process and private sector participants were omitted from the
process.

A national AML/CFT Committee under the chairmanship of the Director of the FIU is
responsible for the formulation of the AML/ CFT national strategy was established in 2006.
The AML/ CFT Committee, however, is not established by law and as such is an informal

4The Financial Action Task Force (FATF)is an inter-govemmental body establishedin 1989 by the Ministers of its Member

jurisdictions. The objectives of the FATF are toset standards and promote effective implementation of legal, regulatory and operational
measures for combating money laundering, terrorist financing and other related threats tothe integrity of the interational financial
system. http://www.fatf-gafi.org/about/ accessed on 13/2/2017

5 The Egmont Group isanintemational group comprising of over 150 FIUs whichworks to promote international co -operation inanti-
money laundering and countering the financing of terrorism
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structure and not formally designated by law or the Cabinet to undertake the national AML
formulation responsibility. As such it sits more in an advisory capacity.

With regards to mternal ML risks assessments within FIs and Designated Non-Financial
Businesses and Professions (DNFBPs), this is not being carried out consistently across all
sectors and not in all entities within a sector. However, FIs with international affiliation or
existing within a group structure are most consistent at carrying out their mternal risk
assessments and use a formal methodology to do so.

And despite there being no data set reflecting the amount of money earned from criminal
activity, the NRA found that the predicate offences® which were generating the most proceeds
of crime were Drug trafficking, Tax evasion, Smuggling of goods, Corruption and Fraud.

With regards to terrorist financing and terrorism, Seychelles has no incidences to report,
nevertheless, the local authorities have circulated the UNSCR 1267 and 1373 lists of designated
persons and entities to the FIs and reporting entities who are obliged to report to the FIU on
any matches with the designations identified i the list.

In order to better identify and understand the risks at the sector level, work groups undertook
assessments of organizations within their respective sectors (Banking, Securities, DNFBPs, FIs
and others), to gauge the levels of ML/TF threats, vulnerabilities and risks within the sectors
and the overall risk rating of these sectors’ potential ML/TF risks. These rating are discussed
per sector within this report.

According to the Mutual Evaluation Report 20087, on the country’s AML/CFT regulatory
framework and compliance with the FATF Recommendations, conducted by a team of
evaluators composed of representatives from ESAAMLG and a World Bank Observer,
Seychelles was rated as ‘partially compliant” with Recommendation 1, ‘largely compliant’ for
Recommendation 2 and ‘partially compliant’ on Special Recommendation (SR) I and II3.
However, with the passing of the AML Amendment Acts 2008 and 2011 and the AML
Regulations 2012, Seychelles has not only improved its AML/CFT regulatory framework, but
has also ensured the new legislation has addressed the deficiencies which contributed to the
FATF non-compliant ratings given in 2008. The AML Regulations of 2012 further outlines the
Client Due Diligence (CDD) requirements based on a Risk Based Assessment (RBA).
‘Seychelles has since been reviewed by the OECD as entirely alignng with its international
standards of exchange of information’!?. Further updated guidelines were issued by the FIU in

6 Predicate offences means undersection 3 (9) of AML Act, 2006 any criminal conduct of whichthe penalties exceed 3 years imprisonment
or SCR50,000in fines.

7 Mutual Evaluation Report: Anti Money Laundering and Combating the Financing of Terrorism, August 2008, Republic of Seychelles
http://www.esaamlg.org/userfiles/Seychelles_Mutual_Evaluation_Report.pdf

8 ibid

Shttp://www.fsaseychelles.sc/index.php/download/download/5-aml-act/2-anti-money-laundering-regulations-2012,

10ibid
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June 2015 taking nto account the related laws of Seychelles and the Recommendations of the
FATF as of 1 December 2014!!. These guidelines require reporting entities to adopt RBA in
assessing their business operations whereby they are required to ‘consider any vulnerabilities
arising from the nature of their products or services which could be exploited for this purpose.
Controls should be designed, documented, and implemented to seek to mitigate such risks!2.’
In sum, reporting entities!3> are obliged to conduct proper due diligence and verification of
customers, adopt RBA to the monitoring of transactions, record-keeping, adherence to
compliance protocols, Suspicious Transaction Reports (STRs), etc.

With regards to TF, Seychelles is guided by the Prevention of Terrorism Act which was passed
in 2004, and which is also referenced in Section 2 of the AML Act 2006. The Prevention of
Terrorism Act has been further strengthened by the ‘Prevention of Terrorism (implementation
of the United Nations Security Council Resolutions on suppression of Terrorism) Regulations,
2015, S.1. 39 Regulation of 2015'4.

Overview of the Results of Seychelles’ First NRA:

The first part of this NRA Report deals with the national ML threats and vulnerabilities
(Modules 1 & 2). From the analysis of the threats assessment, it was found that the most
prevalent predicate offences that generated illicit proceeds n Seychelles in the on-shore sector
were found to be drug trafficking, tax related cases, fraud, and forgery.

The overall ML threat was rated Medium High taking into consideration the domestic ML
threat, ML threat from abroad and all the inputs and analysis on threat which were all rated
high. With regard to the assessment of the national vulnerability, this exercise focused on 23
areas! with varying levels of capacity to deal with threats. The overall picture shows the
existence of a strong legislative and regulatory framework, but a low enforcement activity.
With the national vulnerability rated as High and a low capacity to deal with the threats, it is
concluded that the overall sectoral vulnerability is rated as High.

Considering the weighting of the ML threats and vulnerabilities, it can be concluded that the
overall ML risk for Seychelles is rated as Medium High while the potential threat level in
respect of TF risk is rated as Low as there are no reported cases to date of TF in Seychelles

11http://www.seychellesfiu.sc/FIU%20Guidelines -

Procedures%20for%20Reporting%20Entities%20Seychelles%20June%202015.pdf accessedon 16/02/2017

12 (1bid).

13 List of reporting entities is available in Second Schedule (section 2) of the AML Act 2006 available at

http://greybook.seylii.org/w/se/CAP9A#!fragment/zoupio-
Toc461169852/KGhhc2g6KGNodWS5rxIVhbsSHb3JUZXh0OnpvdXBpbylfVG9iNDYXxMTY50DUYKSxub3RIc1F1ZX

J50icnLHNjcm9sbEPEiMSKOiFuxLpl YXLEh8SyxLTEts S4xYfFicSHU8SQAELEtIJFTEVWQUSDRSxOYWI16dMSgKSk

Accessed on16/02/2017

uhttp://www.sevylii.org/files/SI%2039%200f%202015.pdf accessed on 16/02/2017

15 Criminalization of ML; Policyand Implementation; STR Data Analysis; Criminal Penalties; Domestic Cooperation; International

Cooperation in Criminal Matters; Capacity of Financial Crime Investigators; Integrity of Financial Crime Investigators; Capacity of Financial

Crime Prosecutors; Integrity of Financial Crime Prosecutors; Capacity of Presiding Officers; Integrity of Presiding Officers; Capacity of Asset

Forfeiture Investigators; Integrity of Asset Forfeiture Investigators; Asset Forfeiture Laws; Asset Forfeiture Orders; Intern ational

Cooperation in Asset Forfeiture; Auditing and Accounting Standards and Practi ces; Tax Disclosure; Corporate and Trust Transparency;

Identification Infrastructure; Availability of Independent Information Sources; Financial Integrity.
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other than the alleged case of the graphite shipment to Iran!6. Nevertheless, Seychelles remains
vigilant considering the proximity to piracy and trafficking of drugs, humans, ivory, arms etc,
which may occur in the country’s territorial waters.

Overall deficiencies noted within the Law Enforcement Agencies (LEAs) are that their
investigative focuses are more on investigation of predicate offences and not ML. This also led
to STRs referred to the LEAs being investigated for the predicate offences and not money
laundering. The gap which has been noted will be addressed through traning and awareness

campaigns.

Seychelles’ vulnerability to ML is high and opportunities exist for the financial and the non-
financial sector to be used to launder the proceeds of crime. This is further reinforced by the
overall sector vulnerability and the country’s mability to combat ML as a criminal offence
mostly due to capacity constraints. The existence of a strong civil confiscation regime which
targets illicit proceeds without necessitating a criminal conviction, however, has a balancing
effect on this with a large number of proceeds of crime being targeted through civil
confiscation. Notwithstanding, Seychelles’ vulnerability to ML is still marked as High.

Module 3 examined the Non-Banking Fmancial (Offshore) and Fiduciary Services Providers
(NBFFSP) Sector where it found that within the Financial Services Sector the vulnerability and
threat of the overall ML risk for Seychelles Trust or Company Service Providers (CSP)s is
considered to be Medium High and that the nature of the CSP business is prone to misuse by
individuals for illegitimate purposes. The NRA assessment has exposed some critical points of
concern. The sector poses certain probable risks and the NRA assessment has revealed that the
Seychelles CSP sector is prudently regulated and supervised.

The Securities Sector was assessed as a sub section of the NBFFSP. The ML threat to the
Securities Sector was assessed as Medium Low by the Work Group (WG). This reflects the
small size of the sector in Seychelles and the fact that there is strong and robust AML
framework in place which appears to act as a deterrent to those wishing to launder criminal
proceeds through the sector.

Assessment of Module 4 - the Banking Sector follows on from that of the NBFFSP Sector.
With regards to the Banking Sector, the NRA revealed that a review of the existing laws and
regulations in place in Seychelles, are mostly in line with the requirements of the Financial
Action Task Force (FATF), specifically the Anti-Money Laundering Act (2006). An overall
rating of Medium was given for ML risk, however, it was found that with regards to
Compliance with International Standards variable a rating of High was given, while the
Effectiveness of Supervision Procedures and Practices variable was rated Medium Low and
the variable for Availability and Enforcement of Administrative Sanctions was rated as Low.

16 Hackl v Financial Intelligence Unit(2010) http://www seylii.org/content/contact-seylii
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The Assessment of Module 5 - the DNFBPs — revealed that the domestic perception of the risk
of money laundering within the DNFBP sector in Seychelles is Medium High amongst some
of the entities. This is because most of the business activities are being conducted in cash, while
mternationally, Seychelles is perceived as a high-risk jurisdiction in terms of its reputation as
an offshore haven, and this is reflected in the higher levels of scrutiny on transactions involving
Seychelles banks. In sum the overall threat of ML within the DNFBP sector has been assessed
as Medium High and overall vulnerability to ML has been assessed as Medium-High.

The last Sector to be assessed for ML threats and vulnerabilities within the first part of this
NRA is the Other Financial Institutions-- Module 6. The overall vulnerability of the Other
Financial Institutions Sector has been considered to be Medium High n view of the highly
cash intensive nature of activities in this sector such as buying and selling of FX and remittance
activities. In general the activitics do not have the resources to put in place the necessary
mternal controls and resources to mitigate against ML and TF risks implies a high exposure to
such risks.

Part 2 of the NRA assessed the TF threats and vulnerabilities at the National and sectoral levels.
On the issue of TF, the overall threat of TF has been assessed as Low while overall vulnerability
to TF has been assessed as Medium Low. Of note, the domestic perception of the risk of
terrorism and of TF in Seychelles is low. There are no known terrorist groups or cells currently
active in Seychelles and no entities domestically designated under the Prevention of Terrorism
Act. Additionally, there are no known cases of funds generated in Seychelles being used to
finance terrorism domestically or abroad, and no known cases of Seychellois foreign terrorist
fighters. Internationally, Seychelles is also perceived as a low-risk jurisdiction in the terrorist
financing context. From a geographical perspective, the main TF threat, if any, would most
probably emanate from Somalia, Madagascar and Yemen where there is evidence of terrorism
and deficiencies in AML/CFT emanating from a lack of robust institutional control. Controls
are m place in Seychelles to mitigate these risks. Vigilance is, nevertheless, necessary as a
precaution given developments in the region including the resurgence of Piracy.

ML/TF risk remains evident in many sectors of the business environment. Reasons cited
include: a general lack of knowledge of AML/CFT issues on the part of the supervisors and
accountable institutions; ineffective enforcement of laws by the regulators and supervisors.
More importantly, the report notes the lack of inter-agency collaboration among the relevant
authorities or agencies. Vigorous training and sensitization of personnel need to be carried out
by experts and the Financial Intelligence Unit (FIU).

RECOMMENDATIONS
Based on the NRA findings, the following recommendations were made amongst others:

e Buiding capacity of financial crimes investigators, prosecutors and judicial officers
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Prioritizing training on AML/CFT to officers withn the NDEA and the Police, to
Prosecutors from the AG’s Office and Judges presiding over the financial crime cases.
Recommending that the current tax enforcement system and relevant pieces of
legislations are reviewed with a view of making it more effective and efficient.
FSA and the FIU should increase its human resource capacity to ensure that it is
commensurate to the size and scope of the sector, which would allow for more effective
regulatory oversight of the activities of industry participants;
FIU should publish periodic reports to provide stakeholders with an insight into its
supervisory functions/activities and encourage for more transparency and impartiality,
which may also positively influence the behaviour patterns of industry partakers;
FSA and the FIU should review the current data and information available relating to
the TCSP sector and with the collaboration of the industry gather necessary information
to enhance risk assessment of the sector;
The FIU should review the AML Act to include provisions which would allow for:

o the mmposition of administrative sanctions (such as monetary penalties,

suspension and removal of critical staff) for minor offences; and

o measure to require CRO to undergo the fit and proper assessment;
Supervisory Authorities to mtensify ML/TF training for its staff, to facilitate and
monitor AML traming of mdustry participants, which would allow for better
understanding and appreciation money laundering risks associated with the business
which may enable faster detection of ML risk/threats;
AML supervision on the sector needs to be strengthened through the adoption of a risk-
based approach;
Guidelines on AML manuals for the securities sector to be devised by FIU and FSA;
Increasing transparency and understanding on predicate offence to encourage filing of
STRs;
Formulation of training plan for CBS and FIU examiners to undertake onsite
exammnations of AML/CFT risk using a risk based approach.
FIU and CBS to provide adequate financial and human resources to build capacity to
allow for effective AML/CFT examinations.
Enhancing information that banks provide to regulators on an offsite basis. This will
allow for creation of risk profile of various banks and assist n the mplementation of a
risk-based framework.
FIU to update i policies, procedures and manuals for supervision in line with
mternational best practice. CBS to finalize its AML/CFT examination manual and
ensure that it is n line with best practice and consistent with FIU’s examination manual.
Reviewing the AML Act to evaluate whether administrative actions can be incorporated
within same and ensure the Act is in line with the Constitution
Building capacity within regulators and law enforcement agencies to successfully build
a case against AML non-compliance.
All banks to adopt a risk based approach for AML risk management
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e All banks required to set up a fully fledged compliance function with adequate
resources with an independent qualified compliance officer

¢ Introducing requirements for banks to conduct periodical AML risk self-assessment.

e Increasing the number of on-site supervisions by the FIU and Financial Services
Authority (FSA)

e Undertaking training and capacity building (to include traming on international
guidelines, UN Sanctions and domestic legislation) to build stakeholder expertise in the
relevant aspects of Countering the Financing of Terrorism CFT.

e Capacity building to focus on detection and prosecutorial techniques.

e Establishing a specific department within the Attorney General’'s Office to oversee
Mutual Legal Assistance (MLA).

e Aligning the Seychelles Companies Act with International Standards

e Modernizing the Associations Act especially with regards to Non-Profit Organisations
(NPO)s especially with regards to the supervision of the NPOs — COMESA is to help
Seychelles in this regard

e Formalising the National AML/CFT Committee with Highest level representation and
greater involvement from the private sector. (At Ministerial level similar to Jersey’s
AML/CFT policy making body).

CONCLUSION

In October 2015, the OECD awarded Seychelles a ‘largely compliant’ status following the
positive steps Seychelles has taken to comply with the OECD’s regulations on the sharing of
tax information'’. This comes after Seychelles was declared ‘“non-compliant” by
OECD’s!®Global Forum on Transparency and Exchange of Information for Tax Purposes) in
October 2013 despite its past efforts to continually enhance its compliance with all OECD
regulations and international best practice. Seychelles continues to take proactive measures to
establish its reputation as a State committed to preventing the use of its jurisdiction for money
laundering and terrorist financing purposes.

The effectiveness of this approach was recognized by the Eastern and Southern African Anti
Money Laundering Group (ESAAMLG), who in April 2016 exempted Seychelles from
submitting mandatory progress-evaluation reports on its first Mutual Evaluation Report. It is
the only country of the 18 member countries in the regional group to have achieved this status.

17 http://www.seychellesnewsagency.com/articles/4026/Seychelles+rated+%27 largel y+compliant%27 +by+OECD+-
+continued+vigilance+and+reforms+needed+to+uphold+status%2 C+says+finance+minister

18]t was in 2013, that the OECD rated Seychelles as non-compliant in twoareas in the Global Forum onTransparency and Exchange of
Information for Tax Purposes. This was during Phase Two of the Peer Review Group rating process. -

See more at:

http://www.seychellesnewsagency.com/articles/4026/Seychelles+rated+'largely+compliant'+by+OECD+-
+continued+vigilance+and+reforms+needed+to+uphold+status,+says+finance+minister#fsthash.xgUr73If.dpuf
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Indeed Seychelles has taken on its responsibility in ensuring it is a relevant player in the global
fight against ML /TF, a fight which requires continuous commitment and vigilance to combat.
This it has and continues to do through its policy and legislative reviews in line with FATF and
OECD best practices and guidelines. Besides, beng a member of the Egmont Group,
Seychelles is obliged to ensure that various international protocols are adhered to.

The FIU has set education, awareness creation and capacity building on ML/TF as one of its
top priorities receiving the necessary commitment and support from the highest levels of
government. However, such efforts requires all stakeholders to take an active part in the
processes involve. Combating ML/TF is a national cause which safeguards the economy and
prosperity of the Nation.

This document is the comprehensive version of the Seychelles NRA 2017. A comprehensive
list of recommendations can be found at Annex 1 and Action Plans for the various sectors can
be found at Annex 2 — 7.
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INTRODUCTION TO THE SEYCHELLES NRA

The rapid advances in iformation technology and communication has revolutionized the way
business is handled globally making all transactions easier and quicker. While this can be a
boon to economic growth and business transactions, these advances can also be a bane,
especially with regards to combating money laundering (ML). Because of this ease and speed
at which “megabyte money” '° (Kurtzman 1997), can be moved from country to country, the
global financial system stands at risk of criminals injecting their illicit financial gains into
legitimate business or funding of terrorist activities through various schemes i the banks’
financial system, non- profit organizations/charities and the Designated Non-Financial
Businesses and Professions (DNFBPs). According to the UNODC, ‘The estimated amount of
money laundered globally in one year is 2 - 5% of global GDP, or $800 billion - $2 trillion in
current US dollars’?°.

The Revised FATF 40 Recommendations (2012) prescribe an mternational standard and
framework for combating ML /TF (as well as financing of proliferation of weapons of mass
destruction). In embarking of this NRA Report 2017, Seychelles has, as much as possible
(bearing in mind the particular legal, administrative and operational framework of the
country),adopted a risk-based approach (RBA) following and adhering to the requirements and
guidelines of Recommendation 1 of the Revised FATF Recommendations (2012), and
paragraphs 3-6 of its Interpretative Note (INR 1)2!.

THE NATIONAL RISK ASSESSMENT PROCESS

The ML/TF risk assessment process adopted by the Seychelles mvolved the interaction of 6
inter-agency working groups, each under the supervision of a team leader who reported back
to the National Coordinator, a senior official from the Financial Intelligence Unit (FIU) who
held other responsibilities apart from the NRA. After a year coordnating, the coordinator
resigned and was replaced m March 2017. This can be considered a limitation which among
others contributed to the delay in meeting the targeted deadline. With coordmnation in 2016 not
being full time, and leaders of the various work groups (six in total), being n full time
employment elsewhere, there was no incentive or motivation to ensure deadlines were met and
regular meetings were held, hence optimum participation of the various stakeholders enlisted,
and delivery of findings, were haphazard.

19‘Megabyte money is a computerized, global, electronic system for moving units of buying power denominated in dollars, yen, lire,
pounds and so on, anywhere on earth’ from Kurtzman, Joel (1997) ' Money's Demise', in Willis W. Harman, Maya Porter

(ed.) The New Business of Business: Sharing Responsibility for a Positive Global Future. : Berrett-Koehler Publishers, pp. 56.
20https://www.unodc.org/unodc/en/money-laundering/globalization.html accessed on 28/03/2017

21http://www.fatf-gafi.org/publications/fatfrecommendations/documents /fatf-recommendations.html (pg30-
31)
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Organisation of the NRA Process

The agencies first came together for a briefing by the World Bank on the NRA process and
NRA methodology in January 2016. The agencies consisted of representatives from the
Banking Sector, Designated Non-Financials Business's & Professions (DNFBPs), Non-
Banking Financial (Offshore) and Fiduciary Services Providers (NBFFSP), Other Financials
including Insurance and one work group dealt with Terrorist Financing. There was also a
grouping that dealt specifically with overall national Threats and Vulnerabilitiess. A National
Coordinator from the Financial Intelligence Unit (FIU) was appointed to oversee the risk
assessment process of these groupings and to coordinate the various activities and collate the
sector specific reports into the single NRA Report 2017 present here in.

The selection process for participation n the NRA was rolled out by the first NRA Coordinator
who sent out email requests to all stakeholders asking them to nominate their participant. The
various agencies selected and put forward their candidates. Where it was felt that a particular
candidate had a set of skills or knowledge that could assist with the NRA, the NRA Coordinator
wrote to those candidates directly and they volunteered to assist. In addition, private sector
representatives were chosen mostly by their industry bodies after they were mvited to
participate. An inclusive approach was taken in deciding who were to participate as it was felt
that the more participants involved from across a whole range of sectors the better the NRA
especially as this would overcome some of the difficulties in collection of statistical data and
enhance the richness of the mformation collected. Representatives from the civil society came
from nominations by the Citizen’s Engagement Platform (CEPS)??2. WG members involved in
the drafting of this report included representatives from: the FIU, relevant financial supervisory
authorities (banking sector, securities sector, insurance sector, and other financial institutions),
Supervisory bodies for Designated Non-Financial Businesses and Professionals (DNFBPs), the
Seychelles Revenue Commission, Law Enforcement Agencies including Police and National
Drug Enforcement Agency, the Attorney General’s Office, The Judiciary (as necessary),
Ministry of Fmance, Trade and Economic Planning(as necessary), the Central Bank of
Seychelles (units specializing in national accounts),, National Bureau of Statistics, Other
relevant competent authorities (refer to Annex 8 for list of participants).

What followed for Seychelles was the ‘heavy lifting’ related to collection of data, analysis, etc.,
in order to complete the overall assessment. The NRA Coordinator from the FIU had overall
responsibility of delivering on the NRA project reporting to the Ministers for Finance, Home
Affairs, and Foreign Affairs. A 2" Workshop, facilitated by the World Bank, took place in
September 2017; mamly to agree a final Seychelles-owned Report through discussion and by
teasing out the various issues, and culminated in recommendations as well as a proposed Action
Plan following the study.

22http://www.civilsociety.sc/ceps-organisation-profile/
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Data

As per the recommended guidelines (Annex 9), the NRA process consisted of three phases:
Phase one which was preparation commencing in March 2015 and launch of the project
(January 2016). Phase two being the collection of data, analysis and drafting of the report to be
followed by phase three ie. finalization of the report with recommendations which are to be
followed by a plan of action emanating from the NRA exercise.

The study relied on mterviews and some surveys and the work groups were guided by the
World Bank NRA methodology depicted in Diagram 1 below. The groups were divided as
follows:

WG one dealt with National ML threats and vulnerability under Module land 2, respectively,
of the World Bank methodology. Five other WGs focused on the sector ML Vulnerabilities
Modules which included the Non-Banking Financial (OffShore) and Fiduciary Services
Providers (NBFFSP) Sector as Module 3, Banking Sector as Module 4, the Designated Non-
Financial Business and Professions (DNFBPs) as Module 5 and Other Financials (including
Insurance) as Module 6. WG7 focused solely on Terrorist Financing (Module 7) as depicted in
Diagram 1- NRA Modules.

Diagram 1: NRA Modules??
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23 World Bank Group National Risk AssessmentTool and Process
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Face to face mterviews were conducted on a one-to one basis with senior and technical
personnel from the various sectors for clarification and elaboration of issues affecting the
various sectors, and questionnaires/surveys were used in other istances using variables
included within the World Bank methodology. Secondary sources used included the 2008
Mutual Evaluation Report for Seychelles, the 2012 FATF Recommendations, and the Basel
AML Index 2016 among others. Because of the wide and varied membership within the work
groups, it was deemed that this would facilitate the retrieval of useful data for the study.

Limitations

Despite the wide array of members from various sectors within the WGs, access to data was
limited. Reasons for this include the lack of systematic data collection in some fields, absence
of certain data, unavailability of key persons for access to relevant information, lack of interest
by some sectors to provide required information in a timely fashion. More over validation of
some sets of data for accuracy and integrity of information provided was not possible. The
NRA exercise revealed that there was a deficiency in many institutions’ Management
Information Systems (MIS) such that pertment information was not being captured or stored.

Lack of understanding of the ML and TF issues and the importance of the NRA for the country
was demonstrated by the fact that certain mstitutions were not forthcoming with mnformation
especially in the DNFBPs Sector. Furthermore for some nstitutions there was the fear of
divulging ‘too much’ information as a result of a tradition of hoarding of information and lack
of transparency in operations.

While the Work Groups (WG) originally had a good mix of sector representations, most group
meetings were poorly attended due to regular ongoing work commitments, leaving much of the
work to be done by the team leaders and their respective sector colleagues. As a result, the
assessment process can be considered as flawed i that it may be missing information, consist
of possible sector biases and this lack of participation and commitment may have contributed
in delays in meeting the 12 month deadline of the NRA Process which began in January 2016.
In hindsight it is recommended that n future such an assessment be conducted with NRA
dedicated personnel who are not torn between the pressing demands of their normal duties for
which they are earning their salaries and ‘volunteer’ work as this present Assessment appeared
to be. Moreover, persons assigned to the NRA should only be ones who are committed and
prepared to put in the time to deliver according to accepted assignment(s).

THE NATIONAL RISK ASSESSMENT METHODOLOGY

The NRA is a national project, using a NRA methodology developed by the World Bank, in
order to prepare Seychelles for the ESAAMLG Mutual Evaluation on the FATF
Recommendations and Compliance 2017. The NRA is a process of identifying and evaluating
the ML and TF risks in a particular jurisdiction and analysing the main sources and drivers of
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the risks n order to develop effective and risk-based policies and actions, and allocate the
available resources in the most efficient way to eliminate, control and mitigate the identified
risks to Seychelles.

An increasing importance is being placed on the assessment of ML/TF risks by the FATF since
national strategies, policy decisions and actions must correspond to the risks faced by each
jurisdiction and this will lead to more effective implementation of the FATF
Recommendations.

The 1% NRA Workshop, facilitated by the World Bank was held during January 2016 set out
primarily to familiarize the various groups (public sector, industry) to understand the process,
features and function of the methodology developed by the World Bank.

The NRA report was a product of engagements with relevant stakeholders from the public and
private sectors, workshops, data collection and analysis all guided by the NRA methodology
developed by the World Bank comprising the three phases of Preparation, Assessment and
Conclusion.
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SECTION 1. MONEY LAUNDERING RISK
1.1 MONEY LAUNDERING RISK AT NATIONAL LEVEL

1.1.1 Country Context for Money Laundering

The Seychelles archipelago comprising of 115 islands scattered over some 1.3 kn? of the
western Indian Ocean, gained its independence from the Britam m 1976. With a total
population of around 91000%* living principally on the main island of Mahe and the next 2
largest islands of Praslin and La Digue, the small island State of Seychelles is one of the
smallest countries in land and population size in Affica. Heavily dependent on Tourism,
Fisheries and the Financial Services Sector as the main stay of its economy, Seychelles’
economy has performed remarkably well so much so that in June 2015, the World Bank
classified Seychelles as a ‘high income economy as GNI per head (Atlas method) climbed to
$14,100.°2° Furthermore, Seychelles has been able to maintain steady foreign direct investment
especially i the tourism (Hotel) and fisheries sectors.

According to the Mutual Evaluation Report 20082, on the country’s AML/CFT regulatory
framework and compliance with the FATF Recommendations, conducted by a team of
evaluators composed of representatives from the Eastern and Southern Africa Anti Money
Laundering Group (ESAAMLG) and a World Bank Observer, Seychelles was rated as Non-
complant with Recommendations 12, 16, 24 and 25 and partially complant for
Recommendation 20%7. However, with the passing of the AML (Amendment) Acts 2008 and
2011 and the AML Regulations 2012, Seychelles has not only improved its AML/CFT
regulatory framework, but has also ensured the new legislation addressed the deficiencies
which contributed to the FATF non-compliant ratngs given in 2008, leading to Seychelles
exiting the ESAAMLG reporting process in 2016. The AML Regulations 2012 further outlines
the Customer Due Diligence (CDD) requirements based on RBA?8. “Seychelles has since been
reviewed by the OECD as entirely alignng with its international standards of exchange of
information’?®. Further updated guidelines were issued by the FIU in June 2015 taking into
account the related laws of Seychelles and the Recommendations of the FATF as of 1
December 20143, These guidelines require reporting entities to adopt a risk based approach
(RBA) in assessing of their business operations whereby they are required to ‘consider any
vulnerabilities arising from the nature of theirr products or services which could be exploited
for this purpose. Controls should be designed, documented and implemented to seek to mitigate

24 Seychelles in Figures, 2015 Edition National Bureau of Statistics, Seychelles
https://www.nbs.gov.sc/news/15-seychelles-in-figures-2015

25 Economic Overview. http://www.worldbank.org/en/country/seychelles/overview
26http://www.esaamlg.org/userfiles/Seychelles_Mutual Evaluation Report.pdf
27http://www.anti-moneylaundering.org/africa/Seychelles.aspx accessed on 16/02/2017

28Regulations 8(2)-(3), 13 and 15 of the http://www.fsaseychelles.sc/index.php/download/download/5-aml-
act/2-anti-money-laundering-regulations-2012
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30http://www.seychellesfiu.sc/FIU%20Guidelines-
Procedures%20for%20Reporting%20Entities%20Seychelles%20June%202015.pdf accessed on 16/02/2017
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such risks®!.” In sum, reporting entities’? are obliged to conduct proper due diligence and
verification of customers, adopt a RBA to monitoring of transactions, record-keeping,
adherence to compliance protocols, STRs and other preventive measures.

1.1.2 AML Policy Coordination and Development

There is a National Anti-Money Laundering/ Countering the Financing of Terrorism
(AML/CFT) Committee which was established in 2006. The committee which is chaired by
the FIU Director comprises of representatives from the Central Bank of Seychelles, Seychelles
Police, the Attorney General’s office, Customs, Immigration, Financial Services Authority
(FSA), Ministry of Foreign Affairs, National Drugs Enforcement Agency (NDEA), Seychelles
Licensing Authority (SLA), Seychelles Investment Bureau (SIB), Mimistry of Home Affairs,
the Office of the Registrar General and the FIU. The committee meets every quarter to discuss
issues related to AML and the Financing of Terrorism (TF). A National Countering Financing
of Terrorism Committee establshed mn 2015 under the Prevention of Terrorism
(Implementation of the United Nations Security Council Resolutions on Suppression of
Terrorism) Regulations, 2015, comprising of the Minister of Home Affairs as the Chairperson,
the Minister for Finance, the Minister for Foreign Affairs, the Attorney General, Commissioner
of Police, Director FIU and a secretary as nominated by the Chair33.The National AML
Committee is not established by law but it meets quarterly. Seychelles undertook the task of
conducting its first National Risk Assessment (NRA)** in 2016, using a NRA methodology
developed by the World Bank, as it prepares for the ESAAMLG Mutual Evaluation on the
FATF Recommendations and Complance 2017.Members of the National AML/ CFT
Committee were independently involved in the Working Groups undertaking the NRA but the
Committee itself was not nvolved as a body. Seychelles is committed to the implementation
of the FATF Recommendations and is convinced that the NRA will give the country’s policy
makers a clear and comprehensive view of the national risks to ML/TF so as to inform the
establishment of effective multi-agency mechanisms to coordinate local efforts to combat
identified threats and wvulnerabilities. Seychelles further views the NRA as a living document
mn that it provides the basis for continual updating and modifications to existing legislation and
processes according to the changes in the existing threats and vulnerabilities as well as new
emerging risks.

31 (Ibid).

32 listof reportingentities is availablein Second Schedule (section 2) of the AML Act 2006 availableat

http://greybook.seylii.org/w/se/CAP9A#!fragment/zoupio-
Toc461169852/KGhhc2g6KGNodW5rxIVhbsSHb3JUZXh0OnpvdXBpby1fVGIiNDYXxMTY50DUyKSxub3RIc1F1ZX

J50icnLHNjcm9sbEPEiMSKOiFuxLpl YXLEh8SyxLTEts S4xYfFicSHU8SQJELEtIJFTEVWQUS5DRSx0YWI16dMSgKSk
Accessed on16/02/2017

33https://www.sevylii.org/sc/legislation/si/2015/39 accessed on 16/02/2017

34 The NRAis a process ofidentifying andevaluatingthe moneylaunderingandterrorist financingrisksina particularjurisdi ctionand
analysingthe mainsourcesanddrivers oftherisksinordertodevelopeffective andrisk-based policiesandactions,andallocate the available

resources in the most efficient way to eliminate, control and mitigate the identified risks to Seychelles.
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This module is rated as Medium.

1.1.3 Overall ML Risk Level as a function of ML Threat and ML Vulnerability

1. Overall threat of money laundering is rated as Medium High(MH)
2. Overall vulnerability to money laundering Medium High(MH)

From the risk map below therefore, the overall money laundering risk in the jurisdiction is
Medium High. Although there is the perception that the Seychelles’ risk to ML should be high
because Seychelles is predominantly an offShore jurisdiction, the working group concluded
that transactional element of the offshore does not occur through Seychelles and World Bank
NRA methodology used in the assessment does not provide for an nput on national risk of the
facilitation of creation of entities and arrangements to launder money. This is the first NRA
conducted by Seychelles prior to the upcoming period of review.

Figure 1: Risk map for identifying the risk level as a function of threat and vulnerability.
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1.1.4 National Threat Assessment

The assessment on the prevalent predicate offences in Seychelles was carried out covering the
period 1%t January 2013 to 315t December 2015. The report recognizes that collecting
mformation including statistical information was a major challenge in the initial changes of the
NRA which meant that a review of a wider period of time spanning was not possible as not all
information was available from all sources for this period of time. It has been since noted in
the recommendations that statistics need to be kept at a more granular level and going forward,
for updating of the NRA it is essential that wider information sources in particular statistical
mformation is obtained.

The NRA made a distinction between the cases stemming from the on-shore sectors and those
from the financial services sector. The most prevalent predicate offences that generated illicit

proceeds in Seychelles in the on-shore sector were found to be drug trafficking, tax related
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cases, fraud, and forgery. The level of threat posed by proceeds generated from crime was rated
as Medium High (M H).

World Bank’s methodology for assessing national risk does not consider country risk from the
perspective of the international community most notably the international financial
community. For example, international banks as the consequence of formulating this risk may
have a greater impact on the country’s financial industry and its economy as a whole. In the
case for example of loss of correspondent banking, the view that Seychelles is high risk because
of the existence of a financial services sector, has started impacting the other pillars of the
economy. That risk cannot be quantified or documented using the current methodology.

In addition, it should be noted that Seychelles is a cash mtensive economy. Using the data from
the Central Bank’s audited financial statements for the year 2015 (page 40); currency in
circulation in 2015 was SCR 1,096,913,0003> (USD 87,753,0403%). This information has been
used to estimate the total proceeds of crime from undetected sources combined for all the
predicate offences identified. The methodology for calculating proceeds of crime is supported
by the Suspicious Transaction Reports (STR) data obtained from the FIU on cash transactions.
The Central Bank indicated that the level of formalization of the economy is 79 per cent®’. The
estimated proceeds of crime as a co-efficient of the cash in circulation in 201533 and using the
level of formalization of the economy as an indicator of criminal activity in Seychelles, is
therefore calculated to be SCR 230,351,730 equivalent to USD 18,428,13837.

An analysis of the major proceeds-generating offences in Seychelles is tabulated in Table 1
below. It is, however, worth noting that some information is missing from the table, in the form
of number of cases prosecuted and number of convictions. This is attributable to the fact that
the Law Enforcement Agencies (LEAs) crime statistics capturing system (which is a manual
system of capturing information), is not designed to capture these elements as required by the
risk assessment tool being used. It is recommended that to ensure consistency and reliability
and accurate data capturing, LEAs start collecting statistics in a form and manner that will be
useful for the updating of the NRA.

Statistical information was not obtained on all predicated offences defined under FATF
recommendations. Based on assumption made on level of crimmnality by predicated offences,
the most prevalent predicated offences in Seychelles were given a rating from 1 (being more
prevalent) to 6 (being less prevalent). This was used to estimate the proceeds of crime generated
by these offences in Seychelles.

35http://www.cbs.sc/Downloads/publications/Financial%20Statements%202015.pdf
36Using conversionrate USD 1=SCR 12.5

37Central Bank response to NRA letter for module 1
38http://www.cbs.sc/Downloads/publications/Financial%20Statements%202015.pdf
39Using conversionrate USD 1=SCR 12.5
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Table 1: Methodology used to calculate the proceeds of crime by type of predicated offences.

Proportion of
Rank (Risk | Informal economy

Predicated offence | descending) | based on Weight
Drug Trafficking 1 5,528,441.52
Fraud/Forgery 6 552,844.15
Corruption /

Bribery 4 2,764,220.76
Tax Evasion 2 4,607,034.60
Robbery 8 184,281.38
Theft 7 184,281.38
Company Fraud 5 921,406.92
Smuggling 3 3,685,627.68

Table 2 showing statistics on the proceeds of crime generated from predicate offences over the

years 2014 to 2015.

Offence No of No of Value Amount of Estimated
Cases Convictions | Involved Proceeds Proceeds of
Reported (USD38) | Confiscated Crime
(USD) (USD??)

Drug Trafficking 57 42 1,500,000 | 420,000 5,528,441.52

Fraud/Forgery 19 520,000 0 552,844.15

Corruption / 3 24,000 0 2,764,220.76

Bribery

Tax Evasion 4 3,200,000 |0 4,607,034.60

Robbery 23 15 32,000 0 184,281.38

Theft 27 12 272,000 32,500 921,406.92

Company Fraud 5 2,400,000 |0 3,685,627.68

Smuggling

(information was

not provided)

The column of seizures in Table 2 below refers to all properties (in monetary value) recovered
by LEAs from the criminals or therr associates. Confiscations indicated in column E include:
assets confiscated by the Court both in absolute terms under the Proceeds of Crime legislation
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and also in pecuniary terms following a crimmal conviction. Please note that the confiscations
carried out in respect of non-domestic cases are not included as these may skew the statistics
in relation to proceeds derived from domestic offences.

Statistics obtamed from the LEAs reveal that statistics were not being mamtained
methodologically for all the sixteen predicate offences as per the FATF Recommendations.
Out of these predicate offences, a total of 138 cases were reported and investigated with 72
cases obtaming successful convictions. The reasons for the low convictions were due to the
lack of evidence to attain a criminal evidential threshold. The NRA has acknowledged that this
area of low convictions requires remedial action and a plan of action needs to be developed at
national level to address this issue. It is to be noted that from the statistics above, focus of LEAs
is still very much on investigation of predicate offences and not ML offence.

Based on statistics obtained from the LEAs*, the total value prejudiced through the various
predicate offences is USD 7,948,000 and value seized and recovered by LEAs represented an
amount of USD 452,500.

The predicate offence representing the most proceeds of crime is company fraud with a total
value of USD 2.4 million. This figure was obtaned from the Police and the elements of
company fraud were not broken down further. This data may suggest that the company
requirements to prevent entities from being used to launder money need to be strengthened.

Drug trafficking follows at USD 1.5 million of the value of the proceeds provided over the
review period. This figure is, however, a conservative figure as other mformation obtained
during the course of the NRA indicated that a large number of nvestments being financed from
proceeds of drug trafficking are invested overseas in neighbouring countries and locally using
domestic companies and legitimate businesses*!. This is also supported by proceeds of crime
civil confiscation cases where respondents claim n their defence that they are businessmen but
cannot explain the source of theirr wealth. ML offences with drug trafficking as the predicate
offence is very low with only 3 being recorded as investigated by the LEAs and all 3 having
successful convictions*?. There are however a number of civil confiscations cases taken to Court
under Proceeds of Crime (Civil Confiscation) Act 2008 where it was stated by the FIU that the
criminal evidential threshold could not be met to charge the offenders with drug trafficking.
However, the offenders had amassed unexplained wealth for which they could not explain the
sources and where they tried to do so; the explanation could not be corroborated*®. Drug
trafficking was rated as High risk but because of the mitigating factors that are in place i
respect of drug trafficking such as a specific Authority investigating drug trafficking cases, the
rating is given as Medium High.

40Statistics provided by the Police, FIU, NDEA and SRC

41Based on interview with Deputy Chief Officer of NDEA and Deputy Director FIU
42Interview with Deputy Chief Officer NDEA

43Interview with Deputy Director FIU
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Corruption and bribery as a predicate offence for money laundering was also rated as Medum
High. This is however not supported by statistical evidence put forward by the LEAs. The
assessors are aware that a new agency, the Anti-Corruption Commission, Seychelles (ACCS),
formed under the Anti-Corruption Act, 2016 has been set up to mvestigate corruption and
corruption related offences. As part of the NRA process alternative information sources were
used as indicative of whether there should be causes of concerns for corruption as a predicate
offence for money laundering. A rating of Medium High is given for corruption offence as a
predicate offence for money laundering.

Smuggling is seen to be a predicate offence with Medium risk of money laundering. Again the
statistics provided by the LEAs on cases reported, mvestigated and prosecuted is insufficient
to evidence this risk rating, The rating Medium is, therefore, allocated due to undocumented
reports made and the capacity of the competent authorities to apply mitigating factors to
prevent and detect this offence from occurring. It is recommended that checks and controls are
strengthened at the different poits of entry to detect, investigate and take enforcement actions
against individuals involved in smuggling of goods.

ML cases were recorded in respect of drug trafficking as a predicate offence. This is indicative
that there may be legislative and capacity gaps in relation to the investigation of the offence of
ML. The AML Act, 2006 became effective n 2006 and was amended n 2008 and 2011. Whilst
STRs that were referred to LEAs during that period were mvestigated for ML, n many
instances there was insufficient evidence to warrant the prosecution of ML as the offence.

1.1.4.1 Analysis of Seychelles’ Major Predicate Offences
An analysis of Seychelles” major predicate offences is presented below:

1.1.4.1.1 Theft

In Seychelles, the offence of theft s defined under Section 253 of the Penal Code as “the
unlawful taking or appropriation with intent to steal a thing capable of being stolen that is,
either knowing that another person is entitled to own, possess or control the property or
realizing that there is a real risk or possibility that another person may be so entitled; and
mntending to deprive the other person permanently of his or her ownership, possession or
control™*, From statistics provided by LEAs, petty theft is prevalent in Seychelles but this
offence does not generate substantial proceeds of crime in comparison to other predicate
offences. The risk of theft as a predicate offence for cases is rated Low (L).

1.1.4.1.2 Fraud/Counterfeit/Forgery
For the purpose of this report, the above three offences under the Penal Code, have been
brought under one category because they have common elements which involve

44http://greybook.seylii.org/w/se/CAP158#!fragment/zoupio-
Toc384202915/KGhhc2g6KGNodWS5rxIVhbsSHb3JUZXh0OnpvdXBpby1fVG9iMzgOMjAYOTE1KSxub3RIc1F1ZXJ
50icnLHNjcm9sbEPEiMSKOQOiFuxLpl YXLEn8SyxLTEts S4xYfFicSHU8SQELEtIJFTEVWQUSDRSx0YWI16dMSgKSk=
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misrepresentation, inducement or deception which cause actual or potential prejudice. The
prejudice can either be financial or of admmistrative reputation. Based on statistics provided
i relation to financial services fraud, fraud risk is rated Low (L).

From reported cases on fraud, it was indicated by the Police that the types of fraud perpetrated
in Seychelles that generate substantial proceeds of crime are perpetrated by foreigners who
operate in groups. Recently there has been an increase in such groups coming into Seychelles
focusing on ATM or skimming related fraud, fraud over the internet and cyber-crime.
According to the Police, these represent 90% of cases reported over the period under review.
It is seen that 95 % of those cases, with fraud cases over the mternet, the fraud is initiated in
countries such as South Africa, Ghana, Guinea and Nigeria and the funds are transferred to
those countries though Money Services Bureaus. With the other types of fraud, the proceeds
of fraud are not laundered in Seychelles and two reported cases +° indicate that the perpetrators
exchange the local currencies for foreign currencies and travel with cash in foreign currency
outside of Seychelles.

1.1.4.1.3 Drug Trafficking

Offenders for the offence of drug trafficking are charged under the Misuse of Drugs Act, 1990
as amended*®. Drug trafficking as a predicate offence represented the most cases of ML
mnvestigations and the only 3 ML cases that were prosecuted. All 3 ML cases were successfully
prosecuted*’.

There are, however, a number of civil confiscations cases taken to Court under Proceeds of
Crime (Civil Confiscation) Act 2008 where it was stated by the FIU that the criminal evidential
threshold could not be met to charge the offenders with drug trafficking. However, the
offenders had amassed unexplained wealth for which they could not explain the sources and
where they tried to do so; the explanation could not be corroborated?s.

Drug Trafficking is rated as Medium High for reasons explained above.

Trends in drug trafficking cases are that:

e Hard drugs coming mamly from Kenya and Dubai where it is smuggled in Seychelles
through mechanisms for legitimate trade and couriers. Based on qualitative information
obtained*’ the importation of heroin is monopolized by different clusters of groups of
people, mostly constituting families. According to mtelligence on the importation of
hard drugs in Seychelles, the recent trend shows those groups were coming together to

4SInterview with Deputy Director of FIU and Policestatistics
46https://www.sevylii.org/sc/legislation/consolidated-act/133
47Interview with Deputy Chief Officer of NDEA

48|nterview with Deputy Director FIU

4dInterview with Deputy Chief Officer of NDEA
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organize and bulk import the drugs into Seychelles as a result of the work carried out
by the NDEA to date>?,

e Qualitative information also suggest that because of the maritime effort to patrol the
Indian Ocean, Seychelles’ waters are more and more being used as a transit route for
the drug trade from North to South. Such is supported by large quantities of drugs
seized on ships emanating from Iran. These hard drugs are not for the Seychelles’
market consumption®!. This is supported by recent seizure of drugs in Seychelles
waters®2. Although the seizure fell outside the scope of the review period, it is included
in the report to corroborate other information received.

e Based on financial investigations related to drug trafficking it is identified that sectors
being used to facilitate conversion of currency which is to be carried by cash couriers
are Bureau de Changes (BDCs). Often though payments for the purchase of drugs do
not originate from Seychelles as the proceeds of drugs trafficking are kept overseas in
bank accounts or invested in assets outside Seychelles3.

e Nonetheless, where the proceeds are laundered in Seychelles, the nformation from
financial mvestigations points towards the use of the banks, the BDCs, the real estate
sector and the motor vehicle sector as being used for ML.

To date, 3 ML convictions have been obtained for ML related to drug trafficking. The
different LEAs work in close collaboration with each other and share intelligence from
their respective investigations. In all instances, parallel investigations are run for the
offence of drug trafficking and ML.

1.1.4.1.4 Robbery

Robbery is defined under the Penal Code as “Theft of property by intentionally and unlawfully
using violence or threats of violence to induce submission to the taking of it from the person
of another”. Two types of robbery are recognized under the Penal Code, those being robbery
and armed robbery and they are both classified as violent crimes. There are two main categories
of robbery namely robbery with assault where there is use of force and plain robbery were little
or no force is used. Robbery as a predicate offence for ML in the Seychelles is rated as Low

@L).

50|nterview with Deputy Chief Officer of NDEA

51Interview with Deputy Chief Officer of NDEA
52http://www.seychellesnewsagency.com/articles/4998/Drug+bust+in+Seychelles%27+waters+said+to+be+lar
gest+ever%3B+lranian+crew+arrested

53|nterview with Deputy Chief Officer NDEA
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1.1.4.1.5 Corruption/Bribery

Seychelles has introduced a number of new offences under the Anti-Corruption Act, 20164,
The Penal Code of Seychelles does not make specific reference to an offence defined as
corruption. Rather a number of Acts under the Penal Code under Chapter X>3constitute of
mostly what can be defined as a corrupt conduct. A corrupt conduct is unlawful and intentional
offering to or agreeing with a person to give any consideration in return for action or inaction
by him. It also mvolves unlawfully and intentionally agreeing to accept a consideration in
return for action or inaction by him. Both the person taking the bribe and the one offering are
criminally liable. These offences (collectively referred to as corruption for the purpose of the
NRA), are given the rating as Medium High (M H).

Corruption conducts include amongst other;

L Official corruption
1. Extortion by public officers
1. Receipt of property for favours
1v. Abuse of authority of office
Trends

There is msufficient statistical nformation on which the NRA can leverage to determine the
trends of the offence in Seychelles. Both people who hold positions of authority in
Government, the general public sector as well as private sector players are viewed perpetrators
of the offence. The lack of transparency in relation to the award of contracts, tenders, land from
the land bank, the operations of companies fully owned by the government, no audit having
been carried out on capital projects, and the lack of capacity on the oversight and governance
mechanisms put in place by government are contributors to the high rating given to corruption
as a predicate offence to ML, notwithstanding the lack of statistical data on the issue. In
addition in terms of the mternational corruption indices published such as Transparency
International Corruption Index, Seychelles scored 55 on the corruption Index>S.

There is very little indication as to the sectors being used to launder the proceeds of corruption.
Anecdotal evidence suggests that the real estate sector particularly in relation to the land in the
land bank; is a sector in itself where corruption happens.

Over the review period from the available statistical mformation:
e There were three cases of corruption reported to LEAs in the years under review>’.
e At the time of the NRA, the Police was mandated to investigate offences of corruption.
However as a note this position has now changed with the new Anti-Corruption Act,

S4https://www.seylii.org/sc/Act%202%200f%202016%20Anti-Corruption%20Act %2 C%2 02016 .pdf
55http://greybook.seylii.org/w/se/CAP158#!fragment/zoupio-

Toc384202717/KGhhc2g6KGNod W5 rxIVhbsSHb3JUZXh00n pvdXBpby1fVG9iMzg0 MiAYNzE3 KSxub3 RIc1F1ZXJ5 OicnL HNjcm 9sb EPEiIMSK Oi
FuxLplYXLEh8SyxLTEtsS4xYfFicSHU8SQJELEHJFTEVWQUSDRSXOYWI6dMSgKSk=
séhttps://www.transparency.org/cpi2015
57Information received from the Police
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2016. No confiscations were recorded during the period under the review and the Anti-
Corruption Commission is still setting up its capacity to investigate and confiscate proceeds
of corruption.

e The threat to ML is viewed as Medium High even though very few cases have been
brought forward.

1.1.4.1.6 Tax Evasion

Tax evasion is the result of deliberate suppression of facts or the deliberate distortion of facts
for the purpose of evading the payment of taxes due to the State. Different sections under the
Revenue Administration Act and the Custom’s Act’® operates in relation to these offences. It
is perceived in Seychelles, that tax evasion as a predicate offence is very prevalent. The
statistics provided by SRC i respect of reporting, investigating and prosecuting of tax evasion
cases is msufficient to determine whether this is a real issue for Seychelles. From mterviews
carried out, it appears that there may be a definition challenge in respect of what is recorded as
a tax evasion case as per Seychelles Revenue Admnistration Act. The perception is however
supported by the statistics provided on the STRs>® which shows a prevalence of personal
accounts being used for business purposes potentially as a mechanism to evade tax and large
out of the norm cash transactions being paid by owners of legitimate businesses for purchase
of other assets in Seychelles including land. This area needs further work to determine the true
extent of the problem and based on the above, is rated with a risk of Medium High (MH).

Trends
The trends are as follows:
o Non-registration or non-remittance of tax due to the State.
o Understatements of income, and/or overstatement of deductible expenditure.
o May mvolve an element of forgery where records are falsified.
o Transfer pricing
o Other custom related offences

Anecdotal evidence suggests that proceeds generated from tax evasion are laundered through
bank accounts, real estate and motor vehicle sector¢?.

1.1.4.1.70rigin of Laundered Proceeds Breakdown

An analysis at the origin of the laundered proceeds revealed that proceeds being laundered n
Seychelles can be estimated to be SRC 230,351, 730 million. This is indicative only and used
in the absence of a reliable methodology to estimate total proceeds of crime. Estimation per
predicate offence has not been calculated. Because Seychelles economy is still largely cash
based, it was felt that using information on cash in the economy is a good indicator of the level

sshttp://www.sevylii.org/sc/legislation/act/2009/27
59|nterview carried out with Deputy Director FIU
60| nterview with Deputy Director FIU
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of proceeds of crime in Seychelles. This calculation has, therefore, been made using the Central
Bank’s 2015 financial statement mnformation on currency in circulation and the information
provided of the level of formalization of the economy which is 0.79.

As for crimes being committed outside Seychelles’, the proceeds are channelled for laundering
in or through Seychelles, the estimate amount is USD 15 million channelled through bank
accounts and sales of real estates.

No amount could be apportioned to crimes whose country of origin is not known.

1.1.4.1.8Conclusion

The overall ML threat was rated Medium High taking into consideration the domestic ML
threat, ML threat from abroad and all the inputs and analysis on threat which were all rated
Medium High.

Overall deficiencies noted within the LEAs are that their investigative focus is more on
mvestigation of predicate offences and not ML. This also led to STRs referred to the LEAs
being investigated for the predicate offences and not money laundering. Due to the lack of a
statistical records and systematic data collection, other predicate offences such as human
trafficking and piracy have not been included in this analysis. The gap which has been noted
will be addressed through training and awareness campaigns as well as mntroduction of a more
systematic data collection process by LEAs. In addition, it is also recommended that the
national strategy on AML/CFT is reviewed with a view of determining whether it addresses
the different threats being faced by Seychelles.
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1.1.5 ML Vulnerability at National Level- Part 1

1.1.5.1 The Objective of This Module was to Assess Seychelles’ vulnerability

Seychelles” vulnerability to ML is Medium and opportunities exist for the financial and the
non-financial sector to be used to launder proceeds of crime. This is further reinforced by the
overall sector vulnerability and the country’s mability to combat ML as a criminal offence
mostly due to capacity constraints. The existence of a strong civil confiscation regime which
targets illicit proceeds without necessitating a criminal conviction, however, has a balancing
effect on this with a large number of proceeds of crime being targeted through civil
confiscation. Notwithstanding, Seychelles’ wvulnerability to ML is still marked as Medium.

The data used in this module to determine the ML wulnerability was gathered from the
institutions  represented in the National AML/ CFT Committee and other stakeholders. The
mformation collected covered the period from 2012 to 2015 by means of mterviews and
questionnaires. In some instances the mformation collected in particular statistical information
was deemed not reliable. There were also instances where information was not available at all
as this was not being mamtained. It is recommended that provisions are made for maintaining
mformation, in particular statistical information for future updating of the NRA.

Using the NRA methodology developed by the World Bank, the overall national vulnerability
is rated Medium. This is driven by two factors:

e The national combating ability which is rated Medium as a result of poor ratings on
criminal asset forfeiture, criminal prosecution, criminal conviction and lack of capacity
of financial crime investigators, challenges caused by lack of tax records, and beneficial
ownership; and

e Overall sector vulnerability which is rated Medium with a score mainly due
to the Medium high vulnerability of the DNFBPs sector and the Medium wvulnerability
of the Banking Sector and Other Financial Institutions comprising of Bureau des
Changes and Remittance Service Providers.

Higher national combating ability reduces the national wvulnerability, while higher overall
sector vulnerability increases the national vulnerability.

The Table 3 below summarizes the national vulnerability to ML which is affected by the

national combating ability and the overall sector wvulnerability. The wvulnerability map below
shows the mterrelationships between the factors affecting national vulnerability
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. Figure 2 Vulnerability Map
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1.1.5.2 National Combating Ability

There are a total of 22 iput variables that mnfluence the country’s ability to combat money
laundering (re Annex 10). Data gathered from various sectors assisted in assessing the ML
vulnerability of each sector.

The national combating ability is Medium. The table below summarizes the most vulnerable
areas under this component of the national vulnerability assessment:

Table 3 - Components of the National Vulnerability Assessments.

Close to
Criminalization of Money Laundering Excellent
Policy and Implementation H
STR Data Analysis H
Criminal Penalties VH
Domestic Cooperation H
International Cooperation in Criminal Matters H
Capacity of Financial Crime Investigators M
Integrity of Financial Crime Investigators MH
Capacity of Financial Crime Prosecutors MH
Integrity of Financial Crime Prosecutors MH
Capacity of Presiding Officers M
Integrity of Presiding Officers MH
Capacity of Asset Forfeiture Investigators ML
Integrity of Asset Forfeiture Investigators MH
Close to
Asset Forfeiture Laws Excellence
Asset Forfeiture Orders H
Close to
International Cooperation in Asset Forfeiture Excellence
Auditing and Accounting Standards and
Practices H
Tax Disclosure M
Corporate and Trust Transparency M
Close to
Identification Infrastructure Excellence
Availability of Independent Information Sources MH
Financial Integrity M
Formalization of Economy MH

v | [P M — -

> o o -y e s o "
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1.1.5.3 Policy and Implementation
The assessment established that Seychelles, has formulated policies and established structures
to oversee the implementation of the national anti-money laundering framework. These

include;

A National Committee on AML/ CFT which under its TOR, revised mn 2015, is
responsible to formulate strategy and advise government on AML/CFT issues.

The National AML Committee comprises of representatives from the Ministry of
Finance, Ministry of Internal Affairs, Ministry of Foreign Affairs, Financial
Intelligence Unit (FIU), CBS, FSA, Seychelles Investment Board (SIB), Registrar
General, SLA, SRC, Police and NDEA and Attorney General’s Office. This
committee meets quarterly to discuss issues affecting proper mmplementation of
AML requirements.

The CFT Committee as set up under the Prevention of Terrorism (United Nations
Security Council Resolutions 1267/1373), 2015 to oversee the implementation of
the UNSCR 1267/1373 and formulate strategy in respect of combating the
Financing of Terrorism.

The political will to ensure that anti-money laundering requirements and other
complimentary pieces of legislation aimed at targeting proceeds of crime and tools
contain therein are up to date and operationally effective. This is evidenced by the
enactment and amendments made to a number of legislation and accession to
various international conventions/protocols over the last three years.

There are however, challenges which are mamly limited capacity of financial investigators,

archaic pieces of criminal law which establishes the Penal Code and the Court service taking a
long time to hear and adjudicate over financial crime cases including money laundering.

It is also a finding that there is msufficient consultation with key stakeholders when formulating
AML national strategies.

Since the write-up of the report, there have been some legislative amendments which has
resulted in the assets forfeiture unit being transferred to the Police. FIU remains with the
mandate under the AML Act to investigate money laundering as an offence.

These factors make the rating for this variable to be Medium High.
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1.1.5.4Criminalization of ML

ML is crimmnalized under section 3 of the Anti-Money Laundering Act 2006. The Act defines
money laundering using a threshold approach linked to the penalty of imprisonment for
criminal conduct. The AML Act states that the definition of criminal conduct which is conduct
or omission against law of the Republic or other States punishable upon conviction by
imprisonment for life or for a term exceeding 3 years and/or a fine exceeding SCR 50,000!.
This covers all serious offences in Seychelles.

The money laundering offence in Seychelles is criminalized on the basis of the Vienna and the
Palermo Convention. It extends to any type that directly or indirectly represents proceeds of
crime. The offence covers both acts and omissions. In order to prove that property is the
proceeds of crime, it is not necessary for there to be a conviction for the offence that has
generated the proceeds, or for there to be a showing of a specific offence rather than some kind
of criminal activity, or that a particular person committed a criminal conduct on the balance of
probability.

At the time of commencement of the NRA exercise, there had been 2 cases of successful ML
convictions where the criminal conduct has been drug trafficking. Both cases had been
mvestigated by the FIU jointly with the NDEA. The ML conviction rate, however, remains low
and more attention needs to be given to capacitating financial crime investigators, Prosecutors
and also the Courts as part of a broader national plan

This variable is therefore rated M edium.

1.1.5.5STR Data Receipt, Analysis and Dissemination

The FIU receives STRs mainly from the banking sector. The fiduciary sector has also reported
STRs from time to time. Most of the other DNFBPs have not yet started reporting STRs. This
may be due to the fact that they have not yet been issued with sector specific guidelines and
need training refresher.

The FIU is well structured to receive and analyse STRs and imnvestigate criminal conduct.
Established in 2006, in 2008, by an amendment to the AML Act, 2006, the FIU obtained law
enforcement powers to mvestigate serious offences. The FIU is divided mnto 3 sections which
also include a regulatory section.

sithttp://greybook.seylii.org/w/se/CAP9A#!fragment//KGhhc2g6KGNodWS5rxIVhbsSHb3JUZXh0OicnKSxub3RIcl
F1ZXJ5xJYNnLHNjcm9sbEPEiMSKQOiFuxKdIYXLEh8SgxKLEpMSXxLTEts SHU8SQAELE pFJFTEVWQUS5DRSXx0YWI6dG9j
KSk=
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The Analytical Unit receives STRs and after analysis disseminate to the Asset Recovery Unit,
the Seychelles Revenue Commission (SRC), the Police, the CBS or the FSA for further action
as necessary.

Table 4 below indicates STR dissemination to the LEAs from the FIU in the past three years.

Year Total STRs STRs Number of Disseminated to LEAs
Received Further STRs
Analyzed Disseminated

2013 110 92 67 Asset Recovery Unit — 56
SRC -4
NDEA -6
FSA-1

2014 149 105 72 Asset Recovery Unit — 63
SRC -3
NDEA -4
FSA -2

2015 152 117 88 Asset Recovery Unit — 69
SRC -4
NDEA - 11
FSA -4

Total 411 314 227

Ninety-five percent of the STRs originated from large banks, with the other five percent coming
from small banks and International Corporate Service Providers (ICSPs). The low contribution
of small banks is partly contributed by the fact that those banks do not have IT capability
through automatic transactions monitoring system which allows them to easily identify patterns
of transactions which are outside of the normal patterns. They therefore rely on manual
identification. A low number of STRs is also reported in the other reporting entities including
BDCs and remittance service providers. Looking at the volume of transactions going through
these sectors compared with the banks, the low reporting is not justified. More effort needs to
be put in training and awareness raising in respect of these sectors. At the time of writing this
report, the FIU was pursuing a larger number of money laundering cases emanating from STRs.
Although the FIU is still analyzing STRs manually, current volumes of STRs are still
manageable for manual analysis, but it is anticipated that volumes will increase as the FIU
continues rolling out AML/CFT training to other designated mstitutions.

The FIU does not receive Cash Transaction Reports.
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The FIU receives and disseminates spontaneous disclosures from other FIUs and other requests
for information through the Egmont Group network of FIUs and also Interpol. The FIU also
work with the Commercial Unit of the Seychelles’ Police on financial crime investigations that
are fraud related.

The rating for this variable is therefore rated Medium.

1.1.5.6Capacity of Financial Crime Investigators

Capacity of financial crimes investigators in this report refers to skills, experience, resources
as well as powers required to effectively investigate the offences. ML mvestigations are mostly
handled by the FIU and depending on the type of criminal conduct this is investigated jointly
with other law enforcement agencies. It is a fact, however, that the focus of other law
enforcement agencies is still very much on the investigation of criminal conduct.

The FIU has more knowledge on AML/CFT issues through interaction with the ESAAMLG
and FATF through attendance of meetings. The FIU has a compliment of 11 financial
mvestigators as at the time of writing. Other LEAs have limited financial and material
resources to enable them to carry out therr nvestigations effectively. It is also recommended
that enhanced access to the systems and databases holding information of other departments
such as Companies Registry and Land Registry, will improve capacity and efficiency in
obtaning information.

The rating for this variable is therefore Medium.

1.1.5.7 Integrity of Financial Crime Investigators

There is no statistics of integrity breaches by ML mvestigators and there is no record of
politicians and influential people interfering with investigations. ML investigators are
protected, from political interference, through the Public Officer’s Act and ther mnternal code
of conduct.

The heads of institutions involved n ML investigations are, however, appointed by the political
leadership of the country, and are often perceived as political appointees. In the case of the FIU
for example, the Director is appointed by the President but reports to the Board of the CBS on
administrative matters.

There have been no reported cases of itegrity breaches by police officers, although there is a
general perception that cases on integrity breaches do exist. The NDEA reported 2 identified
cases of integrity breaches by therr officers and actions were taken under the criminal
legislation to deal with those cases.

The rating for this variable is therefore rated Medium High.
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1.1.5.8 International Cooperation in Criminal Matters

There is evidence of cooperation between the FIU, the Police, NDEA, customs and SRC with
their fellow regional and international counterparts. The cooperation is developed through
existing networks or through bilateral relationships with those counterparts. Since joining of
the Egmont Group, the FIU’s international co-operation has been enhanced and the requests
for information received from and sent to the other FIUs have increased since.

Requests made to other jurisdictions are summarized in Table 5 below.

The rating for this variable is Medium High.

Table 5. International cooperation statistics- 2014-201561

US 12 19 8 15
UK 6 8 5 9
Latvia 2 1 3 4
France 4 3 7 6
Hong Kong 0 1 7 8
UAE 0 0 0 1
Mauritius 5 7 1 2
South Africa 10 12 13 17
Spain 4 3 5 3
Russia 1 0 1 6
Bulgaria 2 3 1 0
Switzerland 3 2 2 2
Ukraine 1 2 3 4
Germany 2 1 3 2
Norway 1 0 2 0
China 0 0 1 0
Japan 0 0 1 0
India 0 1 2 3

1.1.5.9 Integrity of Financial Crime Prosecutors
Financial crime prosecutors in the country are generally viewed as having sound integrity. No
cases of mtegrity breaches have been recorded agaimnst prosecutors from the Attorney General
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(AG)’s Office. The AG’s office lacks sufficient capacity to deal with all the cases and often the
experienced prosecutors leave to take up more lucrative positions in the private sector.

Concerns have, therefore, been raised over the current low remuneration being paid to
prosecutors potentially exposing them to temptation of receiving bribery.

The rating for this variable is Medium High.

1.1.5.10 Capacity of Financial Crime Prosecutors

There are no specific prosecutors assigned to financial crime prosecutions (i.e. not only for ML
prosecutions), and when cases come up assignment is made to the pool of available
prosecutors. The AG’s Office indicated that it is planning to increase its number of prosecutors
but that this has not been possible due to budgetary constraints. When joining, the prosecutors
undergo in house training workshops and also attend regional workshops on AML/CFT.

The prosecutors have attended AML training as and when organized locally, including training
organized by the FIU.

With only 2 ML prosecutions since the enactment of the AML Act, this variable has, therefore,
been assigned Medium rating,

1.1.6 ML Vulnerability at National Level - Part 2

1.1.6.1 Domestic Cooperation

In Seychelles, domestic co-operation in operational AML/CFT issues and operations is
coordinated through bi-lateral relations between the different actors. Key national issues at
broader national level is taken up by the National AML/ CFT Committee which comprise of
key members from different agencies including the FIU, Police, the National Drug
Enforcement Agency (NDEA), Ministry of Fmance and Economic Planning, AG’s Office,
Ministry of Home Affairs, Ministry of Foreign Affairs, Seychelles Revenue Commission
(SRC), Department of Immigration, Fmancial Services Authority (FSA), Central Bank of
Seychelles (CBS), Seychelles Licensing Authority (SLA), the Registrar General and
Seychelles Investment Board (SIB). At the time of writng, the Committee meeting is also
attended by the Members of the Finance Committee of the National Assembly. This National
Task Force is required to meet at least once per quarter.

Between 2013 and 2015, the FIU undertook joint operations with both the NDEA and the
Police. In addition, the manner by which the FIU is structured by having officers from the other
law enforcement authorities and other competent authorities seconded to the FIU and working
on the financial investigations through strict protocols. This has been carried out through
Memoranda of Understanding (MoUs) that have been signed between the different agencies
with the FIU and it is incorporated in the AML Act, 2006 itself. In that respect, the mnvestigative
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process of the FIU has been complimented by access of other financial information on subjects
of mvestigations.

On the supervision side, the FIU has also signed a tri-parte MoU with the FSA and the CBS as
supervisory authorities and through the MoU focuses on a comprehensive approach to raising
awareness on AML/CFT issues, exchange of information and providing assistance where
necessary.

FIU currently still holds the mandate to mvestigate money laundering and criminal conduct but
its assets forfeiture capacity has been moved to the Police.

For these reasons, this variable was rated Medium Low.

1.1.6.2 Effectiveness of International Cooperation

International cooperation between Seychelles and other countries is generally very good and
has seen a marked improvement from 2013 to 2015 both in terms of the agency cooperation
with the international counterpart and also in terms of evidence exchange through Mutual Legal
Assistance Treaties (MLATS).

Since joming of the Egmont Group the FIU has seen an increase in the number of requests
received through the Egmont network. In addition, international cooperation has also happened
over live cases where Seychelles provided information that was used to target assets or convict
individuals.

The rating for this variable allocated is High.

1.1.6.3 Integrity and Independence of Judges

The mtegrity and independence of Seychelles Judiciary is provided for in the Constitution of
Seychelles under Articles 119 of the Constitution. Between 2013 and 2015, there were no
recorded cases of integrity breach that are reported. However in 2016, it should be noted that
one senior Judge has been taken through disciplinary process and the outcome is yet to be
determmed.

Notwithstanding the non-existence of the recorded cases, from mterviews carried out, it
transpires that there is a perception generally that Judges are not completely mdependent and
may be involved in integrity breaches that are not reported.

Judges and magistrates are appointed by the Constitutional Appointment’s Authority (“CAA”)
a body also set up under the Constitution. There are also criticisms in respect of the appointment
of Judges.

The rating for this variable is Medium.
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1.1.6.4 Capacity and resources for Judicial Processes

The assessment was aimed at establishing whether the members of the judiciary that preside
over ML cases have sufficient capacity to function effectively and ensure that matters are
dispatched effectively and fairly.

Currently in Seychelles, ML cases and other financial crime cases are presided over by Judicial
Officers who are earmarked to hear criminal cases. These officers were trained in 2014 by the
World Bank on a training course specifically targeting the Judiciary. The Justices of Appeals
have also attended regional trainings on AML/CFT. However, it is felt that this is not sufficient
and more efforts need to be put in traming presiding officers on ML and other financial crime
cases.

Although there are capacity constraints at the level of the Judiciary, the mmportance of ML and
proceeds of crime cases are recognized and such cases are prioritized. The general view is that
right to property is a fundamental right under the Constitution and as such derogations to such
right must be justified according to what is allowed under the Constitution and other Laws of
Seychelles.

The rating for this variable is Medium High.

1.1.6.5 Effectiveness of ML definition

Section 3 (1) of the AML Act, 2006 provides for the offence of ML of which upon conviction
the penalty is a fine not exceeding SCR 5,000,000 or to imprisonment for a term not exceeding
15 years or to both for a natural person and for a person other than a natural person guilty of
money laundering is liable on conviction to a fine not exceeding SCR 10,000,000.

The offence for financing of terrorism is created under section 5 of the Prevention of Terrorism
Act, 2004 which states as follows:

‘Every person who provides or collects, by any means, directly or indirectly, any funds
intending, knowing or having reasonable grounds to believe that the funds will be used in full
or in part to carry out a terrorist act commits an offence and shall, on conviction, be liable to
imprisonment for a term not less than seven years and not more than 20 years’.

These penalties for both offences were considered to be deterrent by ESAAMLG as part of the
mutual evaluation of Seychelles, of which the report was published in 2008, when compared
against the FATF requirements.

This variable is therefore rated High.
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1.1.6.6 Comprehensiveness of Asset Forfeiture Laws

Asset Forfeiture regime i Seychelles covers both criminal asset forfeiture and civil asset
forfeiture. The following pieces of legislations provide for the broad asset forfeiture
framework :

. Proceeds of Crime (Civil Confiscation) Act, 2008
o Anti-Money Laundering Act, 2006 as amended

o Misuse of Drugs Act, 1995

o Anti-Corruption Act, 2016

These pieces of legislation are rated as sufficient to provide for the seizure, freezing and
forfeiture of proceeds and instrumentalities of crime. Under the civil confiscation regime a
conviction is not necessary to determine that the property is the proceeds of crime on the
balance of probability. The provisions under the AML Act and the Proceeds of Crime (Civil

Confiscation) Act, 2008 are mostly used to target proceeds of crime.

In relation to freezing orders made pursuant to UNSCRs 1267/1373, this is provided for in the
Prevention of Terrorism Act (Implementation of United Nations Security Council Resolutions
1267/1373) promulgated in August 2015.

It is, therefore, concluded that there are comprehensive laws governing both criminal and asset
forfeiture, and thus this variable was rated High.

1.1.6.7 Capacity and Resources of Financial Crime Investigations

Financial crime investigations in Seychelles are currently being handled by the FIU and the
police officers assigned to the Commercial Crimes Unit, both of which are also responsible for
mvestigating criminal conduct. These mvestigators are, however, guided by prosecutors from
the AG’s Office.

Between the FIU and the Police, in total there are 16 trained financial investigators in
Seychelles. However, it is felt that more needs to be done across all agencies to provide training
on investigation of financial crime. Although the AML Act has been in force since 2006 there
have been very few money laundering charges issued and only 2 pecuniary penalty orders made
against convicted persons under the AML Act. The focus is still, therefore, on mnvestigation of
predicate offences (criminal conduct).

In view of this, this variable has a Medium.

1.1.6.8 Integrity and Independence of Financial Crime Investigators

This variable measures whether asset forfeiture investigators are able to conduct investigations
without fear or favour and use their powers correctly, fairly and appropriately to manage the
seizure or forfeited assets.
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There are no recorded cases of integrity breaches documented for the financial crime
investigators operating through the FIU and the Police Commercial Crime Unit. The financial
crime investigators all have to sign the Officials Oath%’before joining the organization and have
to abide by the rules and codes set out under the Public Officers Ethics Act®3.

The rating for this criterion is rated as Medium High.

1.1.6.9 Availability of Independent Audit
Currently in Seychelles, accountants and auditors fall within the definition of ‘reporting entity’
under the AML Act, 2006 and are therefore supervised for AML/CFT purposes by the FIU.

Auditors and accountants are, however, not required to have a license or attend professional
exams or be recognized by professional body to operate in Seychelles. The relevant Act is
currently in draft stage to make amendments to address these types of deficiencies.

There is no industry issued accounting or auditing standards that such professionals have to
abide to. As such, this variable is rated Low.

1.1.6.10 Identification Infrastructure

In Seychelles all citizens are issued with birth certificates and with a National Identification
(ID) card having a unique identifier in the form of a National Identity Number. Permanent
residents and persons on Gainful Occupation Permits (GOPs) are also issued with the national
ID. The ID is the primary identification document alongside the passport, and the driver’s
license. All Seychelles citizens possess a national ID number.

There is in place a systematic method of allocating ID numbers which contains other useful
identifiers which are often used by banks as an indication of the status of residency of
customers.

In view of this assessment especially that the country has a strong national identification
infrastructure, this variable was rated as Excellent.

1.1.6.11 Availability of Independent Information Source

Information in Seychelles is available but not necessarily easily accessible to all users. In terms
of the AML Act, 2006 all designated nstitutions are required to keep records for at least 7
years. Independent verification of information therefore is a challenge in particular to reporting

s2http://www.sevlii.org/sc/legislation/consolidated-act/153

sshttp://greybook.seylii.org/w/se/2008-
14#!fragment//KGhhc2g6KGNodW5rxIVhbsSHb3JUZXh00icnKSxub3RIc1F17XJ5xJYnLHNjcm9sb EPEi
MSKQOiFuxKdIYXLEh8SgxKLEpMSXxLTEtsSHUS8SQdELEpFJFTEVWQUSDRSx0YWI16dG9jKSk
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entities such as banks for carrying out Customer Due Diligence (CDD). The Credit Information
System for example contains useful nformation on customers that can be used for verification
purpose, however, the use of the system is limited to credit checks only.

The assessment rating for this component is Low.

1.1.6.12 Availability and Access to Beneficial Ownership Information

The Seychelles” Companies regimes can be divided mto two systems. The first one addresses
company formation under the local Companies Ordinance® and the other addresses formation
of companies and other structures within the offshore sector. It should be noted that the
different types of legal arrangements (trusts, foundations) which can be established by law n
the financial services sector, cannot be created under Seychelles’ civil law regime.

The requirements under the Companies’ Ordinance are more or less in line with the FATF
recommendation 24 except for the requirement to impose obligation to have beneficial
ownership information maintained and kept up to date in Seychelles. It is required that the
nformation on the directors and shareholders and other basic information on the companies
are submitted to the Registrar and these are publicly available. Bearer shareholdings are not
permitted.

The Companies’ Ordinance does not make any reference at all to the term ‘“beneficial
ownership”. Whilst under the AML Act reporting entities have an obligation to identify the
beneficial owners of their customers, that obligation only applies as far as where a corporate
structure avails of the services of a reporting entity and in terms of law enforcement
mvestigations do not guarantee that the beneficial ownership information is made available and
accessible in Seychelles. The regime is further weakened as it allows for companies to have
corporate shareholders and leave the companies to potentially have opaque layers of ownership
structure.

The main criticisms of the current legislative requirements for companies incorporated under
the International Business Companies’ Act, 2003 and other entities and legal arrangements
registered or constituted under the International Trusts Act and the Foundations Act, 2004
when compared with the FATF requirements, are that the information on the Companies and
legal arrangements are maintained by a custodian and not shared with the Registrar. The
mmplication, therefore, is that such mnformation although available is not publicly available
except for the name of the registered agent of the company.

sshttp://greybook.seylii.org/w/se/CAP40#!fragment//KGhhc2g6KGNodW5rx1VhbsSHb3JUZXh0OicnKS
Xub3RIc1F1ZXJ5xJYNLHNjcm9sbEPEIMSKQOiFuxKdlYXLEh8SgxKLEpMSXXLTEtsSHUSSQJELEpFJIFTEVWQ
USDRSx0YWI16dG9jKSk=
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Other criticisms, are that because the law makes provision for 3™ party reliance, there is no
guarantee that nformation on the entities registered will be available immediately m Seychelles
where there is an on-going investigation although the law placed responsibility on the reporting
entity to make sure that the information is being kept by the 3™ party and that it is updated. It
should be noted that banks and BDCs are not permitted to rely on 3™ parties and must carry
out ther own CDD.

Lastly, the practice of using “nominees” both for shareholders and directors makes the legal
entities and arrangements less transparent.

For this reason, the rating is Medium.
1.1.7 ML Vulnerability at National Level - Part 3

1.1.7.1 Effectiveness of Tax Enforcement

Tax enforcement is guided by the provisions contained within the Seychelles Revenue
Administration Act, 2003 and the Business Tax, VAT, Income Tax, Customs Management and
Excise Tax Acts.

There are legal obligations on persons to submit tax returns to Seychelles Revenue Commission
(SRC). However, this information is treated as confidential but can be accessed by the LEAs
when a formal mvestigation has been mitiated.

Under the current tax regime, tax evasion only incurs financial penalties and possibly civil
mmprisonment. The mechanism for enforcement is through the Civil Courts of Seychelles and
not through the criminal Courts. Because of the threshold and the value of the financial
penalties that can be imposed, tax evasion on a case by case basis may amount to criminal
conduct as defined under section 3 of the AML Act, 2006 and money laundering cases may be
mitiated with tax evasion as a predicate offence.

Generally, there is a tendency in Seychelles for people not to make their tax disclosures and
pay their taxes. Anecdotal evidence all suggest that the big companies operating through groups
and multi-national companies across different sectors engage i transfer pricing Tax
enforcement through the civil courts, is said to be too lengthy and the process cumbersome.

This variable is rated Medium.

1.1.7.2 Financial Integrity
The level of financial integrity is generally rated as high m Seychelles. This is so in the banking
sector and across other well supervised sectors such as the insurance sector.
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This reputation has been dampened where a bank, Bank of Muscat International Offshore
(BMIO)®, lost its correspondent banking relationship, following which the CBS intervened to
take over administration of the bank. From this incident it was felt that the corporate
governance framework was not strong enough in Seychelles. Following this incident the CBS
issued Corporate Governance Guidelines in 2015, It is to be noted, however, that senior
members of the management were not taken to task for ther contribution n respect of the
causes that led to the loss of correspondent banking relationship. In addition, there are no
known cases where members of management of or the Board has been taken to task in respect
of mal-administration or mismanagement or breach of fiduciary duty or i relation to conflict
of interest cases.

In the other parts of the sectors, there are currently no general corporate governance principles
that market players have to abide to.

The rating for this variable is Medium High.

1.1.7.3 Formalization of Economy
According to the Central Bank’s report on formalization of the Seychelles’ economy finalized
mn 2013 and updated n 2016 for the purpose of the NRA, the level of formalization of the
Seychelles’ economy rests at 79%.

This variable is rated Medium High.

1.1.7.4 Overall Sector Vulnerability
The other component feeding into the assessment of national vulnerability is overall sector
vulnerability. This component collects findings from other modules on various sectors of the
economy, including the banking sector, securities ‘sector, isurance sector, other non-bank
financial mstitutions, and DNFBPs. Assessment of these components are explained in detail in
the respective sections of this report.

The overall vulnerability of the sector is High on the assessment tool.

The results from these sectors are summarized in Table 6overleaf:

Table 6National Vulnerability by Sector

sshttp://www.seychellesnewsagency.com/articles/5215/BMIO+becomes+Al+Salam+Bank+Seychelles+as+Centr
al+Bank+hands+control+to+new+shareholders

sshttp://www.cbs.sc/Downloads/legislations/Guidelines%200n%20communication%20between%20CBS%20an
d%20the%20internal%20audit%20function%200f%20banks%20and%200other%20financial%20institutions.pdf
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SECTORS FINAL VULNERABILITY
SCORE
Banking 0.7
Bureau De Changes and Remittance Service Providers 0.7
Insurance 0.3
Gambling 0.5
Real Estate 0.6
Auditors and Accountants 0.4
High Value Dealers (yachts & boat dealers) 0.4
Lawyers & Notaries 0.6
Fiduciary (securities, TCSPs) 0.7
Motor Vehicle Dealer 0.6
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The sectors with the highest vulnerabilities carrying the highest weightings are the banking,
the BDCs (including Class ABDCs) and Fiduciary (securities, TCSPs) sectors. Looking at the
statistics obtained from the LEAs the motor vehicle and the real estate sectors are also high on
the list.

1.1.7.5 Priority Areas
The main priority areas (in order of highest ranked in terms of vulnerability) for the authorities
and the stakeholders to improve are as listed below:

a. According to sectors:
> Banking Sector
> Bureau de changes (BDCs) sector
> Fiduciary (securities, TCSPs)
> Real Estate sector
> Motor Vehicle sector
Attorneys and Notaries

According to national combating abilities:
Capacity of Financial Crime Investigators
Capacity of Prosecutors

Capacity of Judicial Officers

VVYSZ
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Availability of beneficial ownership mnformation
Policy and Implementation

Corporate and Trust Transparency

Tax Disclosure

Independent Information Sources
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1.2 MONEY LAUNDERING RISK AT NON-BANKING FINANCIAL (OFFSHORE)
AND FIDUCIARY SERVICES PROVIDERS (NBFFSP) SECTOR

1.2.1 The Seychelles Non-Banking Financial Services (Offshore Sector)

Seychelles first recognized the potential revenue generating capabilitics of the financial
services sector in the early 1990’s but the industry only began to take off in the early years of
the following decade. Today with robust business and financial connections to both Western
Europe and South Asia, Seychelles has grown to be one of the most successful financial
services provider in the Indian Ocean region and the industry is rapidly becoming a third pillar
(alongside tourism and fisheries) of the country’s economy. Seychelles also features on the list
of the most prominent offshore jurisdictions offering competitive legislation and favourable
company formation around the world.

The Seychelles’ Financial Services Sector comprises of 67 companies holding an international
corporate services license, 25 companies holding an international trustee services license and
14 companies holding a foundation services license. Note that all licenses have been issued
under the International Corporate Service Providers Act, 2003 as amended (“ICSP Act”)®’.

The licensees range from reputable international subsidiary companies, to smaller local based
businesses that are commonly owned by accountants and legal practitioners. The sector
employs approximately 300 staff with offices ranging in size from 2 to 40 staff. The core
businesses of Corporate Service Providers thereafter referred to as (“CSPs”) are to assist
international clients with the formation, management and administration of offShore entities in
Seychelles, serves as registered agent, director and nominee shareholder on specified entities.
Additionally CSPs provide a range of ancillary services such as corporate advisory, office
hosting, secretarial services and assist clients with their statutory filings.

Persons that provide such services are referred to as Registered Agents and are licensed by the
Financial Services Authority (“FSA™) which as of March 2014%® took over the responsibilities
of the previous regulator being the Seychelles International Business Authority (“SIBA™) for
the licensing and supervision of the offshore sector. The FSA is also the Registrar for
International Business Companies (“IBCs”).

Note that the Financial Intelligence Unit (“FIU”) remains the primary regulator for AML
matters and CSPs for the purpose of the Anti-Money Laundering Act (“AML Act”) are deemed
to be reporting entities.

67http://greybook.seylii.org/w/se/2003-10
68http://seychelles-offshore-companies .offs hore-journals.com/category/siba/
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1.2.1.3 National Risk Assessment Process and Methodology

1.2.1.3.1 Preparation and Planning
The initial phase consisted of preparation and planning on how to conduct the NRA of the
sector, including:

. Engagement of market participants through their relevant
representatives;

. Choice of tools to use data and mformation collected; and

. Scheduling of team member meeting and setting targets for completion
of tasks.

1.2.1.3.2 Data and Information collection

In order to gather data and mformation to support the allocated ratings for each Money
Laundering variables and determine the overall vulnerability of the Seychelles financial
services sector, each variable was distributed among the offShore sector team members to:

1. devise survey questions targeting the market player and competent authorities
having regulatory oversight on the sector;

2. collect relevant statistics from relevant institutions;

3. review reports undertaken on the sector by international standard setting bodies
(such as OECD and FATF); and

4. consult market participants and/or relevant authorities

Enclosed per Annex 11 and Annex 12, are two templates of the survey questionnaires that were
dissemmated to Market Participants and the Fiancial Intelligence Unit. The main variables
considered for the Market Participant survey in respect to AML Control were Integrity of
Business/ Professional staff, AML Knowledge of Business/ Professional Staff, Effectiveness
of Compliance Function (Organization), Effectiveness of Suspicious Activity Monitoring and
Reporting and Availability and Access to Beneficial Ownership information. For the Inherent
Vulnerability factors the market participants were assessed on Client-Base profile of the
business, level of cash activity associated with the business and the use of Nominee Services.

For the FIU Survey Questionnaire, the main variables considered were effectiveness of
Supervision/Oversight Activities, availability and enforcement of admunistrative sanctions,
availability and enforcement of crimmal sanctions, Client-Base profile of the business and use
of the product in fraud or tax evasion scheme.

It is important to note that the Questionnaire response and other data source were employed to
justify variable ratings.
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1.2.1.4 Offshore sector Assessment

Table 7 hereunder illustrates the allocated assessment rating for the general mnput variables
following the analysis of data and information collected from the survey undertaken and other
sources consulted.

Table 7: Assessment ratings for general input variables

Availability and Enforcement of administrative Low 0.3
sanctions

Availability and Enforcement of criminal sanctions Medium Low | 0.4
AML Knowledge of Business / Profession staff Medium High | 0.6
Effectiveness of compliance function (Organisation) Medium High | 0.6
Integrity of Business / Profession staff Medium High | 0.6
Effectiveness of Supervision / Oversight activities Medium High | 0.6

Effectiveness of Suspicious Activity Monitoring and | Medium High | 0.6
reporting

Availability and Effectiveness of entry controls High 0.7
Availability and Access to Beneficial Ownership High 0.7
information

Comprehensive of AML framework High 0.7

1.2.1.4.1 Availability and Enforcement of Administrative Sanctions
Being an integral part of supervisory action, the importance of the availability and enforcement
of admunistrative sanctions, is to provide a deterrent that can also act as a catalyst to ensure that
regulations are complied with and acts as a tool to take action if a regulated entity (CSP) does
not adhere to the obligations imposed by the AML laws and regulations.

In view that the AML Act does not make provision for administrative sanctions the rating
assigned to this variable is Low.

The FSA has powers to take enforcement action against a CSP, if the CSP has contravened or

is in contravention of the Anti-Money Laundering Act as per provisions of section 27 (1) (a)
(i) of the Financial Services Authority Act, 2013 (“FSA Act”).
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Findings

The current AML Act provides only for criminal sanctions and does not make any provision
for administrative sanctions (such as monetary penalties, suspension or removal of critical
staff), which is why from statistics received no administrative sanctions has been recorded.

Notwithstanding the AML Act does not make provision for administrative sanction for AML
breaches, the FSA under the FSA Act can impose certain administrative sanction such removal
of critical staff and suspension or revocation of license. Illustrated hereunder are the recorded
cases of imposed administrative sanctions taken by FSA for AML breaches;

License Revoked 3

Removal of Fit and Proper 6

In view, that the power of the FSA extends to certain AML breaches, the working group
perceived that persons working in the fiduciary services sectors believes that administrative
enforcement action would be initiated in cases of non-compliance with the AML requirement
and as such to certain extent, it is satisfied as being a dissuasive sanction.

1.2.1.4.2 Availability & Enforcement of criminal sanctions

This variable assesses whether Seychelles has a range of effective proportionate and dissuasive
administrative sanctions applicable to natural or legal persons in cases of non-compliance with
AML laws and regulations, which should include sanctions for serious and deliberate breaches
that can be ancillary to the ML offence.

Part 6 of the AML Act, sets out the Offences and Penalties for non-compliance by reporting
entities’ with therr obligations under the AML Act. This covers offences such as failure to
maintain records, failure to mamntain account i true name, failure to report suspicious
transactions, making false or misleading statements, failure to implement internal rules; and
failure to appoint a compliance officer or provide training.

Based on the survey, this variable has been assigned a rating of Medium Low.

Findings

It appears that licensees within the mdustry regard the criminal sanctions regime as not
sufficiently dissuasive, in view that from the statistics of FIU, it appears that to date a number
of investigations have been mitiated where no conviction has been recorded as at date.

1.2.1.4.3 AML Knowledge of Business / Professional Staff

CSPs should be required to implement programmes against ML/TF, which have regard to the
ML/TF risks and the size of the business, and which include nternal policies, procedures and
controls and on-going employee training programme.
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Following the analysis of mformation and data collected, this variable on how well the
professional and staff of the CSPs know and understand therr duties and responsibilities has
been assigned a score of Medium High.

Section 15(1) of the AML Act states that a reporting entity shall train its officers, employees
and agents to recognize suspicious transactions, trends in money laundering and financing of
terrorism activities and money laundering and financing of terrorism risks within the reporting
entity’s products, services and operations.

In addition, section 23 of the FSA Act, requires all CSPs to appoint an individual approved by
the Authority as its compliance officer who shall be responsible to;

1. Oversee the compliance of the CSPs with the requirements of the FSA Act and
other financial services legislations;
2. For establishing and maintaining a program for training of staff.

The person appointed as the compliance and reporting officer under section 15 of the AML Act
may with the approval of the Authority serve as the compliance officer under section 23 of the
FSA Act.

It has been observed by the Working Group (“WG”) that in most cases, the appointed
compliance officer under section 23 of the FSA Act equally serves as the compliance and
reporting officer under section 15 of the AML Act. As such, the FSA exercises entry control
on persons having significant responsibilities towards the licensable activities (which capture
compliance) through the assessment of fit and proper prior to the appointment taking effect.
This is to ensure that the applicants have appropriate educational/professional certification
including expertise for the position.

The following criteria were used to assess the knowledge & skills of the staff in the industry
that are responsible for implementing the AML/CFT controls within CSPs:

Availability of AML training programme;

Is AML compulsory for all staff;

Is training provided In-house or through external parties;

Monitoring the effectiveness of training provided;

Retention of training records;

Frequency of AML training;

Staff level of awareness on AML matters; and

Systems i place to ensure that staff are aware and understand the AML
obligation of'the CSPs and the consequences of AML compliance breaches.

XNk =

The responses of the survey indicated that majority of the CSPs have an AML training
programme which is compulsory for all staff. Whilst it was also noticed that most of the CSPs
had in-house AML training with tutors having the necessary qualifications, they also relied on
external parties for training such as annual CLBS traming facilitated by the FSA.
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Monitoring of the effectiveness of the training provided was conducted by the CSPs through:

1. Reports from staff who have undertaken the training;

2. By monitoring staff performance on a daily basis and questioning them on their
knowledge of any recent training;

3. Assessments held after training, after course discussions with the employees;
and

4. The responses to clients and third parties who make enquiries; and how matters

are being handled.

Findings

Generally, the CSPs provide AML training to staff on an annual basis, whilst a few of them
provided bi-annual AML training to their staff Reading the AML manual during the start of
employment, quarterly n-house AML tests, periodic in-house refreshers and discussion of
latest developments in the industry vis-a-vis AML during monthly staff meetings were some
ofthe systems in place adopted by the licenses to ensure that the staff are aware and kept abreast
of the developments on AML matters, which serves as ongoing refresher trainings.

It was perceived by the working group that there is general knowledge by professional staff of
the AML training requirement. However there is a need to adopt a mandatory structured
framework which would encompass the training needs analysis, enrolment on training program
and monitoring the successful completion of same by the CSPs and the competent Authority.

1.2.1.4.4 Effectiveness of Compliance Function (Organization)

The variable assesses whether firms within the sector have an effective compliance function
that is comprehensive, risk based, and well resourced, with an independent AML compliance
function.

An effective compliance function in an organisation means having mternal compliance
programs that are commensurate to the level of the risk of the CSPs, taking into account factors
such as the jurisdiction’s end user clients; applicable legal and supervisory frameworks and
business practices of professional mntermediary clients, particularly those located in other
jurisdictions; clients that are complex or have opaque legal structures; the volume and nature
of products provided; client-base profile transaction patterns and cross-border nature of
transactions.

Based on the industry survey, the variable has been assigned a Medium High risk rating.

Findings

The responses received indicated that most CSPs have internal compliance programmes which
included all the key factors required in the survey. However, some CSPs had indicated that
their compliance and Reporting Officers are not functionally independent from the operational
functions of the CSPs.
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1.2.1.4.5 Integrity of Business / Professional Staff

The variable assesses whether the directors, managers and staff of CSPs act with ntegrity. It is
important for CSPs to have in place an effective and appropriate system and framework to
protect it against integrity breaches, which can undermmne AML Controls and leave CSPs
vulnerable to money laundering abuse.

Paragraph 9 and 13 of Schedule 2 of'the ICSP Act requires CSPs to notify the Authority;

1. of any conviction against the CSPs and its associates or any of its employees for any
offence relating to fraud and dishonesty; and

2. Immediately of serious disciplinary action, it takes against any member of its
managerial staff. In this paragraph, "Serious disciplinary action" includes any
action taken in cases of fraud, theft, dishonesty or malpractice.

Furthermore, the AML Act provides measures to protect the Directors and the staff of the CSPs
for disclosure of information to the FIU.

Based on the industry survey, the variable has been assigned a Medium High risk rating.

Findings

Statistics provided by CSPs indicates that from 2013 to 2016 there have been only 4 cases of
mtegrity breaches recorded, only 2 cases whereby serious disciplinary action has been taken
against staff for mtegrity breaches and there have been no cases where staff have been involved
mn criminal cases ncluding money laundering,

Majority of the respondents stated that they have systems in place to identify an incident of
mtegrity failure through monitoring of communication, both incommng and outgoing,
behaviour/ lifestyle of staff, interview by Auditors during year-end audit, dual control to ensure
accuracy at all time while preparing client documents and adopting layers to the oversight /
control functions so that staff are not operating in isolation.

In addition, paragraph 4 of the code of practice of the ICSP Act, requires that the services under
a license be conducted by at least two individuals who are directors or other members of the
managerial staff of the licensee, who are resident, and based in the office of the CSP mn
Seychelles. This serves as a control mechanism to ensure that no integrity breaches are taking
place or are rather minimal and insignificant in view of the practice of doer checker, which
takes place in CSPs i line with therr dual control obligation.

It was perceived by the working group that although the number of cases of mtegrity breaches
recorded is significantly low, in effect it maybe indicating a deficiency in the mnternal system
and control of CSPs to effectively detect cases of integrity breaches.
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1.2.1.4.6 Effectiveness of Supervision / oversight activities

The mission of FIU is to effectively detect and deter money laundering and financing of
terrorism, in collaboration with local law enforcement agencies, regulators and international
counterparts, thereby contributing towards a safe and stable financial, social and economic
environment. Section 16 of the AML Act specifies the function of the FIU, which includes the
function of FIU as the primary AML supervisor. More specifically section 16C of the AML
Act provides powers to the Director or any person authorized by the Director to examine
records of a reporting entity.

Findings

This variable aimed to assess the effectiveness of AML supervisory and regulatory framework
for the financial services sector. Based on the assessment criteria and the results of the survey
undertaken, this variable carries an assessment rating of Medium High.

Outlined hereunder are some the core findings from the survey undertaken;

1. FIU is clearly identified in the law and regulations and has appropriate authority
and mandate to conduct AML compliance supervision;

2. The FIU has in place written policies, procedures and manuals relating to its
supervisory functions. However in the absence of knowledge of the content of
these documents the WG were unable to establish its effectiveness in practice;

3. FIU has implemented a risk based supervisory program for both its on-site and off-
site monitoring which consists of three core elements; ML/TF risk assessment
of all reporting entities on the basis of self-assessment carried out by the
reporting entities; Real time reports to determine inherent risks profile of all
reporting entities; and Off-site risk and ML/TF examinations. However, in the
absence of relevant information, necessary statistics and test undertaken, the
WG were unable to establish the comprehensiveness of the framework;

4. Given that the FIU has oversight over quite a number of sectors for AML matters
and the volume of entities/ products under its purview, through statistics
provided the WG has established that the human capacity being employed is not
proportionate to the volume of market partakers; and

5. Given that the FIU is budget dependent the WG concluded that given the volume of
entitics which it regulates the FIU has msufficient resources available to it to
ensure the effect application ofits supervisory activities;
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1.2.1.4.7 Effectiveness of Suspicious Activity Monitoring and Reporting

CSP’s as reporting entities under the AML Act are required to make a Suspicious Transaction
Reports (‘STR”) to the FIU where it has knowledge or reasonable grounds to suspect that any
transaction or attempted transactions may be related to the commission of an offence of money
laundering.

Based on the assessment criteria, this variable carries an assessment rating of Medium High.

Findings

The systems, policies or practices to monitor suspicious transaction were the main criteria used
for this variable and it has been deduced from the survey that most CSPs have information
systems in place to;

1. enable and facilitate the monitoring and comparison client transactions against
the client’s profile;

2. support the effective performance of PEP screening;

3. effectively identify and record all complex, unusual large transactions;

4. effectively identify and report suspicious transactions; and

5. conduct internal audit and maitain records on suspicious, abnormal and

complex transactions.

However although most CSP’s have indicated that they have systems to monitor Suspicious
Transactions, it remains to be tested to confirm its reliability and effectiveness.

Additionally, from the results of the survey, some of the CSP’s have raised concerns in respect
to the poor response of the FIU where in certain instances no acknowledgement or feedbacks
is provided for the STR submitted. In some cases it takes too long for the FIU to revert or they
never revert, which places them in a discomforting position.

As such, there is room for improvement in enhancing the communication between the FIU and
the CSPs. Additionally, it has been stated that the FIU should share the STR with the FSA for
the purpose of monitoring suspicious transactions and take appropriate actions against the
parties involved.
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1.2.1.4.8 Availability and Effectiveness of Entry Controls

Being the gate-keeper and having the oversight of the potential entrant seeking to penetrate the
sector and existing CSPs that apply to extend their current services, the FSA is entrusted with
the key responsibility to ensure that it has in place effective entry controls. It is generally
perceived that the entry control mechanisms i place for the Fiduciary Services Sector are

effective hence, based on the assessment criteria, this variable carries an assessment rating of
High.

Findings:
The ICSP Act provides for a comprehensive and stringent framework for licensing of
mternational corporate services providers, which includes but not limited to;

1. Assessing the fitness and propriety of each director shareholders, Ultimate
Beneficial Owner and managerial staff, the financial soundness and reputation,
character, financial integrity and reliability of the applicant.

2. Due diligence on the group company;

3. applicants mternal control systems, AML and compliance manuals; and

4. verifying the credibility of applicants with both Domestic and International
counterparts

Under the FSA Act, the FSA has the power to impose conditions upon licensing and take
enforcement actions if any of the above-mentioned criteria is compromised post licensing.

1.2.1.4.9 Availability and Access to Beneficial Ownership Information

A Beneficial Owner refers to the natural person(s) who ultimately owns or controls a customer
and/or the natural person on whose behalf a transaction is being conducted. It also includes
those persons who exercise ultimate effective control over a legal person or arrangement.

The Seychelles’ companies’ regimes can be divided nto two systems. One addresses company
formation for local companies and is governed by the Companies Ordinance,

1972 and the other addresses formation of companies and other structures within the financial
services sector.

Findings:

All CSPs licensed under the ICSP Act are incorporated under the Companies Ordinance, 1972
and it is required by the Company Ordmnance that information on the directors and shareholders
and other basic mnformation on the companies be submitted to the Registrar and these are
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publicly available. Additionally both the AML legislations and Paragraph 1 of schedule 2 ICSP
Act, requires CSPs to;

1. identify the beneficial Owner of each company to which they provide mternational
corporate Services;

2. the beneficiary and settlor of each mternational trust to which they provide
international trustee services;

3. the beneficiary, founder, protector of each foundation to which they provide
foundation services; and

4. the partners of each limited partnership to which they international corporate
services.

Furthermore, paragraph 3.2 of the Code for ICSP requires each person having an ownership
mterest in an application to be of satisfactory repute and financial standing.

In addition , Section 6 (4) (b) of the ICSP Act, requires every licensee to give prior notice in
writing of any change to the beneficial ownership of such shares in the company holding the
license and the Authority may require the licensee to furnish further mformation or documents
i respect of such change.

Secondly in respect to the International Business Companies (“IBC”) that are being
administered by the CSPs, through the enactment of the International Business Companies Act
2016, (“IBC Act”) new obligation has been introduced under this law requiring every IBC to
keep at its registered office (the office of its registered agent) a register to be known as the
register of beneficial owner which would include certain particular details of the individual as
prescribed under section 356(1) of the IBC Act, 2016.

Guidelines issued for IBCs more specifically paragraph 24 provide further clarity in respect to
beneficial ownership. Whilst it is permissible under the Law to use nominee services provided
by CSP, there exist clear obligation of disclosure between the nominee and each beneficial
owner of an IBC. Section 356(1) (b) requires the Register of Beneficial Owners to include
“particulars of each beneficial owner’s beneficial interest and how it is held;” Compliance with
this provision necessitates disclosure of any shares in the company held by the beneficial owner
directly or through a nominee. If the latter applies, disclosure of the member holding shares on
behalf of the beneficial owner must be made in the Register of Beneficial Owners. As such in
cases that shares of a company are being held directly or indirectly on behalf of a person which
qualify of being a beneficial owner of the company, such details would be records in the register
of beneficial owner and for consistency purposes it should reflect entry recorded in the register
of shareholders (being legal owners of the share).

The Register of beneficial owners (which is maintained in Seychelles at the registered office
of the CSP) is prima facie evidence of any matters which are directed by the IBC Act or
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permitted to be inserted n it. As such beneficial ownership information relating to IBCs are
now available in Seychelles and it may be accessed by specific relevant person (e.g. FSA and
other competent Authority for Tax purpose and AML/CFT). However, such information,
although available, is not publicly available.

Based on the assessment criteria, this variable carries an assessment rating of High.

1.2.1.4.10 Comprehensiveness of AML legal framework

FATF set out the international standard to be adopted by countries based on its particular
circumstance to ensure that it has comprehensive AML laws and regulations to combat money
laundering and terrorist financing. As the Seychelles Anti-Money Laundering framework is to
a great, extent in line with the FATF recommendation this variable has been assigned a rating
of High.

1.2.1.5 CSP Sector Vulnerabilities

1.2.1.5.1Product

The business is international (non-domestic) in nature and Table 8 hereunder depicts the
cumulative number (total number of entities ever registered) of offShore entities registered in
the Seychelles for the past 5 years. As illustrated below, the majority of services being provided
by CSPs are services in relation to IBCs. It is important to note that, as at September30th, 2017
whilst 197,450 IBCs were on the Register of IBCs only 64,309 IBCs were in good standing,

Table 8: Cumulative number of offshore entities registered in the Seychelles for the past
5 years

2011 2012 2013 2014 2015 2016 2017%°

International 100,825 116,923 137,670 158,492 176,558 188,731 197,450
Business
Companies

69September 30", 2017
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Company 246 260 273 287 299 306 315
Special
Licenses

Foundations 98 208 286 421 514 602 670

International 469 518 559 606 659 692 715
Trusts

Limited 23 24 27 28 29 29 32
Partnerships

Protected Cell 5 5 6 11 12 13 15
Companies

International Business Companies (“IBC”)
The overall product vulnerability for the financial services sector was rated as Medum with
the International Business Companies rated as the Highest i terms of vulnerability.

Section 5 (1) of the International Business Act, 2016 (“IBC Act”) defines an IBC as a company
mcorporated or continued, or converted nto a company, under the IBC Act 2016 and whose
memorandum states that it is subject to the restrictions such as, but not limited to, carry on
business in Seychelles.

Whilst IBC’s are perceived to carry higher risk, the WG has established that IBCs are being
subjected to stringent regulatory and supervisory framework whereby IBCs are required to
maintain basic company information within the jurisdiction such as ;

1. Directorship information where IBCs are required to keep a Register of Director or
other officer at the Registered Office in Seychelles and filng for registration to the
Registrar a copy of its Register of Director. In cases of non-compliance the
Registrar may impose financial sanctions on the IBC;

2.Legal ownership information where IBCs are required to keep a Register of
Shareholders at the Registered Office in Seychelles. In cases of non-compliance the
Registrar may impose financial sanctions on the IBC; and

3. Beneficial Ownership information where IBCs are required to keep a Register of
Beneficial Owners at the Registered Office in Seychelles. In cases of non-
compliance the Registrar may impose financial sanctions on the IBC.

In addition to the basic company information;
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4.1BCs are required to keep Accounting Records and in the event it is not being
kept in Seychelles IBCs are required to keep a notification of where the
Accounting records are being maintained. In cases of non-compliance the
registrar may impose financial sanctions on the IBC;

5.Since March 2015, CSPs are required to monitor compliance by specified
entities and foundations, with certain “record-keeping requirements” and to
periodically mform the FSA of any “contnued non-compliance” by the
specified entity. In cases of non-compliance the registrar may impose financial
sanctions on the IBC.

Depicted hereunder are notable changes made to the legal framework ofthe IBC Act;

Notable changes to IBC Act

4 2016

1. Enactment of New IBC

Act
2015 2.Introduction of private
1.Introduce reporting register for Beneficial
obligation for CSPs to " Owner
monitor compliance of 3.Central Register of
1. Abolishmentof Bearer specified entities and to Directors to be filed with
Shares —report non compliance to the the Registar
FSA for impostion of
2. Increase financial sanctions
sanction for non-
comp liance

3. Maintain legal ownership
information with Registered
Agent

Through the risk assessment, the WG identified that the key vulnerability arising from the use
of IBCs are:
1. Use of agents or other professional mtermediaries to deliver products

2. Possible misuse of nominee services

The use of agent or professional intermediary

In business dealings of CSPs, which mvolve mediation through Professional Intermediary
(“PI”) or resellers clients, it is expected that such parties be subjected to Client Due Diligence
measures to allow a CSPs to determine whether reliance should be placed on these PI. Reliance
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is permissible only if the requirement of regulation 12 of the AML regulation is met in its
entirety.

Findings
From the results of the survey, revealed that;

1. 93% of the CSPs conduct business through Pls and /or reseller clients and most CSPs
have indicated thorough the survey that business undertaken through PIs is being
conducted in accordance with the provision of regulation 12 of the AML
Regulations;

2. Although reliance for the conduct of CDD measures is permissible under regulation
12 of the AML Regulations an increasing number of CSPs are opting to require for
all company information to be maintained within the jurisdiction

3. There are certain misconceptions by CSPs in regards to when reliance can be placed
on a PI’s for the conduct of Client Due Diligence measures. This assumption has
been made due to certain inconsistencies in the survey responses and findings from
on-site inspections undertaken by both the FSA and the FIU.

Additionally there is the added criticism that although the law places the responsibility on the
reporting entity to make sure that the information is being kept by the 3™ party such information
is not immediately made available in Seychelles where there is an on-going investigation

Possible misuse of nominee services:

The practice of nominee shareholders and nominee directors may be perceived as being one of
the greatest contributors to a company’s vulnerability of being misused as it may increase
difficulty in identifying those who exercise de facto control

In an effort to mitigate the perceived risks of nommee services Seychelles has through the
enactment of the IBC Act 2016, introduced measures and obligations, requiring every IBC to
keep at its registered office (the office of its registered agent) a register to be known as the
register of beneficial owner which would mnclude certain particular details of the individual as
prescribed under section 356(1) of the IBC Act, 2016.Section 356(1)(b) of the IBC Act 2016,
requires the Register of Beneficial Owners to include “particulars of each beneficial owner’s
beneficial interest and how it is held.

Compliance with this provision necessitates disclosure of any shares in the company held by
the beneficial owner directly or through a nommnee. If the latter applies, disclosure of the
member holding shares on behalf of the beneficial owner must be made in the Register of
Beneficial Owners. As such in cases that shares of a company are being held directly or
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indirectly on behalf of a person which qualify of being a beneficial owner of the company, such
details would be records in the register of beneficial owner and for consistency purposes it
should reflect entry recorded in the register of shareholders (being legal owners of the share).

As such any person being a nominee shareholder would be easily identified in view its name
would be recorded m the Register of Beneficial owner as a person holding shares/mterest in
the company on behalf of another person considered as the beneficial owner of such shares.

In respect to the concept of nominee director Paragraph 21.9 of the code of practice of licensee
specified that any individual who enters into an agreement with a CSP to provide directorship
services to specified entities to which the CSP provides registered agent services be referred to
as a Professional Officer. It is required that CSP’s ensure that individuals acting as directors of
specified entities be aware and understand his duties, responsibilities and labilities as directors
under all relevant laws.

It is mportant to note that the director of a company, in line with section 132 of the IBC Act
2016, may delegate one or more of its powers to any other person except for certain specific
powers, which cannot be delegated under this section. In case where the board has delegated
its power to any other person, the board remains responsible for the exercise of the power by
the delegate as if the power has been exercised by itself. As such the concept of nominee
directors does not exists per se, in view that the director remains responsible for ensuring
compliance by the company in respect to any obligation or duty that is placed on a company or
what it is authorized to do.

Additionally, CSP’s are required to provide to the Authority on an annual basis statistical
mformation relating to the number of Professional Officers it has entered mto an agreement
with and the number of specified entities that each Professional Officer is acting as Director.

However, in view of the mternationally perceived risk relating to such practice, the FIU and
FSA should enhance the supervisory oversight over the provision of directorship services
provided by CSPs and professional officers to ensure that they understand the nature of the
business which will allow it to identify, assess, understand and manage risks associated with
provision of nominee services.

Companies (Special License)

Companies (Special Licenses), commonly referred to as CSLs, are companies ncorporated or
continued under the Companies Ordinance, 1972 read with the CSL Act. One of the main
differences between a CSL and a normal domestic company (non-CSL) is that a CSL is taxed
on its worldwide income at a business tax rate of 1.5%. As a general practice, CSLs are not
permitted to derive income from Seychelles’ residents.
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CSLs are required to have a secretary in Seychelles and the secretary must be a CSP which is
required to perform CDD on CSLs.

Through Seychelles’ commitment to comply with the Base Erosion and Profit Shifting (BEPS)
standard of the OECD, the CSL regime will have to be amended or abolished to bring it in line
with BEPS.

Furthermore, the BEPS standard provides that, any income derived from assets or activities
introduced in the CSL after the publication of the BEPS Report (i.e. 16" October, 2017) will
not benefit with the preferential tax rates under Schedule 2 of the Act (ie. 1.5% business tax
rate and 0% Withholding tax rates). CSLs incorporated on or after 16'" October, 2017 will only
benefit the preferential tax rates under Schedule 2 of the Act up to the date the CSL Act is
amended to cater for BEPS, which will not be later than June 2018.

The module analysis of all the variables discuss above, in order of priority is illustrated per
Table 9 hereunder:

Table 9

AML Knowledge of Business / Profession staff 1
Availability and Enforcement of administrative sanctions 2
Effectiveness of Supervision / Oversight activities 3
Availability and Enforcement of criminal sanctions 4
Effectiveness of compliance function (Organization) 5
Integrity of Business / Profession staff 6
Effectiveness of Suspicious Activity Monitoring and 7
reporting

1.2.2 Overview of risk mitigating mechanisms

The assessment recognized that given the nature of services provided by a CSP, the potential
use of vehicles provided by CSPs with criminals seeking to conceal the origins of criminal
funds or move criminal proceeds overseas is high. Therefore, having adequate understanding
of the regulatory/ legislative framework and relevant indicators of potential misuse of corporate
structure (e.g. to facilitate money laundering or terrorist financing) are crucial preventative
measures which CSPs can take to manage and mitigate the risks exposure.
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Additionally, it has been established through this NRA that the FSA has very high entry control
requirements and regulatory oversight of CSPs given that no person can undertake regulated
activities unless it has been licensed by the FSA to provide a range of services. Both the FSA
and the FIU, conducts regular inspections to ensure that the CSPs are in compliance with the
Laws and Regulations including the CDD/KYC obligations.

For CSPs that provide nominee services the FSA conducts regular visits to establish whether
CSPs hold on theirr records the required nformation/ documents to ascertain the ownership
structure of the company including the ultimate beneficial owner. Presently the FSA is in
consultation with stakeholder to have a regulatory framework which will license and regulate
professional officers (ie. mdividuals not employed by CSPs, providing solely directorship
services to specified entities) based in Seychelles.

With the aim to further strengthen the regulatory framework and ensuring that relevant
mformation is maintained within the jurisdiction, the new International Business Companies
Act, 201670 has introduce new obligation on IBCs to;

1. file with the Registrar (FSA) for registration a copy of its register of directors;
2. Keeping of Register of Beneficial Owners at the registered office in Seychelles.

As such the newly introduced obligation on IBCs makes the structures more transparent.

As the Registrar and Regulatory Authority of non- banking financial services in Seychelles,
the FSA, mamtains Registers of all products registered and/or incorporated.

However, despite having mechanisms and frameworks to deter mdividuals targeting Seychelles
entities as a means to launder money, current international investigations and press releases
have revealed that Seychelles corporate vehicles are being used for illicit purposes. As such in
its effort to increase transparency of the jurisdiction, Seychelles has signed the Foreign Account
Tax Compliance Act (FATCA)’! and the Convention on Mutual Administrative Assistance in
Tax Matters (the MAC)’? on Automatic Exchange of Information’3.

1.2.3 Overview of Offshore Sector Threats

Regardless of the known global threat of corporate vehicles being formed and used to facilitate
money laundering activities, CSPs continues to have limited knowledge of and interaction with
corporate structures which they assist with its formation and serves as a registered agent. As

7Ohttp://www.sewlii.org/sc/legislation/act/2016/15

71 EATCA was enactedin 2010 by Congress to target non-compliance by U.S. taxpayers using foreign accounts. FATCA requires foreign
financial institutions (FFls) to report to the IRS information about financial accounts held by U.S. taxpayers, or by foreign entities in which
U.S. taxpayers holda substantial ownership interest. Seychelles had the Intergovernmental Agreement in place by 30June 2014
https://www.treasury.gov/resource-center/tax-policy/treaties/Pages/FATCA.aspx

72https://en.wikipedia.org/wiki/Convention on Mutual Administrative Assistance in Tax_Matters

73https://www.oecd.org/tax/automatic-exchange/crs-implementation-and-assistance/crs-by-jurisdiction/guidance/Seychelles-
Guidance.pdf
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such based on the limited knowledge, the following money laundering risks are perceived to
be present within sector:

1. In view that certain CSPs do not have sufficient information relating to the
company’s business transaction, persons may attempt to abuse or misuse the
system to launder the proceeds of crime and may remain unidentified or
unknown by the CSPs;

2. Creation of complex corporate structures for money laundering which will
conceal the identities of those mvolved m illicit activities;
3. Misuse of corporate structures to commit fraudulent activities or evade tax

remains a high risk for international financial services centers;

4. Negligent or complicit of certain CSP facilitating money laundering;

Misuse of nominee services; and

6. CSPs relying on third party to undertake CDD measures, has limited knowledge
and information of such business relationship and transaction to ensure
compliance with the obligation under the AML Act.

9]

Overview of AML controls in place for the CSP Sector

Whilst the assessment has exposed certain deficiencies in the AML framework, most notably
it has also revealed that generally the quality of AML control for the sector is high. The key
control measures to mitigate ML/TF Risk identified are;

1.

CSPs are subject to a licensing regime from the FSA and supervisory inspections from
both FSA and FIU;

All directors, members of managerial staff (i.e. persons holding significant duties and
responsibilities) and compliance officers must be determined fit and proper by the FSA
prior to being appointed, based on prescribed criteria under the ICSP Act;

In line with the FATF recommendation CSPs are subject to AML obligations to conduct
CDD, enhance CDD, on-going monitoring and enhance on-going monitoring on its
clients and are required to maintain records of information relating to directors,
sharcholders and beneficial owners’ information;

Both the FSA and FIU are empowered to inspect the premises and business including
the procedures, systems and controls; and records maintamed by CSPs in respect to its
regulated activities;

Both the FSA and FIU have the power to impose sanctions on CSPs in cases of non-
compliance either admmistrative or criminal sanctions, as the case may be;

CSPs as reporting entities under the AML are required to make a Suspicious
Transaction Report to the FIU in cases where it has knowledge or reasonable grounds
to suspect that any transaction or attempted transactions may be related to the
commission of an offence of money laundering;
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7. Dissemmation by Competent Authority of information to CSPs on the requirement to
conduct on-going screening of theirr customers against UN list of terrorist, terrorist
organization and other designated entities; and

8. The regulatory authorities have the ability to share information between local and non-
domestic agencies where Seychelles is also a signatory to FATCA and MAC on
Automatic Exchange of Information.

Summary of proposed Actions and Recommendations

In view that the vulnerability and threat of the overall ML risk for Seychelles CSP’s is
considered to be Medium High and that the nature of the CSP business is prone to misuse by
individuals for illegitimate purposes, the NRA assessment has exposed some critical points of
concern which requires actions by the regulators, and further discussion between the FSA and
the industry. The list of recommendations for the sector can be found n Annex 1, whilst the
proposed Action Plan is contained in Annex 2.

1.3 MONEY LAUNDERING RISK AT BANKING

The financial sector contributes approximately Spercent to the Gross Domestic Product (GDP)
of the Seychelles. This in turn is dominated by the banking sector which is far the biggest sub-
component of the financial sector. Moreover, the majority of financial transactions happen
through the financial sector. It is with this in mind that an evaluation of the threat and
vulnerability of the banking sector was conducted as part of the National Risk Assessment

(NRA).

The working group for assessing the banking module consisted of individuals working within
the regulators (Central Bank (CBS) and Fiancial Intelligence Unit (FIU)) and also the private
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sector (mostly commercial Banks). It is to be noted, that participation was low and most of the
work had to be conducted by CBS and to some extent the FIU.

The methodology included using information from various sources to come to a conclusion on
the various anti-money laundering (AML) and counter-financing of terrorism (CFT)7# risks
facing the banking sector. These included nformation from regulators such as CBS and FIU,
as well as discussions with relevant officials from commercial banks.

Analysis was conducted on the following areas:

» Comprehensiveness of AML Legal Framework

» Compliance with revised Principle 29 of the Basel Core Principles for Effective
Banking Supervision (BCP) - Abuse of financial services

Effectiveness of supervision procedures and practices
Availability and enforcement of administrative sanctions
Availability of enforcement of criminal sanctions
Availability and effectiveness of entry controls

Integrity of bank staff

AML knowledge of bank’s staff

Effectiveness of compliance function (organization)
Effectiveness of suspicious activity monitoring and reporting
Level of market pressure to meet AML standards
Availability and access to beneficial ownership information
Availability of reliable identification infrastructure

YV VV VYV V VY VY V VYV VY

The analysis focused on these key areas and observed current practices or legislations in these
areas. Moreover, notable deficiencies were identified and possible remedies proposed.

1.3.1 Banking Sector in Seychelles

Banks are governed by the Financial Institutions Act 2004, as amended (FIA) and associated
pronouncements and regulations issued there under. Banks, like other reporting institutions,
are also required to adhere to the AML and CFT laws, administered by the FIU. The Financial
Surveillance Division (FSD) 7Sof CBS regulates and supervises banks as part of one of CBS’
objectives; to promote the soundness of the financial system.

74 Throughout this section, reference to AML or CFT individually, is meant to encompass both collectively,
unless expressly cited that the interpretation ought to refer to only one of these two components.

75 This was formerly known as the Financial Services Supervision Division, which was re-structured in May
2017 and renamed as the Financial Surveillance Division.
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As at August 2016, the banking sector in Seychelles consisted of nine banks’® engaged in
domestic and off-shore business. Seven of these are mternational banks, with only two of the
latter engaging in offShore services. The other remaining two banks (from the total of nine)
are domestic banks.

Banks in Seychelles operate under a single licensing regime, whereby they can conduct both
onshore and mternational banking services. The regime became effective with amendments to
the FIA promulgated in 2011, which eliminated the requirement for a separate banking license
to conduct solely offshore banking business.

As at the end of 2015, audited figures for total assets, total liabilities and the capital base stood
at USD 1.26 billion, USD 1.13 million and USD 0.13billion respectively’’. Total profit for the
banking sector mounted to USD 33 million for 2015. Banks in Seychelles undertake traditional
banking activities, namely in deposit taking and lending as well as related activities such as
foreign exchange business.

As pointed out above, the financial sector contributes 5 per cent of the country’s GDP. With
the aim of maximizing the contribution of the financial sector to Seychelles’ economy, a
Financial Sector Development Implementation Plan’® (FSDIP) has been approved by
Government and is being pursued. This includes a number of itiatives aimed at modernizing
and further developing the financial sector, taking into account international best practices. In
addition to development mitiatives, there has also been increased focus on international
compliance at a national level. The NRA is a representation of one such initiative.

The assessment rating of the variables analyzed in the banking sector can be seen at a glance
in Table 10(overleaf).

Table 10: Summary of banking sector analysis

World Bank National Risk Assessment Methodology
Anti Money Laundering and Combating Terrorist Financing

Institutional Assessment of General Environment

Availability and enforcement of criminal sanctions Medium

76 Barclays Bank Seychelles (LTD), Mauritius Commercial Bank (Seychelles) LTD, Bank of Baroda, Habib
Bank Limited, Seychelles International Mercantile Banking Corporation (Nouvobangq), Seychelles
Commercial Bank, Al Salam Bank Seychelles Ltd, Bank of Ceylon and Bank Al Habib Ltd.

77 The applicable exchange rate used for the conversion as at December 2015 was SCR13.31 to USDI.

78 https://www.firstinitiative.org/node/716
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1.3.2 Comprehensiveness of AML Legal Framework

To combat against ML/FT, a country needs to have comprehensive laws and regulations
regarding AML/CFT preventive measures and AML/CFT supervision of the banking sector.
Financial mstitutions (FIs) operating in Seychelles are required to put in place robust controls
to detect and deter the flow of illicit finds through its financial system. A review of the existing
laws and regulations in place in Seychelles, shows that these are mostly in line with the
requirements of the Fmancial Action Task Force (FATF), specifically the Anti-Money
Laundering Act, 2006 (AMLA).

1.3.3 Compliance with international standards

Seychelles has comprehensive AML/CFT laws which apply to the banking sector and these
consist of the AMLA and the Anti-Money Laundering Regulations, 2012 (AMLR), issued there
under. The conformity of these with international standards for different procedures as follows:

1. Customer Due Diligence (CDD): CDD obligations and measures are clearly
provisioned for n the AMLA. Moreover, the AMLR provides for a specific CDD
definition at regulation 3 and application at regulation 8. Collectively, these are
in lne with FATF requirements.
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10.

11.

Record keeping: The FATF recommendations require records to be maintained
for a minimum of 5 years. Section 6 of the AMLA requires that records must be
retained for 7 years, which thus surpasses the required standard.

Enhanced Due Diligence (EDD) for Politically Exposed Persons (PEPs) and
high-risk countries: As per Regulation 15 of the AMLR, EDD measures are to
be applied on a risk-sensitive basis. In terms of PEPs, the definition and diligence
requirements are also clearly defined under Regulation 13 ofthe AMLR.

Customer Due Diligence (CDD) for correspondent banking: Regulation 14 of
the AMLR is in lme with FATF standards for recommendation 13 and 14.

Reliance on CDD by third parties: Regulation 12 of the AMLR is in line with
FATF recommendation 17.

Suspicious transaction reporting (STR): Section 10 of the AMLA clearly
provisions for the STR definitions and reporting obligations. The Guidelines also
incorporate the applicable STR forms which need to be completed by the
respective FIs and the Designated Non-Financial Businesses and Professions
(DNFBPs).

Licensing: Regulation 2 of the AMLR is in line with FATF standards for
recommendation 26.

Tipping-off and confidentiality: Section 12 of the AMLA meets FATF
standards.

Internal controls, foreign branches, and subsidiaries: Section 15(a) to (e) of
the AMLA clearly designates a Compliance and Reporting Officer (CRO) to
oversee the internal controls, policy and procedural requirements of FATF
recommendation 18.

Regulation and supervision of FIs: Reference is made mamly to the AMLA (see
table appended to Section 16 — reference to powers and duties of the FIU
regarding reporting entities) and sections 21, 42 and 53 of the FIA.

Supervisory powers: Part 2 of the AMLA provides the objectives of the FIU.
However, FIU’s administrative powers are covered by the FIA, as administered
by the CBS.

1.3.3.1 Compliance with revised Basel Core Principles (BCP) (Principles 1,2,3,4,5,9,
11, 13, 25, 26, and 29)

An evaluation against Criterion 29 was conducted and the jurisdicton was deemed non-
compliant.

1.3.3.2 Deficiencies
As can be observed, the legislative framework is more or less in lne with the FATF
recommendations. However, there has not been a comprehensive review of the jurisdiction’s
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adherence to the BCPs, except for core principle 29 which resulted in a rating of materially
non-compliant. This is in regards to CBS not publishing the Anti-Money Laundering Act,
regulations and guidelines on its web site. Additionally, CBS had not used all its off-site and
on-site supervisory tools to oversee the risk management of banks ML/TF risk.

Based on the assessment criteria and collected information/data this variable was rated High.

1.3.4 Effectiveness of Supervision Procedures and Practices

In order to address and mitigate constant emerging financial risk, an effective supervisory
regime needs to be comprehensive in its legal and regulatory framework, which is supported
by appropriate powers and is well resourced, and employs a risk-based approach to on-site/oft-
sitt  monitoring and inspection. Additionally, banking supervision needs to be able to
effectively develop, implement, monitor and enforce supervisory policies under normal and
stressed economic and financial conditions.

The effectiveness of supervision procedures and practices is clearly identified in Seychelles
laws and regulations which have appropriate authority and mandate to conduct AML
compliance supervision. Comprehensive supervisory activities are carried out by the FIU and
its functions are governed by the AMLA which communicates its legal framework. As per the
AMLA, the FIU is tasked with the responsibility for monitoring and ensuring that all reporting
entities, that is, financial nstitutions and DNFBPs comply with the legal requirements.

With regards to its supervision policies and procedures, it is to note that FIU has i place a set
of questionnaires (Annex 13) designed to suit ML risks nherited by the different sectors. The
FIU has to execute the assignments in a manner that is consistent with the ML rules and
regulations in ensuring that the entities including FIs understand and comply with their
obligations as described under the Act and guidelines issued to them in June 2015.

The approach taken by supervisory authorities is upon mnspection of FIs to conduct interviews
and discussions with the Branch Manager and CRO, in order to gather nformation on the
current practices of the bank and its future plans in respect to AML. Additionally, sample
testing techniques are used to ascertain the bank's degree of adherence to its own internal
policies and guidelines as well as compliance to CBS' circulars, laws and regulations. This is
undertaken as part of a three year cycle. However, if there are any high risk events triggered in
the management and operations of the FI, immediate action is taken accordingly. An on-site
examination will be performed on a full scope, targeted, focused approach and spot reviews.
The general findings of the examination are compiled and presented as part of the consultative
process for policy purposes.

A work plan is formulated annually which contextualizes the reporting entities needs and seeks
to maximize the efficient use of resources having regard to the skills matrix of the current FIU
examiners. The activities are based on an understanding of the significant ML risks to which
the reporting entities are exposed. The plan therefore covers a combmation of mspections and
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outreach programmes to sensitize the reporting entities of ther AML/CFT obligations. The
examination plan is thereafter amended according to risks identified and priority actions.

The Director of the FIU has the power to appoint examiners as and when an examination is
warranted. There are no requirements to give any advance notice of an examination, in writing
or otherwise. However, for banking sector, the only requirement is to go during business hours
(except in a case of immediate urgency). The specific powers of FIU during an examination
are set out in Section 16C (1) of the AMLA which provides that authority to take any person
and/or any equipment considered necessary and to access and examine any computer/data
system. There is a positive obligation on reporting entitiecs who are being examined to give “all
reasonable assistance” and to furnish the FIU examiners with “any information that they may
reasonably require” (Section 16C (2)).

The following consist of the core elements of FIU’s new risk-based supervising framework:

o ML/TF risk assessment of all reporting entities on the basis of self-assessment
carried out by the Reporting Entities

o Real time reports (e.g. STRs, adverse media and reports from other competent
authorities) used to determine inherent risks profile of all Reporting Entities.

° Off-site risks and a ML/TF examinations
° On-site examinations; and

. Monitoring,

With regards to supervisors possessing a good understanding and appreciation of the ML risks
within the sector, the supervisory body has through its various functions acquired extensive
understanding and appreciation of the ML risks, namely by: receiving, analyzing and
dissemmating of reports; and, collecting data from government institutions or any other
countries. This also includes conducting AML/CFT supervision of the different reporting
entities, and undertaking self-risk assessment.

Based on the present resource capacity, it is evident that more staff are needed to efficiently
undertake the supervisory function. Whilst familiar with the AML legislation, examiners
require specialist training on risk based supervision and on-site inspections and product specific
to AML. It is to be noted that staff are recruited with diverse background from well-known
sectors such as banking, Corporate Service Providers (CSPs), revenue commission and other
areas possessing the relevant skills and knowledge.

The risk-based supervisory programme is in the process of being implemented. It is to note that
the on-site staff of the Fiancial Surveillance Division (FSD) have just recently performed a
limited-scope examination pertaining to AML/CFT on banks. However, off-site data is very
limited. Additionally, these inspections are being conducted in conjunction with FIU. FSD
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supervisors adhere to the CAMELS model”® to perform on-site and off-site inspections which
are performed on a risk-based approach (RBA) basis. Analysis of the operational risk of Fls,
which falls under management of the CAMELS model, will take mto account ML/FT risk
components that may exist.

The working group also takes note that due to resource constramts, the FIU performed only
two ML/FT mspections on banks in 2014 and 2015. However, in 2016 there were 4 inspections
as per Annex 14. Following the setup of FIU’s Regulatory Inspection Unit in December 2015
and an increase in resource capacity, the FIU was able to prioritize their inspections. Seven
banks are currently subject to on-going on-site and off-site examinations. FIU adopts a risk-
based supervisory regime for ML/FT. Supervisory activities are targeted on 10 components
which are assigned with individual ratings and guide the appropriate action that is allocated to
the banks on a proportional basis, commensurate to the risk level

1.3.4.1 Deficiencies
The following deficiencies were observed relating to the effectiveness of supervisory
procedures and practices;

CBS and FIU regulators require an enhanced training program to undertake AML audit, as well
as specialist training on risk-based supervision and on-site inspection. It should be noted that
regulators still lack experience in this field.

In view of the recent move to adopt a comprehensive risk-based approach to AML/CFT
supervision there is still a need for capacity building for both CBS and FIU examiners. More
specifically examiners require an enhanced understanding of the RBS approach which will
allow more effective and focused supervision. Additionally, staff would be required to build
on theirr existing knowledge and knowhow on best practices adopted internationally whilst
enhancing their exammation techniques.

Whilst, the number of examiners undertaking AML risk examination has increased steadily in
the past few years, they still lack experience and knowledge to effectively identify AML risk.
To this end significant resource has to be allocated in the near future to address this issue.

With regards to off-site submission of information by supervised entities, this is still very much
deficient. In view of this, it is difficult to effectively implement the RBS approach as examiners
lack the information and tools to undertake a risk profile of supervised institutions.

Whilst the FIU has policies, procedures and manuals as part of the supervisory framework,
there is an urgent need to update these such that it reflect the latest development and emerging
risk. On the other hand CBS is still developing its AML/CFT examination manuals and
incorporating a risk rating within its operational risk framework. This is in view that CBS only

T9https://www.researchgate.net/publication/283854804 CAMELS' ANALYSIS IN_BANKING INDUSTRY
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started AML supervision in 2015. Prior to that, AML supervision was solely the purview of
the FIU.

It is also observed that despite closer coordination and co-operation between the CBS and FIU,
there still remains a supervisory gap which needs to be addressed urgently. It is observed that
CBS and FIU are conducting joint examinations; however, it is still not clear how the co-
ordination between the two agencies operates, how mformation is shared and actions taken
against institutions nor is the coordination clear as part of the development of the supervisory
framework. In view of the above information CBS and FIU have to develop a clear framework
for supervising entities in the purview of both mstitutions.

It is observed that over the past one year the regulators have intensified their on-site
examinations of supervised entities. Nonetheless, prior to that there was a significant deficiency
in on-site examinations conducted. For example from 2006 to 2014, there were only 9
examination conducted. This may have been due to a lack of resources.

Based on the assessment criteria and collected information/data this variable was rated
Medium Low.

1.3.5 Availability and Enforcement of Administrative Sanctions

The importance of the availability and enforcement of administrative sanction, as a component
of supervisory action, is to further strengthen supervisory powers against FIs for non-
compliance. The more the sanctions are effective, proportionate, and dissuasive, the more
likely it is that management and staff members will comply with AML laws and obligations.

With regards to imposing sanctions on FIs for non-compliance with AML obligations, it has
been observed that the AML Act does not contain administrative sanctions but makes reference
only to criminal sanctions. It is to note that as per section 34(b) of the FIA%?, FIs must ensure
that adequate measures to prevent money laundering and terrorist financing are adopted and
implemented according to the law in order to maintain an appropriate AML control framework.
To note, the administrative sanctions available for CBS to enforce are limited, as it does not
contain monetary penalties. The administrative penalties imposed may include the removal of
critical staff and withdrawal of bank licenses.

Generally, most individuals working in the banking sector believe that administrative action
would be nitiated in case of non-compliance with AML requirements. However, the working
group takes note that individuals in the banking sector have never been prosecuted for non-
compliance and not much emphasis is placed on prosecution.

80http://greybook.seylii.org/w/se/CAP79#!fragment//KGhhc2g6K GNod W 5rxI Vhbs SHb3JUZXh 00icnK Sxub3R

Ic1F1ZXJ5x] YnLHNjcm9sbEPEIMSK OiFuxKd I YXT Eh8SgxKTL EpMS XL TEts SHU8SQd ELEpFJETEV
WOQUSDRSx0YW16d G9jK Sk=
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1.3.5.1 Deficiencies
The following are deficiencies observed relating to the availability and enforcement of
administrative sanctions.

As observed the AML Act does not have administrative sanctions, it has only criminal
sanctions hence the FIU which has the primary mandate for AML/CFT regulation is unable to
mpose any administrative penalties on supervised entities. On the other hand CBS has ability
to impose administrative sanctions as per section 34(b) 53 and 63 of the FIA. However this is
limited to removal of only admmistrative staff such as the CEO. It does not include actions
which may be taken against other members of staff. With regards to action that can be taken
against institutions itself this is also limited. For example in worst case scenarios the regulator
may revoke the license. In view that effective admnistrative sanction such as monetary
penalties are not available to the regulators this can be a significant constraint to taking actions
against mndividuals or institutions in contravention of the law and also does not act as a
deterrent.

From statistics received no administrative sanctions have ever been taken against any staff or
entity for breach of AML laws or regulations. In view of this it may be argued that staff or
supervised entities may feel that the regulators may not have adequate expertise to take action
against them and hence promote some undesirable actions in respect to AML compliance.

Based on the assessment criteria and collected information/data this variable was rated Low.

1.3.6 Availability of enforcement action of criminal sanctions

Criminal sanctions are essential in cases of non-compliance with AML laws and regulations.
This should include sanctions for serious and deliberate (or criminally negligent) breaches that
can be ancillary to the money laundering offense. Sanctions should be applicable not only to
FIs but also to their directors and senior management. Effective, proportionate, and dissuasive
criminal sanctions, will encourage staff and management to be more cautious in complying
with AML laws and obligations.

The AMLA caters for appropriate crimnal sanctions to be i place for non-compliance with
AML obligations, and for individuals in the banking industry to regard the criminal sanctions
regime as sufficiently dissuasive to positively influence individual behaviour patterns. In the
AMLA, crimmal sanctions and enforcement actions against FIs are covered by various
penalties and offences in the eventuality of contravention. These sections are stipulated under
Part 6 ‘Offences and Penalties’, Section 3 paragraph (1) (2) (3) and (4) ‘Offence of Money-
Laundering’. However, it is noted that to date, there are no existing records of successful
convictions for criminal enforcement against members of the bank’s management or

employees.
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1.3.6.1 Deficiencies
The AML legislations adequately provide for enforcement. However, there remain certain
deficiencies, which are explained below.

The lack of action taken by regulators and enforcement agencies may be indicative of either:
e minimum instances of breach;
e alack of expertise to effectively investigate and prosecute; or
e a lack of commitment on the part of regulators to pursue a case to the full
extent of the law in view of potential reputational impact it may have on the
mstitution and jurisdiction.
In terms of deficiencies, efforts must thus be made to ensure that supervisory and enforcement
staff mvestigatng ML breaches receive sufficient technical training to compile a criminal case.

On a further note, in many instances the cases are remediated before the issue can be brought
to court.

Based on the assessment criteria and collected mnformation/data this variable was rated
Medium.

1.3.7 Availability and Effectiveness of Entry Controls

A country has effective entry controls if there is a comprehensive legal and regulatory
framework, which provides authorities with appropriate powers, a sufficient level of traned
staff, and other resources with which to carry out therr duties. Effective entry controls help to
reduce money laundering vulnerability and ensures a higher level of compliance.

The FIA make reference that a person shall not advertise for, or engage in banking business or
foreign exchange business, as the case may be in Seychelles, without being issued a banking
license by the Central Bank. As per sections 5 and 6 of the FIA, CBS processes applications
for banking licenses. To note, there are trained staff who are skilled and competent to review
applications, which includes analyzing business models; organizational structure; fit and
proper status of the shareholders and administrators; risk management policies, procedures,
and mternal controls. Further to the FIA sections 5 and 6, it states that all the required
documentation and information is to be submitted by the applicant. This will allow the
regulators (CBS/FIU) to evaluate the risk posed. Nonetheless, there is a need to strengthen the
law with regards to the various criteria the regulator should use when evaluating the
applications, more specifically to the AML risk the entity may pose to the financial system.

Given that this is the first NRA assessment carried out in Seychelles, the results and findings
of this exercise will be the method by which evaluation of whether or not there is a good
understanding and appreciation for the ML risks within the banking sector takes place.

87 |Page



However, with the issue experienced with BMI®! such, has paved the way for more awareness
on ML/FT and to take enhanced monitoring and measures.

Fit and proper evaluations are conducted on all shareholders and admnistrators of the
applicant. Checks are also carried out within the group structure. This is done with the
assistance of a number of domestic and international regulatory agencies. However, there is a
need to strengthen the fit and proper framework; for example, the scope of coverage of key
personnel needs to be expanded.

In regards to having appropriate educational and professional certification requirements for key
directors and senior management, the current legislative requirement is somewhat lacking in
this respect. It does not give the regulator enough power to require mmnimum professional and
educational qualifications and some roles are also not subject to fit and proper status (e.g Chief
Financial Officer, Chief Operations Officer, and Head of Treasury).

1.3.7.1 Deficiencies

Whilst it is observed that there is a growing appreciation and understanding of what is the
money laundering risk of the banking sector, it is clear that this is only recent, and hence, much
more work needs to be done in this regard. As mentioned previously, staff processing license
applications will need to enhance their knowledge in understanding AML risk.

From observations made, section six of FIA needs to be strengthened such that greater
consideration is given to the potentiall AML risk that an applicant may bring to the financial
system.

Whilst there exists a comprehensive framework for licensing, there is scope to enhance the fit
and proper framework. For example the current framework applies only to the shareholders,
CEO, and Board of Directors. This is deemed not sufficient as there are other key positions
within the bank that require the staff to pass a fit and proper test. These include posts such as
Deputy CEO, Finance Manager, Operations Manager, Compliance Officer, Internal Auditor,
Head of Treasury, etc. Additionally it is observed that there is not enough focus on the
appropriate educational and professional certification requirements in the fit and proper test.

Whilst the working group does acknowledge that there is generally a shortage of qualified
professionals in the labour market, it is intended that a transition period is given as the CBS
extends the fit and proper rule to other designated persons. The transition period will allow for
the applicable training to be undertaken.

Based on the assessment criteria and collected information/data this variable was rated High.

81http://www.seychellesnewsagency.com/articles/1750/Seychelles+Central+Bank-+takes+control+of+beleaguere
d+%3Cb%3EBMIO%3C/b%3E+bank
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1.3.8 Integrity of Bank Staff

A financial mstitution needs a strong base of integrity in their employees. The successful
operation of a financial company depends on the moral compass of those involved. The
mtegrity of a bank staff is evaluated in cases as to whether staff acts n a wilfully blind manner
or colludes with criminals or acts corruptly. It will also ensure that they do not become
unwittingly involved with crimmals that seek to use the bank’s products including the staff’s
specialized knowledge and skills.

On-site mspection carried out by the FSSD, has revealed several deficiencies which further
indicates that staff do not take the necessary measures when it comes to issues regarding
AML/CFT. Nonetheless, observation made with regards to the incidence of integrity failure
mvolving the bank staff is categorized as low. The evidence taken from the report on fraud and
other economic crime disclosed by banks to FIU, shows that only six cases were officially
reported against bank staff from 2011 to date. However, it also worth noting that there are
numerous unreported cases involving breaches of conduct of bank staff. Such cases are either
unreported or settled internally as banks may be concerned with the reputational, regulatory
and legal risks associated with reporting incidents mvolving an AML breach. As such, banks
prefer to take disciplinary action against their staff. This may include and is not limited to
demoting staff, terminating staff with notice, and the acceptance of the staff’s resignation.

1.3.8.1 Deficiencies

The following are deficiencies observed relating to the integrity of bank staff:

e  Under-reporting by banks.

e (Cases whereby bank staff lacks awareness on ML/TF or do not take cognizance
with regards to ML/TF consequences, hence leading to collusion with corrupt
individuals.

Based on the assessment criteria and collected information/data this variable was rated Low.

1.3.9 AML Knowledge of Bank’s Staff

To identify, monitor and mitigate the existing risk associated with ML/FT, it is essential that
bank’s staff are knowledgeable of such risk, in order to effectively safeguard the nstitution and
take timely action where necessary. Banks should also verify that staff being employed have
mtegrity and are adequately skilled and possess the knowledge and expertise necessary to carry
out their function, in particular where they are responsible for implementng AML/CFT
controls.

In view of the above, it was observed that the required level of AML knowledge was not to the
expected standard for the period between 2007 and 2009. It was observed that not all banks
had a formal AML training program in place while in some AML training was focused more
on compliance function and not necessarily on other support functions such as lending,
operations, finance, and so forth. However, it is recognized that where a bank is governed by a
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parent bank and has group standards i place, their AML policy and standards are adopted in
ful and ther staff traning becomes mandatory where staff acquires knowledge and
understanding of the AML. In recent years the banks had proved that staff are now aware of
the AML policies and procedures. This may be due to external pressure from correspondent
banks. The CBS conducted a traming on AML in 2004 and in November 2015, the FIU had
conducted its AML/CFT sensitization program to all bank’s CROs who are expected to train
staff in their respected areas and this has served to increase staff awareness with this regard.

In regards to staff having adequate knowledge and regular update on domestic and transnational
money laundering schemes and typologies, the working group opined that staff are made aware
through trainings of some money laundering schemes known to them as red flags, including
the misuse of the banks products and services. However, where AML system is in place this is
ruled by the various typologies which are not made known to staff members in avoidance of
the mherent risk that may mmplicate staff.

It is to note, that only staff working in selected functions, such as in front office account
opening, are aware of the AML procedures in place; whereas, AML training should encompass
all functions/departments within the bank. Outcome of FIU's examinations indicated that whilst
some banks have adopted an internal report to be utilized by staff members wishing to report
suspicious transactions to the CRO, other banks are yet to formalize same which is one area
being looked at during the on-site nspections.

Staff members understand the legal consequences of AML compliance breaches; however, it
is their perception that these will not be enforced, as historically there has not been any
prosecution for non-compliance. To some extent the legal consequences of AML are covered
mn bank's training and that mmparted by FIU to all banks' CRO's at the sensitization sessions.
Moreover, staff understanding is measured during the on-site examination.

1.3.9.1 Deficiencies
The following are deficiencies observed relating to the AML knowledge of bank’s staff:

e There is a lack of refresher trainings in place; resulting in staff becoming
complacent with the procedures;
e Notall staff, wrespective of therr roles, have undergone the AML tramings;

e Where bank's policy on traning did not exist or were not consistently
mplemented staff had limited knowledge of the AML risks and were not
familiar with the AML legislation and guidelines

e  Staff are not well versed towards AML/CFT issues relating to cross border
transactions.

e  Most banks lack a dedicated MLRO/CRO
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Based on the assessment criteria and collected information/data this variable was rated Medium
Low.

1.3.10 Effectiveness of Compliance Function (Organization)

With growing regulatory demands, major financial institutions such as banks are devoting
substantial resources to compliance functions. A compliance program helps mstitutions and
their employees conduct operations and activities ethically, with the highest level of mtegrity,
and in compliance with legal and regulatory requirements. Hence, such program aids in
minimizing the risk of regulatory failure and the resultant sanctions and damage to Fls
reputation.

1.3.10.1 Deficiencies

Currently there are significant differences among various banks with regards to having an
effective compliance programme inclusive of monitoring transaction patterns. To note, not all
bank have a fully-fledged dedicated compliance function. Whilst all banks have a monitoring
transaction system there is still room for improvement in terms of calibrating the various
parameters. Bank staff needs to enhance their knowledge with regards to enhanced transactions
monitoring. Not all banks have fully adopted a risk based approach to AML compliance,
particularly with regards to risk profiling and risk classifications.

Whilst some banks do have a MLRO/CRO, others appoint this role on to senior officers who
already assumes other responsibilities, hence objecting the fundamentals of independency. As
a result of this, serious lapses in reporting STR may occur, which can create conflict of interest.
Additionally, where compliance function is available, it is not adequately resourced. The
regulators could not observe any specific cases whereby banks have disciplined/taken actions
against ther staff in cases of AML breaches. If any such actions are taken these are not
documented by the banks. The regulators have observed that very few banks conduct AML
specific internal audit and thus far no banks conduct external AML audit.

Based on the assessment criteria and collected information/data this variable was rated Very
Low.

1.3.11 Effectiveness of Suspicious Activity Monitoring and Reporting

Suspicious activity detection and monitoring at financial mstitutions should be a wide process
that considers the entire customer relationship. Institutions of any size and complexity can
achieve a strong, customer-focused suspicious activity monitoring function by thinking broadly
when opening new accounts and monitoring existing accounts. A common oversight at many
mstitutions often includes some of the bank's most basic products and services. Monitoring a
customer's entire relationship can give bankers greater perspective on the legitimacy and
legality of a customer's business and transactions. Proper monitoring and reporting processes
are essential to ensure that the bank has an adequate and effective compliance program. This
also includes having appropriate policies, procedures, and processes in place to monitor and
identify unusual activity.
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1.3.11.1 Deficiencies

Most banks have mnformation systems in place that enable and facilitate the monitoring of
transactions of clients against their profiles. However, there is room for improvement in
calibrating the various parameters in the system. This could entail the process being more
dynamic and risk based, in order to ensure that the latest emerging trends are featured within
the system. Transactional records are available, however for some banks there is a lack of
consistency in the quality of supporting documents provided to support AML related
transactions.

There are various degrees of consistency across the banking sector in performmng PEP
screenings, as some banks have effective system whilst others are still implementing PEP
monitoring framework. Additionally, there is room for improvement in enhancing staff
knowledge to effectively use the system for PEP screening. The system in place, also allows
the bank to identify and record complex and unusual large transactions, but regardless of this,
staff are not effectively maximizing the potential of these systems. Moreover, with the lack of
a MLRO/CRO, not all banks are effectively identifying and reporting suspicious activity.

Based on the assessment criteria and collected mnformation/data this variable was rated
Medium.

1.3.12 Level of Market Pressure to Meet AML Standards (Optional Criteria)
Cross-border correspondent relationships require banks to comply with international AML
standards i order to maintain such relationships. Hence, most banks are facing pressure from
their correspondent bank to ensure they are in adherence with international standards. This is
n line with the emerging trend of correspondent bank de-risking in an environment of more
stringent AML control. Banks with mternational affiliation are seen to be more sensitive to
mternational AML regulation. Regulators have observed that banks have responded to
mternational and national reputational risks by attempting to enhance AML related control.

1.3.12.1 Deficiencies
No major deficiencies noted.

Based on the assessment criteria and collected information/data this variable was rated High.

1.3.13 Availability and Access to Ultimate Beneficial Ownership (UBO) Information
Countries should take measures to prevent the misuse of legal persons for money laundering
or terrorist financing. Information on the UBO and control of legal persons must be adequate
and accurate, and such must be obtainable or accessible in a timely manner by competent
authorities.

Most of the banks will request the relevant information from clients (account opening checklist
and forms) to identify the UBO(s). Moreover, the banks also required the submission of a
declaration of UBO. This will be substantiated with relevant incorporation documents. In some
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cases, banks also require clients to provide a timely notification (within 30 days of submission)
n the event of a change in the UBO information. Nonetheless, banks have no avenues to
independently verify the accuracy of the information and documents submitted.

The above practice of requesting a UBO declaration is extended to all companies. Banks thus
rely on this declaration.

At present, Section 356 to 360 of the IBC Act, 2016 (IBCA) provides that offshore companies;
(International Business Companies) must maintain a UBO register. The UBO register can be
made available, subject to reasonable notification period. According to Section 360(2) of the
IBCA, written notice must be provided once a relevant change of UBO occurs.

Based on the assessment criteria and collected mformation/data, this variable was rated as
Medium.

1.3.13.1 Deficiencies
The level of consistency in the approach taken by banks to ensure a UBO declaration remains
a mandatory requirement during the on-boarding process.

1.3.13.2Availability of reliable identification infrastructure

Financial transparency and customer identification and verification processes are enhanced
when AML-regulated institutions are able to verify the identity of customers using reliable,
independent source documents, data or information. A good identification infrastructure will
also prevent the use of fake documents and false identities, which may obstruct the ability to
detect and investigate money laundering and trace the proceeds of crime.

An independent and reliable information source available at the Central Bank is that of the
Credit Information System (CIS). The CIS has proven to be a very useful tool for all regulated
mstitutions as it aims to assist lending institutions in assessing the credit worthiness of a client
thus promoting greater efficiency in credit allocation, hence providing useful background
mformation on customers. The system also assists in the management of credit risk and pricing
of credit according to clients’ track record. It is to be noted, that Seychelles does not have any
mndependent private credit bureaus/agencies.

Other relevant information required during the Know Your Customer (KYC) process
performed by the bank, is to obtain the address details of the customer. Clients are generally
required to provide their utility bill as a proof of address. It has been observed by regulators
that most banks do not capture the full address details of the client and will opt only to use the
P.O box address instead, which is not deemed to be adequate and useful in cases of physically
contacting the client.

Based on the assessment criteria and collected information/data this variable was rated Very
High.
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Summary of proposed Actions and Recommendations

Based on the findings of the WG, a comprehensive list of recommendations has been provided
at Annex 1. Further to this, a proposed action plan has been devised to curtail the deficiencies
identified within the sector and is located in Annex 4.

1.4 MONEY LAUNDERING RISK AT DNFBP

1.4.10bjectives
The objectives of the exercise were to assess the AML/CFT threats faced by the DNFBP sector

within Seychelles.

DNFBPs consist of the following entities that the team considered as being most at risk of being
utilized for money laundering purposes:

1. Casinos

2. Motor Vehicle Dealers and Real Estate Agents
3. Legal Practitioners

4. Boat & Yacht Dealers

5. Precious Metals and Stones Dealers
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The team handlng DNFBPs comprised of individuals from both the private and public sector.
The nitial meeting was well attended but the subsequent meetings saw a minimum of about five
people who continually attended the meetings.

1.4.2 The National Risk Assessment Process

1.4.2.1 Organization of the NRA Process

The NRA process commenced with a workshop facilitated by the World Bank. All stakeholders
mvolved n the NRA were mvited to participate and were divided into the appropriate groups
which were led by Team Leaders. Depending on the requirements, the various teams met either
weekly or fortnightly and decided on the mode of data collection.

1.4.2.2 Participants
The team handling DNFBPs comprised of a diverse group of individuals from both the private
and public sector. They were selected as they were either engaged i the particular industry or
were familiar with it.

The mitial meetings were well attended but the subsequent meetings saw a minimum of only
about five people who continually attended the meetings despite a letter being sent by the
Minister of Finance requesting their presence in the event. Most of the participants from the
private sector informed the Team Leader that because of work constraints they were unable to
participate in the meetings which were held on a fortnightly basis.

This posed a lot of problems especially in the compilation of the data such that in the end, the
Team Leader had to visit the various DNFBPs with a colleague to complete the questionnaire
and collect the information.

1.4.2.3 Data
The Working Group met every fortnight over an eight month period since February 2016 and
also laised with National NRA Coordinator.

Most of the stakeholders in the DNFBP sector are from the private sector and the research
process consisted mainly of questionnaires and on-site visits to obtain the required information.
Some of the stakeholders took their time to respond to the questionnaire but some did not
respond. The Team Leader eventually had to visit the remaining stakeholders to complete the
questionnaire and obtain the nformation required.

The following agencies were selected for the NRA process and subsequently interviewed as
part of the information gathering process:

e Motor Vehicle Dealers
e (Casmos
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e Accountants & Auditors

e Real Estate Agents

e Precious Metals & Stones Dealers
¢ Boats & Yachts Dealers

e Lawyers

The Pie Chart below illustrates the DNFBP sector percentage wise.
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For future updates of the NRA, it is suggested that only serious and committed people be
considered.

Pie Chart 1: DNFBP Sector

1.4.2.4Domestic Perception

The domestic perception of the risk of money laundering within the DNFBP sector in
Seychelles is medium high amongst some of the entities as most of the business activities are
being conducted i cash. Motor Vehicle Dealers, Casinos and Real Estate Agents are
considered as posing a higher money laundering risk.

Recognizing the risk in the Motor Vehicle sector, in his address before the National Assembly
on 18 October 2016, the President of the Republic, Mr. Danny Faure, stated that “henceforth
the condition for the registration and transfer of vehicle ownership requires proof of banking
transaction from the account of the buyer of the vehicle to the account of the seller of the
vehicle. This will apply similarly to land transactions; similarly to transactions of shares in
companies. The measures target individuals who are using the system to launder ill-gotten
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gains.”®?The Seychelles Licensing authority immediately started ensuring that the various Car
Dealers complied with this. Examiners from the FIU have started conducting inspections to
ensure that the Vehicle Dealers adhere to this new requirement and this will go towards
reducing the risk of money laundering within this sector.

1.4.2.5 International Perception

Internationally, Seychelles is perceived as a high-risk jurisdiction in terms of its reputation as
an offShore haven, and this is reflected in the higher levels of scrutiny on transactions involving
Seychelles banks. International cases like the "Panama Papers"®® and the "I MDB'"* case in
Malaysia whereby the names of Seychelles IBC's have only solidified this perception despite
the good work done by the regulators and supervisors.

1.4.2.60verall ML Risk Level as a function of ML Threat and ML Vulnerability

The overall threat of ML within the DNFBP sector has been assessed as Medium High while
overall vulnerability to ML has been assessed as Medium-High. Accordingly the ML risk
level in the country can be rated as Medium-High according to the below map.

ML risk level Map
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The assessment has provided the basis for a clearer awareness and understanding of the ML
risk factors specific to Seychelles including potential threats and vulnerabilities. Additionally
it has allowed a range of relevant stakeholders to identify the measures required to comply with

82http://www.statehouse.gov.sc/speeches.php?news_id=3197
s3shttp://www.seychellesnewsagency.com/articles/4928/Panama+Papers+Seychelles%27+authorities+%27conc
erned%2C%27+plan+to+investigate+allegations+of+IBC+misconduct

sshttp://www.seychellesnewsagency.com/articles/5612/Seychelles+financial+authorities +find+ho+funds+or+as
sets+links+in+MDB+probe

http://www.nation.sc/article.html?id=250312
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the substantive standards. The assessment results should encourage a proactive approach to
designing measures to mitigate the identified risks.

1.4.3Money Laundering Threat at National Level

Motor Car Dealers are seen to pose a higher risk on money laundering as criminals invest their
ill-gotten gains in such type of assets notably in Car Hire companies. This can be substantiated
by the seizure of 20 cars from two Car Hire Companies belonging to two individuals suspected
of engaging in criminal activities®>.

As indicated above, the pronouncement by the President that future purchases of cars must be
made either by Bank Transfers or payment by cheques will go towards reducing the money
laundering threat. The Seychelles Licensing authority immediately started ensuring that the
various Car Dealers complied with this requirement but no legislation has been enacted to
enforce the pronouncement made. Examiners from the FIU have conducted nspections of two
motor vehicle dealers to ensure adherence to the requirements of the AML Act notably
information ascertaining the origin of the source of the funds. Crimnals usually invest in motor
vehicles, some of which can be placed in the names of relatives and friends with payments
being made in cash. With the seizure of 12 cars by the FIU in 20168¢ and an additional 8 cars
m early 2017, the crimnal fraternity was shocked and now avoids mvesting therr illegal
proceeds in such assets as then can be the subject of a seizure by the FIU.

As regards money laundering within the Real Estate sector, purchases were also sometimes
made in cash for foreigners by Seychellois who act as nommee Directors. After a period of
time, the Seychellois Directors resign and the company which is owned by foreigners is the
owner of the property without having sought prior approval of MLUH as is required. Suspected
drug traffickers may also purchase assets and place them in the name of relatives and other
people.

Senior staff in sectors such as Casinos, Real Estate, Accountants, Auditors, Lawyers and Motor
Vehicle Dealers has been exposed to training on AML by the FIU to help them to better
understand their statutory duties under the AML Act as well as be able to identify money
laundering schemes and threats in their respective sectors. This plus the ongoing inspection
program by examiners from both the FSA and FIU will ensure that the risk of ML is mitigated.

Boat and Yacht dealers provide an avenue for crimnals wishing to launder their illegal funds
and as such, this activity is considered as high risk.

sshttp://www.seychellesfiu.sc/#tab_media
sshttp://www.seychellesnewsagency.com/articles/5393/Seychelles+seizes+%2 C+in+assets+in+first-

time+operation

http://www.seychellesfiu.sc/#tab _media
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The sectors most at risk of money laundering are in the Casinos and Motor Vehicles sector.
Motor Vehicles as indicated above poses the greatest risk whilst Casinos now with the
emergence of Junkets will also pose a problem.

The main source of funds from criminal activity in Seychelles is from drugs coming into the
country from Kenya, Madagascar, India, Pakistan and Afghanistan. Some of the funds from
this activity have been invested n Car Hire companies as exemplified in the Alphonse and
Onezime®’ cases whereby the FIU seized a total of 20 cars. Some of the proceeds are also
mvested in Real Estate as seen in the Alphonse case.

1.4.4 Money Laundering Vulnerability at National Level

The overall ML vulnerability in the DNFBP sector can be rated as Medium High (MH) due to
deficiencies in the different sectors below. Details of the assessments can be found at Annex
15. Casinos, Motor Vehicle Dealers, Real Estate and Boat/Yacht dealers pose the greatest
vulnerability as they all deal in cash. On-site examinations have revealed that these sectors lack
strong AML procedures. However, officials from the FIU and SLA have met with
representatives of Car Dealers and discussed ways to mitigate the risk of cash within this sector.
The FSA who is the regulator of the Casino sector has been strengthening its capacity by
entering mto MOUs with other foreign regulators as well as exposing ther staff to traming on
monitoring and supervision of such entities.

Accountants and the legal sector often handle funds/assets on behalf of their clients and as
such, are seen as being vulnerable especially if no due diligence measures are undertaken with
regards to the source of funds or PEPs. They may also be involved in the offShore sector in the
creation or administering of legal persons and arrangements. Their vulnerability can be seen in
the case of a local lawyer who provided advice on how to launder funds and was later exposed
on Al Jazeera TV. Continual sensitization on AML as well as regular on-site inspections will
help mitigate this vulnerability.

1.4.5 Money Laundering Risk at Casino Sector

The overall vulnerability of the Casino sector can be rated as Medium High as they are apt to
be used for money laundering purposes as the business handles mostly cash. Clients who wish
to avoid paying taxes or launder their funds will gamble at the Casinos with the winning
providing a clear paper trail as to the source of their winnings. Alternatively, they may give
other individuals money to gamble on their behalf. There is also the possibility that clients will
buy chips, gamble a bit and later cash in theirr chips to create a paper trail. To mitigate this
threat, the FIU conducted training on AML for the staff of most of the Casinos with the
emphasis on how to detect money laundering schemes. Examimers from the FIU have
commenced on-site mspections of Casinos to verify compliance to the AML Act. There are
five licensed Casinos of which only three are operating actively and they are the three biggest

87(2017)SCSC 188 FIU vs. Andy Onezime
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Casinos. The Casino at Eden Island and the one previously operating at the Pirates Arms have
ceased operations in 2016.

After completing the World Bank NRA methodology with the necessary mnformation, the
following results were obtained with regards to Casinos:

Chart 1: Casino Output Chart

Details Rating
Final Vulnerability of the Business / Profession Medum High
Inherent Vulnerability of the Business / Profession High
Quality of AML Controls Medium Low
Quality of Operations Medum Low
Quality of AML Supervision Medum
Quality of AML Policies & Procedures Medium High
Quality of CDD Framework Low
Commitment and Leadership of Management Medium
Compliance level of Staff Medum Low

1.4.5.2 Money Laundering Risk at Accountants & Auditors

The overall vulnerability of the Accountants sector can be rated as Medum Low as
Accountants act on behalf of their clients and as a result are in a position to engage in or act as
conduits for money laundering. They may also be nvolved in the offShore sector in the creation
or administering of legal persons and arrangements. The Association of Accountants®®, a self-
regulatory body has been set up but membership is not mandatory. A draft proposed bill to
regulate the Accountants sector is yet to be considered. However, examiners from the FIU have
conducted on-site examinations of Accountants/Auditors to ensure compliance with the AML
Act. Under the AML Act, an auditor who during has reasonable grounds to suspect that
mformation concerning any transaction may be related to the commission of criminal conduct,
should report the transaction or attempted transaction to the FIU. So far, no such report has
been received by the FIU.

After completing the World Bank NRA Methodology with the necessary mformation, the
following results were obtained with regards to Auditors and Accountants:

Chart 2: Accountants/Auditors Output Chart

Details Rating
Final Vulnerability of the Business/Profession Very Low
Quality of AML Controls Medium Low
Quality of Operations Medium Low

sshttp://www.nation.sc/article.html?id=228575
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Quality of AML Supervision Low
Quality of AML Policies & Procedures Medium
Quality of CDD Framework High
Commitment and Leadership of Management Medium Low
Compliance level of Staff Medium

1.4.6 Money Laundering Risk at Motor Vehicle Dealers

Though local Motor Vehicle dealers claim that only 10 percent of their sales are paid in cash,
they are still considered as a high risk group and the overall vulnerability of this sector can be
rated as High. Crimmals nvest therr ill-gotten gains in such type of assets notably n Car Hire
companies. This can be substantiated by the seizure of 20 cars from two Car Hire Companies
belonging to two individuals suspected of engaging in criminal activities®’.

The pronouncement by the President that future purchases of cars must be made either by Bank
Transfers or payment by cheques will go towards reducing the wvulnerability of money
laundering in this sector. Though SLA has started to take measures to ensure that this directive
is complied, no legislation has been enacted to enforce the pronouncement made. Examiners
from the FIU have conducted inspections of motor vehicle dealers to ensure adherence to the
requirements of the AML Act notably nformation ascertaining the origin of the source of the
funds. The wvulnerability exists when criminals invest in motor vehicles, some of which can be
placed in the names of relatives and friends with payments being made in cash. With the seizure
of 12 cars by the FIU in 2016°° and an additional 8 cars in early 2017, the criminal fraternity
was shocked and now avoids investing their illegal proceeds in such assets as then can be
seizure.

After completing the World Bank Methodology with the necessary information, the following
results were obtained with regards to motor Vehicle Dealers.

Chart 3: Vehicle Dealers Output Chart

Details Rating
Final Vulnerability of the Business/Profession Very High
Quality of AML Controls Low
Quality of Operations Low
Quality of AML Supervision Low
Quality of AML Policies & Procedures Medium
Quality of CDD Framework Medium High

89http://www.seychellesfiu.sc/#tab_media

ohttp://www.seychellesnewsagency.com/articles/5393/Seychelles+seizes+%2C+in+assets+in+first-

time+operation

http://www.seychellesfiu.sc/#tab _media
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Commitment and Leadership of Management Low
Compliance level of Staff Low

1.4.7 Money Laundering Risk at Precious Metals and Stones

The overall vulnerability of the Precious Metals and Stones sector can be rated as Medium High
with payments being made i cash, a lack of CDD framework and controls thus making it
susceptible to being used for money laundering purposes. There does not seem to be any control
or supervisory oversight with regards to the purchase and eventual export overseas of used gold
artefacts which may be related to burglaries committed by criminals.

After completing the World Bank Methodology with the necessary information, the following
results were obtained with regards to Precious Metals & Stones Dealers:

Chart 4: Precious Metals Output Chart

Details Rating
Final Vulnerability of the Business/Profession Medium High
Quality of AML Controls Low
Quality of Operations Low
Quality of AML Supervision Low
Quality of AML Policies & Procedures Medum
Quality of CDD Framework Low
Commitment and Leadership of Management Medium Low
Compliance level of Staff Medum Low

1.4.8. Money Laundering Risk at Real Estate Dealers

The overall vulnerability of the Real Estate can be rated as High as criminals can hide their ill-
gotten gains in this sector. Purchases in Real Estate are sometimes made in cash for foreigners
by Seychellois who act as nominee Directors. After a period of time, the Seychellois Directors
resign and the company which is owned by foreigners is the owner of the property without
having sought prior approval of MLUH as is required. Suspected drug traffickers may also
purchase assets and place them in the name of relatives and other people.

A delegation from the FIU met with Real Estate Dealers and learnt of the following risks
inherent to this sector:

e Of the five Real Estate Agents interviewed, senior officials from three agencies have

participated in the AML training organized by the FIU after which one officer passed
on what she had learnt to her colleagues. Two agencies have no training in AML.
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e One agency caters for high-end clients and conducts all CDD on her clients including
a PEP declaration. The others cater to both locals and foreigners and also conduct CDD
on all clients. They also rely on Lawyers to do their CDD which is high risk;

e For foreigners, government sanction is required and all the agencies claim that this is
sought beforehand. There have been instances whereby this requirement has been by-
passed by locals who have acted as nominees for foreigners.

e The Real Estate Board set up by the Estate Agents Act considers applications for
registration as an Estate Agent. Must hold a Certificate of Practice in Estate Agency or
a mmimum of 5 years’ experience in Estate Agency Work. So far 9 agencies have been
registered, two of whom are not active.

e The Real Estate Board has never met with the Real Estate Agents nor conducted any
supervision to ensure that they are not engaging in illegal activities. Board merely relies
on information received from aggrieved clients or otherwise to take disciplinary action
against a registered agent. This has led to unregistered individuals and companies trying
to sell real estate;

e To-date no cases of refusal on account of failure to meet AML controls has been
encountered by the Board;

e Some Real Estate Agents merely act as middlemen between the buyer and seller and
does not know anything about the transactions.

e Real Estate Dealers claim that they do not accept cash and bank transfers are preferred.

After completing the World Bank Methodology with the necessary information, the
following results were obtained with regards to Real Estate Dealers.

Chart S: Real Estate Dealers Output Chart

Details Rating
Final Vulnerability of the Business / Profession Medium Low
Inherent Vulnerability of the Business / Profession Medum Low
Quality of AML Controls Low
Quality of Operations Low
Quality of AML Supervision Medum High
Quality of AML Policies & Procedures Medium
Quality of CDD Framework Medium Low
Commitment and Leadership of Management Medum
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Compliance level of Staff Low

1.4.9 Money Laundering Risk at Lawyers

The overall vulnerability of the Legal sector can be rated as Medium Low. Lawyers mamntain
accounts on behalf of their clients and as such are susceptible to being utilized for money
laundering. The judiciary circulated a questionnaire to its lawyers and the results indicate the
problem and risks faced by lawyers.

The Legal Profession in Seychelles consists of admitted attorneys-at-law, notaries, persons
authorized to provide legal advice under section 13A of the Legal Practitioners Act®! and persons
who are employed in the Chambers of the Attorney General. The latter are not included for the
purposes of this exercise. All are regulated by the Legal Professionals Act and Legal
Professionals Licensing Regulations and Professional Conduct Rules®?. They are all required to
hold a license which is granted by the Registrar of the Supreme Court. The Supreme Court
exercises prudential oversight over attorneys-at-law and de facto oversight over notaries and
section]l 3A Legal Practitioners by virtue of its licensing role (although these are appointed and
removed by the Minister for Legal Affairs). There are about 48 Licensed Legal Practitioners in
Seychelles (excluding the members of the Attorney General’s Chambers). The FIU has
mvestigated lawyers for having been conduits for ML in Seychelles. Generally there has been a
reluctance to investigate and prosecute lawyers for ML related offences. There has been no
mndication of lawyers being involved n TF activities.

After completing the World Bank Methodology with the necessary information, the following
results were obtamed with regards to the Legal Practitioners.

Chart 6: Legal Practitioners Output Chart

Details Rating
Final Vulnerability of the Business / Profession Low

91 Legal Practitioners Act (1 September 1994)Consolidated to 1 December
2014http://greybook.seylii.org/w/se/CAP111#!fragment//KGhhc2g6KGNodW5rxIVhbsSHb3JUZXh0OicnKSxub3
RIc1F1ZXJ5xJYNLHNicm9sbEPEiMSKOiFuxKdIYXLEh8SgxKLEpMSXxLTEtsSHU8S QdELEpFJFTEVWQUSDRSx0YWI6d
G9jKSk

92 https://www.seylii.org/sc/legislation/consolidated-act/111
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Inherent Vulnerability of the Business / Profession Low
Quality of AML Controls Medium
Quality of Operations Low
Quality of AML Supervision Low
Quality of AML Policies & Procedures Medium Low
Quality of CDD Framework Very Low
Commitment and Leadership of Management Low
Compliance level of Staff Low

1.4.10 Money Laundering Risk at Boat & Yacht Dealers

The overall vulnerability of the Boat and Yacht sector can be rated as Medium High as Boat
dealers can provide an avenue for criminals wishing to launder their illegal funds. Though there
is only one such company, the products they sell are of high net worth especially to clients at
Eden Island. With payments being made in cash, a lack of an AML framework and no
supervisory oversight makes this sector susceptible to being used for money laundering

purposes.

After completing the World Bank Methodology with the necessary information, the following
results were obtained with regards to Boat & Yacht Dealers.

Chart 7: Boat & Yacht Dealers Output Chart

Details Rating

Final Vulnerability of the Business / Profession Medium High
Inherent Vulnerability of the Business / Profession Medum High
Quality of AML Controls Low

Quality of Operations Low

Quality of AML Supervision Low

Quality of AML Policies & Procedures Medium
Quality of CDD Framework Very Low
Commitment and Leadership of Management Medium Low
Compliance level of Staff Medium Low

Summary of proposed Actions and Recommendations

Following the analysis of the Sector, the overall threat of and wvulnerability to ML within the
DNFBP sector has been assessed as Medium High. These are driven by the elevated domestic
perception of ML risks as well as the jurisdictions reputation on the international scene as an
offshore haven. To mitigate the deficiencies identified a list of recommendations for the sector
can be found in Annex 1, whilst the proposed Action Plan is contained in Annex 5.
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1.5 MONEY LAUNDERING RISK AT OTHER FINANCIAL INSTITUTIONS

1.5.1 Overview of Sector

As part of Module 6 which covers the vulnerability of Other Financial Institutions to the risk
of Money Laundering (ML) several sectors/activities were assessed. These include Money
remittance activities, Buying and Selling of Foreign Exchange as well as the activities of Other
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Lenders. The group comprised of representatives from the private sector, the commercial
banks, representatives of Bureau de Change (BDC) and mobile money providers, regulatory
authorities including the FIU and CBS as well as representatives from the SRC.

Below is an overview of each of the 3 sectors/activities that have been assessed:

1.5.1.1 Money Remittance

The remittance market in Seychelles is serviced by commercial banks and Class ABDCs that
provide mtermediary services for traditional Money Transfer Operators such as Western
Union, Ria, Money Gram, etc... or in some cases make use of their proprietary systems. Class
A BDCs are licensed under the Financial Institutions Act, 2004 and the National Payment
Systems (NPS) Act, 2014%3 to provide money remittance services and are regulated by the
Central Bank of Seychelles.

As regards commercial banks, remittances are mainly provided by commercial banks through
the use of SWIFT for mternational and the Seychelles Electronic Funds Transfer System
(SEFTS)** for local funds transfers. Commercial banks are licensed under the Financial
Institutions Act, 2004 while also being authorised under the NPS Act, 2014, for the provision
of payment services in Seychelles.

As at the end of 2015 there were a total of 12 licensed Class A BDCs providing money
remittance services in Seychelles. TT transfers by BDCs in 2014 amounted to 23.66% of all
transfers of FX (re Pie Chart 1). In terms of absolute figures this amounted to SCR 3.23 billion
worth of transfers conducted by class A BDCs as compared to SCR 10.43 bilion by
commercial banks.?> This is higher than the US whereby banks accounted to only 5% of total
remittances in the market in 2005°¢ and highlights the relatively high importance of Class A
BDCs in the local economy in the provision of remittance services.

Pie Chart 2: TT transfers by BDCs in 2014

93http://www.sevlii.org/sc/legislation/act/2014/14

94SEFTS is a domestic funds transfersystemthat facilitates moneytransfers by the banking institutions through an online communication
channelin asafe andefficient manner, officially launched on August 19,2013 by the Central Bank of Seychelles (CBS) Available at:
http://www.cbs.sc/Downloads/Pressrelease /Press %2 0Release %2 0-

%20Upgrade%200f%20the%20Seychelles%20Ele ctronic%20Funds%20Transfer%2 O(SEFT)%20system.pdf

95Source: Financial Services Supervision Report 2014.

96Source: OECD (2007, Pg. 32),
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BDCs

Source: Financial Services Supervision Report 2014

1.5.1.2 Buying and Selling of FX

Class A and Class B BDCs are licensed by the Central Bank of Seychelles to buy and sell
foreign exchange. The activities of these entities are governed by the Fmancial Institutions Act,
2004. As at the end of 2015 there were a total of 12 Class B and 12ClassABDCsproviding
services for buying and selling foreign exchange i Seychelles.

Whilst most of the remittance market is dominated by banks, it is to be noted that in 2014
Purchases and Sales of FX by BDCs amounted to 78.56% of total purchases and sales of FX
notes by Banks and BDCs. This is depicted in the Pie Chart 2 below. Of note, this represents
SCR 1.23 billion worth of transactions conducted by DBCs as compared to SCR 0.33 billion
conducted by banks. The dominance of BDCs in this sector highlights its relatively high

importance in the economy.

Pie Chart 3: purchases and sales of FX notes by Banks and BDCs

Notes

Banks
21.14%

Source: Financial Services Supervision Report 2014
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1.5.1.3 Other Lenders

The vulnerability to ML risk of Other Lenders such as the Housing Finance Company (HFC)?7,
the Development Bank of Seychelles (DBS)°8and the Seychelles Credit Union (SCU)?° were
also assessed.

In 2009, the Government delegated and transferred specific powers from the then named
Ministry of National Development which held the portfolio of HFC to the Central Bank so as
to be monitored very closely and reduce the financial risks posed due to its operations. As such,
whilst HFC operates under the FIA, not all provisions of the FIA are applicable to the HFC.

In 2014, HFC had a total asset base of SCR 571 million with a total loan portfolio in excess of
SCR 400 million. This accounted for 3.2% of total GDP mn 2014 agamn highlighting the
importance of such institutions in the economy.

DBS is governed by the DBS Decree and m 2009, under the Transfer and Delegation of
Statutory Functions Act, certain exercise of powers and performance of duties vested in the
President of the Republic of Seychelles and the Minister were delegated to the Central Bank of
Seychelles.

As at the end of 2014, DBS had total assets worth SCR566 million which represents 2.7% of
total assets of all credit granting institutions in Seychelles. Moreover as a percentage of total
GDP in 2014, this amounted to 3.2% of GDP, thus highlighting the relative importance of DBS
mn the local economy.

Credit Unions are governed by the Credit Union Act, 2009, as amended.

The SCU plays a vital role in the economy through its financial ntermediation function. Its
principal strategic objectives are as follows:

1) Creation of a pool of funds to provide credits/loans to members

2) Mobilization of savings amongst its membership

3) Promote thrift amongst its membership

4) Provide fnancial services at affordable and competitive rates of interest
5) Encourage good governance, transparency and democratic practices

97The Housing Finance Company Limited (HFC) is a financial body which was incorporated on 21 May 2003 under the Companies
Act, 1972. The HFCis a fully government owned company which provides financing to Seychellois citizens for the purchase ofland,
the construction of houses and financing home improvements’. Available at: http://www.pemc.sc/index.php/public-
enterprises/item/34-housing-finance-company-ltd

98 ‘The Development Bank of Seychelles (DBS) was established in 1977 under Decree No.21as a development finance institution with the
mandatetoassist in the economicdevelopment of the Seychelles. This Decree entrusted DBS the power of local and external bo rrowings
for financing financially and economically viable projectsinthe sectors of the economy, mainly Agriculture, Fisheries, Industry, Tourism
and Service.” Available at: www.dbs.sc

99‘Asthe onlycommunity-basedsavings andcreditcooperative society(CreditUnion)inSeychelles, the Seychelles CreditUnionhasthe

missionofpromotingthriftamongstits memberstoenableittoprovide qualityandfairly pricedfinancialsenvicestothe communitysphere

through puttingpeople before profitsanddeliverfinancial services thatnot onlymeetbutsurpass members’ expectations.’ Available at:

WWW.SCU.SC
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6) Empower members so that they become self-reliant

As at the end 0f 2014, the SCU had total assets of SCR 220.99 million with a total loan portfolio
of SCR 140.73 million. In terms of total assets this represents approximately 1% of the total
assets of all credit granting institutions in Seychelles.

1.5.2 Methodology Used to assess the Sector
Questionnaires (at Annex 16) were the main tool used in order to assess the vulnerability of the
Other Financial Institutions sector to money laundering in Seychelles.

The Questionnaires, together with instructions for the completion of the questionnaire were
forwarded to each mstitution within the sectors through email Within the period of deadline,
continuous follow-up were made as a way of reducing non-response. Furthermore, extensions
of deadlines were also provided where applicable.

The questionnaire has been constructed based on the National Risk Assessment Tool in such a
way which allows the sector to self-evaluate their ability to combat money laundering and
terrorist financing risk.

As per the instructions, each participant was requested to rate each of the questions under each
variable. The ratings vary as follows:

Excellent | Close to | Very | High | Medium | Medium | Medum | Low | Very | Close to | Does
Excellent | High High Low Low | Nothing | Not
Exist
E CTE VH | H MH M ML L VL | CIN DNE
1.0 0.9 0.8 |07 |0.6 0.5 0.4 03 (02 |0.1 0.0

The questionnaire also allowed the nstitutions to provide justifications for their ratings where
applicable.

For each of the ratings a score was allocated ranging from 0.0 up to 1. Once the questionnaire
was completed, each of the ratings allocated for each questions under each variables by each
Institutions where compiled and the average score has been considered as the final score for
each variables.

From these end results, the ratings have been allocated on the Assessment Worksheets for mput
Variables within the World Bank Methodology.
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In instances where mformation was unavailable, discussion with industry participants have
been relied on for assigning ratings.

1.5.3 Sector Overall Assessment

The overall vulnerability of the Other Financial Institutions Sector has been considered to be
Medium High in view of the highly cash mtensive nature of activities in this sector such as
buying and selling of FX and remittance activities. Moreover, the level of activities provided
by these entities are for some part even more than the services provided by the banking sector
such as the buying and sellng of foreign currencies. Money remittance is also largely being
done by entities in this sector where they account for a quarter of all remittance activities in the
financial sector. These levels of activities for these sectors which in general do not have the
resources to put in place the necessary internal controls and resources to mitigate against ML
risks implies a high exposure to such risks. Moreover, as previously mentioned, activities and
mstitutions analyzed in this sector account for a significant portion of the country’s GDP.

Detailed assessment for each sector is discussed below as well as the recommendations for
improvement:

1.5.3.1 Money Remittance Activities

The vulnerability to ML risk of money remittance activities conducted by BDCs is perceived
to be relatively high in Seychelles. This is in view that there is a perception that individuals
seeking to launder money make use of the BDCs to transfer their proceeds of crimes and that
banks have more robust AML controls in place compared to the Class A BDCs. Another factor
which may contribute to this perception is that the level of supervision exercised by supervisory
authorities on banks is considered to be relatively more than that of BDCs as well as the fact
that their remittance activities are highly cash intensive as compared to that of banks. Moreover,
it is generally believed that BDCs undertake transactions which are not recorded and reported,
hence do not keep the necessary records for transactions for reporting for AML purposes.

As highlighted in Table 12below, the main areas of deficiency for the remittance activities
include the effectiveness of compliance functions at the organization levels. The assessment of
this criteria has shown that most institutions have internal compliance programs that are not
sensitive to the level of risk of the institution, does not take into account factors such as
jurisdictions of end-users, professional intermediary clients, clients that are complex, opaque
legal structures, the volume and nature of products provided, the client base profile, the
frequency of mternational transactions.
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Table 11: Assessment Rating of Input variables/AML Controls

A. GENERAL INPFUT VARIADLESIAML CONTROLS ALDESHMENT RATING

Comprehensivensss of AML Legal Framework | covymian - o.¥
Effsotivensss of SupsrvisioniDuesisight Aativities | o aartedtum Lot - 0.4
Availability and Enforcement of Administrative Sanotions [ ot - LB
Auailability and Enforoesment of Criminal Sanotions - LAY

Availability and Efsotivensss of Enuy Contools (0. T3 Hizh -

Intagrity of Dusinessflostitution Suall 5,8 M dium il -

AML Knowledge of Business/nstitution Sl P =

Elfsativensss of Suspiaious Aativity Maonitoring and Flepoming 0,00 6 i bt -

Auailahility and Acoess o Bensficial Ownership information 20,01 Fadium -

Availability of Heliable Identfioation Infraswuoture 0,01 Fledlim -

I
I
I
|
Effsotivensss of Complianas Funation (Chiganizatian) | [FE— - LR
I
I
I
I

Availability of Independent Information Souroess

The independence of the compliance officers from other functions within the organization is
also seen as one of the deficiencies for Class A BDCs. Moreover, based on statistics there has
not been/close to none disciplinary actions that has been taken against staff for non-compliance.
The internal audit function in relation to ML risk as well as that of external audit is also seen
to be a point of concern for mstitutions i this sector.

Other important factors which led to the high vulnerability of this sector to ML risk are the
effectiveness of supervision/oversight activitiess, AML knowledge of business/institutions staff
and lastly the effectiveness of suspicious activity monitoring and reporting. This is further
highlighted in the below Vulnerability Map which shows that the quality of operations of
entities within this sector is a main contributor to the high vulnerability levels for this sector.

The assessment of this sector to the vulnerability to ML risks has highlighted several areas of
weakness and actions that needs to be undertaken to strengthen the vulnerability of the money
remittance sector to ML risk. The overall vulnerability of this sector to ML risk has been rated
as Medium High. The findings and recommendations are highlighted overleaf.
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Chart 8: Vulnerability Map
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Areas of priority to mitigate the vulnerabilities are highlighted in Table 12

Table 12: Priority ranking for AML Controls

PRIORITY RANKING FOR AML CONTROLS - LAST CASE/SCENARIO

PRIORITY
RAMKING**

Comprehensiveness of AML Legal Framework

Effectiveness of Supervision/Oversight Activities

Availability and Enforcement of Administrative Sanctions

Availability and Enforcement of Criminal Sanctions

Availability and Effectiveness of Entry Controls

Integrity of Business/Institution Staff

ANML Knowledge of Business/fInstitution Staff

Effectiveness of Compliance Function (Organization)

Effectiveness of Suspicious Activity Monitoring and Reporting

Availability and Access to Beneficial Ownership information

Awvailability of Reliable Identification Infrastructure

Availability of Independent Information Sources

9

10

As can be observed, attention should be given to increasing the AML knowledge of

business/mstitutions staff. This could be done by ensuring that FIU designs and deliver more
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regular traning programs tailored for different levels of staff and where possible should be
accredited by a recognised AML training body. Entry controls/renewal of licenses under
relevant laws/regulations should take into account the need for Institutions to provide adequate
AML training to staff Moreover, compliance officers to be appointed and should be
responsible for designing and providing AML trainings mternally within the mstitution.

Secondly, the concerned authorities are to ensure that the effectiveness of supervision/oversight
of these entities is strengthened. This can be achieved through more frequent examinations of
entities, increasing resources and implement a risk-based approach to its supervisory function,
implementation of administrative sanctions within the relevant laws and legislations and ensure
that these are applied when the need arises.

A detailed assessment and recommendations for each of the criteria is provided in Annex 17100

1.5.3.2 Buying and selling of FX by BDCs

The overall vulnerability of this sector to ML risk has been identified to be Medium High. The
activity of buying and selling of FX by both Class A and Class B BDCs are also perceived to
be of high ML risk. Several factors contribute to this level of risk including, the cash mntensive
nature of such activities taking into consideration the share of transactions that are conducted
by BDCs in comparison to banks, limited resources of entities in this sector, etc.

Findings and recommendations are provided below in Table 13

Table 13: General Input Variable

A. GENERAL INPUT YARIABLESIAML CONTROLS ASSESSMENT RATING

Effectiveness of Supervision!Oversight Activities | (0.4) Mo dium Lou - o4
Availability and Enforcement of Administrative Sanctions | [ = 0.5
Availability and Enforcement of Criminal Sanctions | £0.63 Mo dium Hich - 0.6
Availability and Effectiveness of Entry Contrals | (0. TaHigh - LN

Integrity of Businessilnstitution Staff

| 0B Madium Higk -
AML Knowledge of Businessiinstitution Staff | £, Mo dium Lau - o4
Effectiveness of Compliance Function [Organization) | (0.3 Lau - 03
Effectiveness of Suspicious Activity Monitoring and Reporting | £, Modium Laws - o4
Availability and Access to Beneficial Ownership information | (051 Modinm - 05
Availability of Reliable Identification Infrastructure | (051 Modinm - o5
Axailability of Independent Information Sources | (051 Medium - 05

Similar to the analysis of remittance activities, main areas of deficiency for the buymng and
seling of FX activities include Effectiveness of Compliance Functions of Organisations,

100 Re Annex17,18 & 19 for Module 6 Other Financials
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Effectiveness of Suspicious Activity Monitoring and Reporting,

AML Knowledge of

Business/Institutions Staff and Effectiveness of Supervision/Oversight Activities.

Chart 9: Vulnerability Map
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Areas of priority to mitigate agamnst the wvulnerabilities in the activity of buying and selling FX are

highlighted in the chart overleaf.
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Table 14: Priority Ranking for AML Controls

PRIORITY RAMNKING FOR AML CONTROLS - LAST CASE/SCENARIO PRIORITY
RANKING**

Comprehensiveness of AML Legal Framework

Effectiveness of Supervision/Owversight Activities

Availability and Enforcement of Administrative Sanctions

Availability and Enforcement of Criminal Sanctions

Availability and Effectiveness of Entry Controls

Integrity of Business/fInstitution Staff

AML Knowledge of Business/Institution Staff

Effectiveness of Compliance Function (Organization)

Effectiveness of Suspicious Activity Monitoring and Reporting

Availability and Access to Beneficial Ownership information

Availability of Reliable Identification Infrastructure

Availability of Independent Information Sources 10

Same recommendations and priority in addressing these deficiencies as for the remittance
sector needs to be applied to the buyng and selling of FX.

A detailed assessment of the criteria is provided in Annex 18101,

1.5.3.3 Other lenders (HFC, DBS, SCU)

The overall vulnerability of this sector to ML risk has been identified to be Medium Low.
Within this category of nstitutions it is generally perceived that the ML risk associated with
their activities are considered to be low. This is m view that such mstitutions generally do not
have much cash based activity as compared to Banks and BDCs and often payment of loans
for DBS and HFC, are done through commercial banks which are perceived to have more
robust controls in place to identify and mitigate ML risks.

Nonetheless, there are various weaknesses which have been highlighted for entities within this
sector which needs to be addressed to mitigate the risk associated with ML.

Main findings and recommendations are provided overleaf on Chart 10: General Input
Variable.

101 Re Annex17,18 & 19 for Module 6 Other Financials
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Chart 10: General Input Variable

A. GENERAL INPUT VARIABLESIAML CONTROLS ASSESSMENT RATING

Comprehensiveness of AML Legal Framew ork | [0.6) Modium High - 0.6
Effectiveness of Supervision!Dversight Activities | (0,41 Medinm Laus - o4
Ayailability and Enforcement of Administrative Sanctions | (0.5 Madinm - o5
Ayailability and Enforcement of Criminal Sanctions | (0,63 M dim High - 0.6
Ayailability and Effectiveness of Entry Controls | (0.3Lau - 0.3

Integrity of Businesslinstitution Staff

| (0.8 Medium High -
AML Knowledge of Businessilnstitution Staff | (0,43 Medium Laus - o4
Effectiveness of Compliance Function [Organization) | (0.3Lau - 0.3
Effectiveness of Suspicious Activity Monitoring and Reporting | {0.41 M dim Laws - o4
Auailability and Access to Benelicial Ownership information | 10,51 Mo dium - 05
Auailability of Reliable Identification Infrastructure | 10,53 e dium = 05
Availability of Independent Information Sources | {051 Mo dium - 05

One of the main weaknesses causing vulnerabilitics to ML as highlighted in the assessment of
this sector is in regards to the availability and effectiveness of entry controls. For DBS and
HFC, sections of the Financial Institutions Act that governs the licensing of financial
mstitutions are not applicable to these entities. Moreover, for SCU there is a lack of clarity as
to the procedure and the authority responsible for the licensing of a Credit Union. Additionally,
rules for due diligence for the appointment of shareholders, directors, CEO of Credit Unions
have not been drafted, hence impacting on the effectiveness of entry controls.

The effectiveness of the compliance function at the level of the organisation is also seen to be
one of the main issues causing vulnerabilities in this sector. No mternal compliance program
exists for these entities. Moreover, none of the mstitutions within this category have a
compliance officer. Additionally, nstitutions within this category do not have compliance
policies and as such no disciplinary action has been taken against staff for such breaches. The
majority of mstitutions in this sector do not have annual internal audit covering AML. The
scope of these audits is not documented and independence and the integrity of the audit that is
performed is questionable. Additionally, there are no external AML audits that are conducted
by any of the mstitutions.

The Effectiveness of supervisory/oversight function, AML knowledge of business/institutions
staff and the effectiveness of suspicious transaction monitoring and reporting are also criteria
that adversely affect the vulnerability of institutions in this sector to ML risk. Details of the
vulnerabilities are provided in Annex 19102,

102 Re Annex17,18& 19 for Module 6 Other Financials
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Chart 11: Vulnerability Map
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Areas of priority to mitigate against the vulnerabilities are highlighted in the Table 15below.

Table 15: Priority ranking for AML controls

PRIORITY RAMNKING FOR AML COMTROLS - LAST CASE/SCENARIO

PRIORITY

RANKING**

Comprehensiveness of AML Legal Framework

Effectiveness of Supervision/Owversight Activities

Awvailability and Enforcement of Administrative Sanctions

Awvailability and Enforcement of Criminal Sanctions

Awvailability and Effectiveness of Entry Controls

Integrity of Business/Institution Staff

AML Knowledge of Business fIinstitution Staff

Effectiveness of Compliance Function (Organization)

Effectiveness of Suspicious Activity Monitoring and Reporting

Awvailability and Access to Beneficial Ownership information

Availability of Reliable Identification Infrastructure

Availability of Independent Information Sources
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As can be observed, from the above table, the mamn priority area for addressing the
vulnerabilities in this sector is again to strengthen the AML knowledge of business/nstitutions
staff  This can be achieved through FIU designing and delivering more regular training
programs tailored for different levels of staff and where possible should be accredited by a
recognised AML training body. Entry controls/renewal of licenses under relevant
laws/regulations should take mto account the need for Institutions to provide adequate AML
training to staff. Compliance officers to be appointed and should be responsible for designing
and providing AML trainings mternally within the mstitution.

The effectiveness of the AML supervision/oversight function is another area of priority to
address the issues. Firstly, the FIU has to intensify the conduct of examinations and design and
mplement a risk-based approach to its AML supervision activities such that there are sufficient
resources to undertake tasks which are prioritised according to risk assessments. Secondly, the
FIU needs to implement and enforce admmistrative sanctions for non-compliance to the AML
Act, corresponding legislations and guidelines as appropriate.

A detailed list of recommendation is provided in Annex 1. Further to this, based on the risk
assessment undertaken and the recommended action points, a Proposed Action Plan for the
Other Financial Institutions Sector can be found at Annex 6.
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SECTION 2: TERRORIST FINANCING RISK
2.1 TERRORIST FINANCING RISK AT NATIONAL LEVEL

2.1.1 Country Context for Terrorist Fiancing

In its bid to combat the financing of terrorism, the Seychelles Government passed the
Seychelles Prevention of Terrorism Act, 2004!03, Part III Section 5 criminalises terrorist
financing making it an offense liable to imprisonment for a term not less than seven years and
not more than 20 years. And this is further strengthened by Section 6 which also makes
collection of property or financial services a criminal offence. Both Sections 5 and 6 are in
large part in line with the FATF Recommendation 5.

2.1.1.1 Domestic Perception

The domestic perception of the risk of terrorism and of terrorist financing in Seychelles is low.
There are no known terrorist groups or cells currently active in Seychelles and no entities
domestically designated under the Prevention of Terrorism Act. Additionally, there are no
known cases of funds generated in Seychelles being used to finance terrorism domestically or
abroad, and no known cases of Seychellois foreign terrorist fighters.

2.1.1.2 International Perception

Internationally, Seychelles is also perceived as a low-risk jurisdiction in the terrorist
financing context. Pre-departure travel advice published by governments describes the threat
of terrorism in Seychelles as low. Furthermore, open source reports do not reveal any specific
connection between Seychelles and terrorism or terrorist financing.

Since being declared “non-compliant” by OECD’s!%*Global Forum on Transparency and
Exchange of Information for Tax Purposes) in October 2013, Seychelles has taken proactive
measures to re-establish its reputation as a State committed to preventing the use of its
jurisdiction for criminal and terrorist financing purposes.

The effectiveness of this approach was recognized by the Eastern and Southern African Anti
Money Laundering Group (ESAAMLG), who in April 2016 exempted Seychelles from
submitting mandatory progress-evaluation reports on AML and CFT. It is the only country of
the 16 member countries in the regional group to have achieved this status.

That said, on a more global scale there still appears to be a mixed view of Seychelles’
vulnerability to the threat of terrorist financing. In the Basel Index 2016 published ratings
index of risks relating to money laundering and terrorist financing (where 149 is the lowest risk

103http://greybook.seylii.org/w/se/2004-7#!fragment/zoupio-
Toc452033498/KGhhc2g6KGNodWS5rxIVhbsSHb3JUZXh0OnpvdXBpby1fVG9iNDUyMDMzNDk4KSxub3RIc1F1Z

XJ50icnLHNjcm9sbEPEiMSKQiFuxLpl YXLEh8SyxLTEts S4xYfFicSHUSSQAELEtIJFTEVWQUS5DRSxOYWI6dMSgKSk=
1041t was in 2013, that the OECD rated Seychelles as non-compliant in twoareasin the Global Forum on Transparency and Exchange of
Information for Tax Purposes. This was during Phase Two of the Peer Review Group rating process. -

See more at:

http://www.seychellesnewsagency.com/articles/4026/Seychelles+rated+'largely+compliant'+by+OECD+-
+continued+vigilancet+and+reforms+needed+to+uphold+status,+says+finance+minister#tsthash.xgUr73If.dpuf
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http://www.seychellesnewsagency.com/articles/4026/Seychelles+rated+'largely+compliant'+by+OECD+-+continued+vigilance+and+reforms+needed+to+uphold+status,+says+finance+minister#sthash.xgUr73lf.dpuf
http://www.seychellesnewsagency.com/articles/4026/Seychelles+rated+'largely+compliant'+by+OECD+-+continued+vigilance+and+reforms+needed+to+uphold+status,+says+finance+minister#sthash.xgUr73lf.dpuf

and 1 is the highest risk), Seychelles ranked 64th of 149 countries'®. Seychelles is listed
amongst the top three of the Top 10 mmprovers 2016 with improved performance in the
Financial Secrecy Index (FSI) enabling it to lower its risk rating in the Basel AML Index (Basel
AML Index Report 2016, p.6).According to the banking sector, corresponding international
banks still view Seychelles as a risky jurisdiction in terms of its reputation as an offShore haven,
and this is reflected in the higher levels of scrutiny on transactions involving Seychelles banks.

2.1.1.3 Perceived Threats
. Seychelles IBCs / Offshore

Section 5 (1) of the International Business Act, 2016 (“IBC Act”) defines an IBC as a company
mcorporated or contnued, or converted mto a company, under the IBC Act 2016 and whose
memorandum states that it is subject to the restrictions such as, but not limited to, carry on
business in Seychelles.

Prior to the commencement of the NRA, the general perception was that the main TF risk to
Seychelles is posed by the use of Seychelles-incorporated offshore entities to move funds (not
necessarily through Seychelles). 140,000 international business companies (IBC) make up
Seychelles’ financial services sector, compared to 650 companies when this island nation
launched its offshore business in 1996!0.

The International Business Companies (“IBC”) that are being administered by the CSPs,
through the enactment of the International Business Companies Act 2016, (“IBC Act”) new
obligation has been introduced under this law requirng every IBC to keep at its registered
office (the office of its registered agent) a register to be known as the register of beneficial
owner which would include certain particular details of the individual as prescribed under
section 356(1) of the IBC Act, 2016.

Guidelines issued for IBCs, more specifically paragraph 24, provide further clarity in respect
to beneficial ownership. Whilst it is permissible under the Law to use nominee services
provided by CSP, there exist clear obligation of disclosure between the nominee and each
beneficial owner of an IBC. Section 356(1) (b) requires the Register of Beneficial Owners to
include “particulars of each beneficial owner’s beneficial interest and how it is held;”
Compliance with this provision necessitates disclosure of any shares in the company held by
the beneficial owner directly or through a nominee. If the latter applies, disclosure of the

105 The BASEL Index is based on the assessment of the quality of countries’ anti-money laundering and countering the financing of
terrorism (AML/CFT) frameworks and related factors such as financial sector standards and publictransparency. Availableat :

https://index.baselgovernance.org/sites/index/documents/Basel AML Index Report 2016.pdf
wshttp://www.seychellesnewsagency.com/articles/4026/Seychelles+rated+'largely+compliant'+by+0O

ECD+-
+continued+vigilance+and+reforms+needed+to+uphold+status,+says+finance+ministersthash.xgUr
73lf.gNgilmfh.dpuf
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member holding shares on behalf of the beneficial owner must be made in the Register of
Beneficial Owners. As such in cases that shares of a company are being held directly or
indirectly on behalf of a person which qualify of being a beneficial owner of the company, such
details would be recorded i the register of beneficial owner and for consistency purposes it
should reflect entry recorded in the register of shareholders (being legal owners of the share).

The Register of beneficial owners (which is mamntained in Seychelles at the registered office
of the CSP) is prima facie evidence of any matters which are directed by the IBC Act or
permitted to be mserted in it. As such beneficial ownership mnformation relating to IBCs are
now available in Seychelles and it may be accessed by specific relevant person (e.g. FSA and
other competent Authority for Tax purpose and AML/CFT). However, such information,
although available, is not publicly available.

The much publicised “Panama Papers” appears to suggest a tenuous lnk between the uses of
offSshore jurisdictions for terrorist financing purposes.  While there have been occasional
mternational enquiries regarding companies registered in Seychelles with suspected lnks to
TF, no funds associated with these companies have ever been identified within the local
financial system. The Seychelles FIU is not aware of any TF-related international enforcement
action in relation to these companies.

Whilst IBC’s are perceived to carry higher risk, the WG has established that IBCs are being
subjected to stringent regulatory and supervisory framework whereby IBCs are required to
maintain basic company information within the jurisdiction such as ;

Directorship information where IBCs are required to keep a Register of Director or other
officer at the Registered Office in Seychelles and filing for registration to the Registrar a
copy of its Register of Director. In cases of non-compliance the Registrar may impose
financial sanctions on the IBC;

Legal ownership information where IBCs are required to keep a Register of shareholders
at the Registered Office in Seychelles. In cases of non-compliance the Registrar may
mmpose financial sanctions on the IBC; and

Beneficial Ownership information where IBCs are required to keep a Register of
Beneficial Owners at the Registered Office m Seychelles. In cases of non-compliance the
Registrar may impose financial sanctions on the IBC.

In addition to the basic company information;

IBCs are required to keep Accounting Records and in the event it is not being kept in
Seychelles IBCs are required to keep a notification of where the Accounting records are
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being maintained. In cases of non-compliance the registrar may impose financial sanctions
on the IBC;

Since March 2015, CSPs are required to monitor compliance by specified entities and
foundations, with certain ‘“record-keeping requirements” and to periodically inform the
FSA of any “continued non-compliance” by the specified entity. In cases of non-
compliance the registrar may impose financial sanctions on the IBC.

Depicted hereunder are notable changes made to the legal framework of the IBC Act;

Notable changes to IBC Act

A | 2016
1. Enactment of New IBC

‘ h Act
2015

2.Introduction of private

1.Introduce reporting . register for Beneficial
obligation for CSPs to ~ Owner
2013 monitor comp liance of 3.Central Register of

1. Abolishmentof Bearer SP ec;ft'led entltles;m d tot th Directors to be filed with
report non compliance to the the Regist

Shares FSA for impostion of ¢ Regstat

2. Increase financial sanctions

sanction for non-

comp liance

3. Maintain legal ownership
information with Registered
Agent

. Piracy

A number of isolated media reports have suggested a tenuous link between piracy that has
historically affected the Western Indian Ocean (which reached its peak in 2010 and 2011), and
East African terrorist/Islamic organizations in particular Al Shabaab!07.  However the
connection is not confirmed i any mainstream reports. Geographically, Al Shabaab and
Pirates are largely based separately from each other. The Al Shabaab operates in the south-
central Somalia where as the Pirates are mostly based around Puntland in northern Somalia.
However, because of the large potential sources of funds that piracy can rake i, the principal
military adviser to the U.N. special envoy to Somalia and head of the envoy's counter-piracy
unit, Colonel John Steed noted, "There is a growing link and growing cooperation between al

107https://en.wikipedia.org/wiki/Al-Shabaab_(militant_group)
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Shabaab who are desperate for funding and resources with other criminal gangs and with
pirates. To date there are no links that Seychelles is used to finance terrorist activity

It should be noted that the threat of piracy in Seychelles has greatly abated over the past number
of years as a result of greater policing of Seychelles waters. Having said that, on Monday the
13 March 2017 the Aris 13 oil tanker was hijacked by Somali pirates, ‘Raising fears Somali
pirates could be back in action after almost five years’'°8. Thus emphasizing the fact that acts
of piracy remain a substantial threat and potential risks re-emerging..

That said, the perception is that an underlying vulnerability to TF risks persists in Seychelles
primarily by virtue of its relative proximity to high risk TF jurisdictions, its limited resources
as a tmy archipelago and its heavy reliance on tourism, fisheries and financial services sectors.

2.1.2  Overall Assessment of Terrorist Financing Risk

The overall threat of TF has been assessed as low while overall vulnerability to TF has been
assessed as medium-low. Accordingly, the TF risk level in the country can be rated as
Medium-Low according to the below map (Figure 1.0 below).

Figure 3: Seychelles risk map for identifying the risk level as a function of threat and

vulnerability.
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The main implications of the assessment results on the design of measures to mitigate the
identified risks:

The assessment has provided the basis for a clearer awareness and understanding of the TF risk
factors specific to Seychelles including potential threats and vulnerabilities. Additionally it has
allowed a range of relevant stakeholders to identify the measures required to comply with the

108 “‘After five years of silence, pirates hijack oil tanker off Somalia’s Coast’, Published 11:09a.m.ET March 14, 20, USATODAY Available at:
https://www.usatoday.com/story/news/world/2017/03/14/pirates -hijack-freighter-off-somalia-

c0ast/99162004/
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substantive standards; for example, measures to protect the non-profit sector from the risk of
abuse by terrorists. These are discussed further below. The assessment results should encourage
a proactive approach to designing measures to mitigate the identified risks.

2.1.3 Terrorist Financing Threat Analysis
o Estimated volume of terrorist financing and its main contributing factors.

As set out above, the TF threat is Low. There are no known cases of funds generated in
Seychelles being specifically used to finance terrorism domestically or abroad and no known
cases of Seychellois terrorist fighters. There is, however, one example of property potentially
related to terrorist causes, being seized and forfeited in Seychelles. This was the case of Hackl
v Financial Intelligence Unit (2010)!%° whereby some US$1.2 million, a Hotel, 5 parcels of
land and 2 yachts was seized from a German national on the grounds that it represented
proceeds from the sale of embargoed goods to Iran; namely heavy graphite which could be
used in the production of missiles and nuclear warheads. In this case, the Seychelles Supreme
Court ultimately relied on the provisions of the Treaty on the Non-proliferation of Nuclear
Weapons and the United Nations Human Rights Charter, both of which Seychelles had ratified,
in granting a disposal order under which [the property] was forfeited to the State in accordance
with section 5 of the Proceeds of Crime (Civil Confiscation) Act 200810,

In the nstances of Fraud related cases, the best example being ATM fraud which has increased
in recent years, there are no known cases of the funds generated from this crimmal activity
being intended for the financing of terrorism either domestically or abroad. While there is the
belief that the perpetrators involved are members of international crime syndicates, a concrete
link has, thus far, not been established with terrorist organisations.

The same is true for cases of Piracy in Seychelles. There is an awareness of the threat and the
potential link with terrorist organisations, including Al Shabaab in Somalia. In particular, the
Working Group discussed the arrest and conviction in Belgium in 2013 of an alleged nfluential
leader of the Somali based Hobyo-Harardhere Piracy Network. Open source reports allege that
5 percent of his ransom profits were paid to Al-Shabaab as a security fee'!!. There is no
evidence to suggest that any pirates investigated and/or convicted in Seychelles had or have
links with the said Hobyo-Harardhere Piracy Network or any terrorist groups. As such, these
cases cannot be categorized as TF cases. There is, however, a general awareness of the threat
and it is thus constantly being monitored.

2.1.3.1Terrorism Threat Analysis
The level of the underlying terrorism threat and its characteristics.

109 CaseRulingavailableat: http://www.seylii.org/sc/judgment/constitutional-court/2010/1
110http://greybook.seylii.org/w/se/2008-
19#!fragment//KGhhc2g6KGNodW5rxIVhbsSHb3JUZXh0OicnKSxub3RIc1F1ZXJ5xJYnLHNjcm9sbEPEiMSKQiFuxK
dIYXLEh8SgxKLEpMSXxLTEtsSHUSSQAELEpFJFTEVWQUS5DRSX0YWI16dG9jKSk =
Mlhttps://en.wikipedia.org/wiki/Mohamed_Abdi_Hassan
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The level of the underlying terrorism threat is low. There are no known cases of domestic based
terrorists targeting home or foreign jurisdictions, and no known cases of terrorists on a global
scale targeting Seychelles. No Seychellois are known to have connections to any terrorist group
at this time. There are also no known cases of Seychelles being used as a transit point for
terrorism.

At regional level, the islands of Mauritus (2 hour flight from Victoria) was placed on high
terrorism alert in January 2016, when emails considered as threatening were sent to the Prime
Minister’s office. The information was confirmed by the Counter Terrorism Unit in Mauritius.
The sender was identified as Ismael Soondrum a Mauritian who may have joined ISIS''Z.
Interpol was contacted to assist with the mvestigation. The Ministry of Foreign Affairs in
Seychelles did not call for the country to be placed on any form of alert following this incident.
In May of 2016, four gunshots were fired at the French embassy and at the Hotel Le Saint
Georges in the Mauritius capital, Port Louis. Both locations are well frequented by Europeans.

Graffiti found sprayed on the wall of the embassy linked the incident with the terrorist group
ISIS.

Like Mauritius, Seychelles is an internationally recognized tourist attraction, particularly for
European tourists. Al Shabaab, Boko Haram, Al Qaeda and ISIS all have a presence m parts of
Eastern Africa or the Middle East which are in relative proximity to Seychelles. From a
geographical perspective, it is believed that the main terror threat posed would come from
Somalia, Madagascar (both roughly 1000km from Victoria) and Yemen (roughly 2000km).

As of now, the risk of other threats affecting the region such as piracy, kidnapping for ransom,
violence linked to religious radicalization and cyber terrorism is considered very low; but the
situation is being closely monitored.

2.1.3.2 TF Typologies (Risk Factors) Prevalent In Seychelles:

In broad terms, the Working Group has categorized the main TF typologies prevalent n
Seychelles as follows:

e (Customer and Economic behaviour (Financial Institutions and OffShore Businesses)
e Geographical Risk / Immigration
e NPO Sector

TF typologies were interpreted against a background where there is no known connection
between Seychelles and the financing of terrorism. However, it is noted that because of the

112http://www.china.org.cn/world/Off the Wire/2016-01/23/content 37644078.htm
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Seychelles proximity to high risk TF jurisdictions, the country’s financial system could be
vulnerable for TF if there were to be any engagement in transactions such as import/export
with those countries.

2.1.3.3 Customer and Economic Behaviour

The underlying TF threat is low. We have little evidence of Seychellois having travelled to or
having links with areas connected to terrorism (high risk areas) — or that those with links to
such areas have travelled to Seychelles. Therefore a lot of the below becomes largely academic.

Note: the presence of a single indicator (of risk) should not be interpreted as an indication that
established or reputable entities represent a higher risk of TF. For example, in the NPO sector
these indicators should not be used to discourage/disrupt legitimate charitable activities

In accordance with applicable legislation, Banks, Financial mnstitutions and IBC’s (are required
to consistently apply screening and enhanced CDD of customers (including NPO sector) prior
to and during the establishment of a business relationship.

2.1.3.4 Account Opening

Information from the banking sector suggests that transactions between Seychellois accounts
and high risk jurisdictions are extremely rare. While the ultimate beneficiary of any transaction
can be difficult to verify, controls are mn place to mitigate the risk of a connection with
terrorism.

Prior to establishing business relationships, names are screened against designated individuals
and entities subject to targeted financial sanctions and lists provided by EU, Office of Foreign
Assets Control (OFAC) and UN. In cases where account openings are denied it is usually on
the suspicion of money laundering, rather than terrorist financing. Control mechanisms are in
place to identify and verify anything that would raise suspicion such as counterfeit documents,
suspicious addresses or reasons for opening the account.

2.1.3.5 Economic Activity / Ongoing M onitoring.

For accounts already open, control mechanisms are in place to screen for remittances to or from
high risk jurisdictions and to or from people on the above mentioned designated lists. In the
case of businesses, the account activity is monitored against the stated purpose of the business
/ account.

Certain transactions, including cash withdrawals i foreign currency, over a certain threshold
require a significant amount of paperwork, including justification of the purpose of the
withdrawal. These are referred to management for ultimate approval, but to date no transaction
has ever been refused on the grounds of TF suspicion. Travel related spending activity is also
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monitored including risk factors such as sudden termination of account, and unexplained
increases in deposits but to date no suspicions have been raised in the TF context.

2.1.3.6 Money Gram and Fraud

The use of Money Gram was identificd as a potential risk. The majority of Money Gram
transactions mvolve FEast Afiican countries includng Madagascar, where many Seychelles
based employees come from. However the reasons underlying the transactions are always
verified (to the extent possible) and in most cases concern transferring money ‘home’ to family
members. As the costs of such transactions are high, the frequency and amounts mnvolved are
usually low, typically ranging from SCR 5000—-10000. The Asian community tends to use UAE
Currency Exchange or Western Union as a preferred means of transferring money abroad. Any
suspicions regarding the reasons underlying the transaction are reported to the FIU. There is
no “Hawala''3” or similar service provider in Seychelles. ATM and electronic fraud is not
uncommon in Seychelles''* and is a potential risk in the TF context, even though there is no
evidence linking perpetrators to TF. In June 2016, the Seychelles National Assembly passed
‘an amendment to the penal code to crimnalize fraud committed through the use of new
technology concepts. The amendment carries tough penalties for offenders’!!3.

2.1.3.7 Geographic Risk Factors

From a geographical perspective, the main TF threats would most probably emanate from
Somalia, Madagascar and Yemen where there is evidence of terrorism and deficiencies in
AML/CFT emanating from a lack of robust institutional control.

Controls are in place in Seychelles to mitigate these risks. Visitors to the Seychelles are profiled
using well established processes on arrival and suspicious profiles are monitored and checked
with established laisons. Evidence is that authorities very occasionally encounter false travel
papers and documentation, usually produced in parts of Asia, with the apparent purpose of
trymg to smuggle refugees to the EU. Seychelles is deemed too small to accommodate
refugees. Those attempting to access Seychelles by sea are repatriated in conjunction with the
agent of the vessel. A visitor cannot stay in Seychelles for more than 3 months. Those who
overstay their visitor’s permits are declared ‘prohibited immigrants’ and deported.

113Hawalaisanalternative remittance channelthat exists outside of traditional banking systems. Hawala is a method of transferring
money withoutanyactual movement. One definition from Interpol is that Hawala is "money transfer without money movement."

Transactions between Hawala brokers are done without promissory notes because the system is heavily based on trust. Read
more: Hawala http://www.investopedia.com/terms/h/hawala.asp#ixzz4emvIx9an
114http://www.seychellesnewsagency.com/articles/5307/Seychelles+parliament+passes+bill+to+criminalize+te
chnology+crimes
ushttp://www.seychellesnewsagency.com/articles/5307/Seychelles+parliament+passes+bill+to+crimi

nalize+technology+crimes#sthash.JMikJBOs.dpuf
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Seychelles is conscious of the vast area!!® in which the 115 islands are scattered. All but four
of the islands are uninhabited. Apart from incidences of piracy, the only recorded illegal
activity on some of the ‘outer’ islands is poaching and drop offs for drug traffickers. In the
event of any threat, the furthest of these islands from the capital, Victoria, can be accessed
within 3 hours by air. The islands are not militarily protected except when there are high profile
dignitaries present. Miltary radars are present on selected islands and cover 25% - 30% of
Seychelles’ Exclusive Economic Zone (EEZ). There is always vulnerability due to the direct
access to open sea.

2.1.3.8Non-Profit Organisation (NPO) Sector

Presently there are 397 NPOs registered in Seychelles under the 1959 Registration of
Associations Act. It is possible that there are other unregistered NPOs practicing but this is not
certain.

The general view is that the all NPOs promote behaviour that is within the typical range of
practices and beliefs within Seychelles. There is no evidence of radicalization or sympathy to
extremist views. The focus of the majority of Seychelles NPO’s is on domestic rather than
mternational issues. Foreign donations to NPO accounts are rare. Money flows are monitored
for suspicious transactions, notwithstanding international experience of terrorist organisations
exploiting NPO’s to access materials and funds.

Responsibility for regulating the NPO sector currently rests with the Office of the Registrar
General, who is also responsible for running the companies and land registries. Resource
constraints and outdated legislation mean that, as it currently stands the Registrar is not in a
position to effectively monitor the financing of NPO’s. Furthermore, in March of 2016 when
the TF Working Group attempted to contact the 397 registered NPO’s with surveys and
questionnaires, only 24 responded. 103 could not be contacted meaning the address given when
registering was false or they had changed address without informing the Registrar. As
discussed further below, Seychelles plans to implement measures to improve regulation,
including revising the legislation to comply with the obligation contained i FATF
Recommendation 8''7. COMESA has engaged the services of a Consultant to conduct a review
of this sector and make amendments to the legislation.

2.1.4 National Vulnerability to Terrorist Financing

Vulnerabilities
1. While all relevant legislation (including Regulation 2015 dealng with the process of
UN sanctions and 2016 Prevention of Terrorism Act enacted in March 2016 updating

116The landmass is only 459 km2, but theislandsare spread over an Exclusive Economic Zone of 1,374,000 km2. About 90
percent of the population of 90,000 lives on Mahé, 9 percent on Praslinand La Digue.
117 Details can be accessed at: http://fatfplatform.org/recommendation-8/
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the existing legislation), has been enacted in line with FATF Recommendation 5, cases
have yet to be tested in court due to a lack of experience n addressing the incidences
of TF.

. The Penal code requires updating
The Registration of Associations Act 1959 requires revision

. While the country has a National CFT Committee, lack of experience in addressing the
incidences of TF and the lack of the capacity of reporting entities to comply with UN
Security Council screening requirements remains a gap that could increase the
vulnerability to TF activities.

. With regards to the adequacy of the financial resources allocated to TF mvestigations
and broader research on TF within the country context, Seychelles lacks the ability to
carry out TF typologies relative to the country and the region.

Mutual legal assistance requests is another area where gaps exist in that the applicable
legislation requires requests to go through the Department of Foreign Affars (DFA)
who in turnforwards the requests to the appropriate authorities. The DFA is however,
not in a position to establish a classification for each of the requests ie. whethere it
relates to ‘Threat of TF/Terrorism’, mainly because because it is not within its statutory
functions. Furthermore, the quality of the requests themselves usually hinders the
efficiency of the gathering of mformation.

Geographic and demographic factors that may facilitate TF and increase its
vulnerability to the same include the mability, due to limited resources, to monitor the
115 islands that span over 1.2 million square kilometres of ocean; and the high
incidence of youth unemployment and drug abuse.

Notwithstanding the above vunerabilities, to-date Seychelles has not received or processed any
ML requets that relate to funding of groups such as Al Shabaab, Al Qaeda, ISIS and other
known terrorist groupings , or even pircay linked to terrorism.The overall vulnerability to TF
is rated as Medium-Low. (A detailed breakdown of the vulnerabilities can be seen at Annex20)

The below should be read in conjunction with the threats outlined above.

2.1.4.1 Limited Resources

Seychelles is a tiny, isolated jurisdiction with very limited resources. Its primary challenge is
to run a nation state, with all relevant overheads, on constrained budgetary resources. As such
its constant challenge is to balance resources against needs. As discussed above for example,
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limited resources assigned to the monitoring of the entities within the NPO sector has been a
historical obstacle to timely access to mnformation in that sector. Formal mutual legal assistance
requests have been more problematic in practice because of the scarcity of resources.

While the statutory framework exists, there is a need to assign more resources to achieve
greater coordnation between the Mmistry of Foreign Affairs, the Attorney General’s office
(the competent authority), and the FIU, coupled with a requirement for dedicated resources and
enhanced IT capability in the Attorney General’s office. A current lack of resources can lead
to certain delays, particularly with incoming requests involving financial ntelligence which
need to quickly reach the FIU for processing.

2.1.4.2 Lack of Awareness and Expertise

As Seychelles takes a risk-based approach to money laundering in general and consequently to
TF, there is a limited awareness of TF as a distinct risk requiring proactive information sharing.
Domestic counter-terrorism activities are conducted covertly and leverage assets and
operational capacity deployed on broader tasks such as AML, anti-narcotics, enforcement,
immigration, etc. The absence of a dedicated anti-terrorist unit with statutory powers
contributes to the lack of general awareness of the most likely sources of TF threats. There is
a dearth of CTF-related expertise across the board in Seychelles emanating from an absence,
to date, of TF activity. There is no practical experience of the “red flags” etc... Furthermore,
TF legislation has never been challenged in court. Capacity building and training in detection
and prosecutorial techniques would assist i raising awareness.

2.1.5 Deficiencies and Gaps in Data Collection

Accessing mformation on TF risks in Seychelles has been difficult, due largely to a lack of
resources and to a lesser extent, coordination between agencies. Additionally, Seychelles does
not headquarter many (if any) multi-national companies. Local subsidiaries of foreign entities
are expected to comply with information sharing obligations, regardless of the policies of their
head office. This has caused some issues in practice in relation to record-keeping and file
management policies of international banks, particularly as regards immediate accessibility of
records by the Seychelles authorities.

The historical lack of electronic records is a significant obstacle to efforts to aggregate and
analyse bulk data, both within the FIU and across government. This situation was evident in
the case of the Company Registration office. Most government agencies are not fully
digitalized and a lot of information are kept in physical files. Some of the electronics records
available are not kept centralized for easy access and the system used by these agencies are
sometimes not adequate enough to process and analyse bulk nformation.

If the information that is available, it can be said that there exists a good level of cooperation
and information sharing between organizations / government agencies that have an MOU n
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place but the process is mainly done upon request. The process for automatic exchange of
mformation is very limited.

The absence of any investigations and prosecutions in the TF context means there is a ‘data
gap’ in terms of real life examples. Furthermore, Seychelles has not so far received any foreign
requests for designation under UNSCR 1373 and there have been no domestic designations
under the Prevention of Terrorism Act. It is not therefore possible to comment on nformation
sharing experience i this context.

2.1.5.1 Lack of Statutory National Intelligence Agency

There is no statutorily created national security or mtelligence agency in Seychelles so practice
in that regard is necessarily informal, although there was discussion of a possible creation of
one by statute. Such a cell, it was deemed, would seek to monitor national security threats,
including terrorism and to unify information from disparate agencies and services in order to
detect and investigate incidences. This, proposal, however, is yet to be tabled but it is
recommended that should it go through it should be for a stand-alone agency under the
Prevention of Terrorism Act by the end of 2018.

Information sharing and Mutual Legal Requests (MLR’s)

In accordance with applicable legislation (Mutual Assistance in Criminal Matters Act, 1995'18)
the Department of Foreign Affairs (DFA) forwards requests for assistance in legal matters to
the relevant agencies. In most cases the Attorney General’s Office functions as the executing
authority, especially for requests related to crimmal procedures i preparatory phase. A
limitation to the scope of this work is that the DFA is not and will not be in the position to
establish a classification for each of this requests, ie. whether it relates to ‘Threat of
TF/Terrorism’, mainly because it is not within its statutory functions. The quality of the
‘request’ itself usually hinders the efficiency of the gathering of information. Requests which
omit information, documents or are not translated i official languages of Seychelles, hinder
attempts to complete records/database. Outgoing requests are less frequent and are also
processed by the DFA.

ushttp://greybook.seylii.org/w/se/CAP135A#!fragment//KGhhc2g6KGNodW5rxIVhbsSHb3JUZXh0O ic
nKSxub3RIc1F1ZXJ5xJYNnLHNjcm9sbEPEIMSKOiFuxKdlYXLEh8SgxKLEpMSXXLTEtsSHUSSQJELEpFJFTEV
WQUS5DRSx0YWI6dG9jKSk
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2.1.5.2 Geographic Vulnerabilities (to be read in conjunction with geographic risks
identified above)

There is no visa requirement for Seychelles and this is a potential vulnerability from the TF
context. Visitors from EU Schengen States are normally issued visitor’s permit up to three
months at a time in accordance with existing agreement with Schengen states. There are two
Points of Entry ie. the Seychelles International airport at Pointe Larue and the Mahé Quay n
Victoria. Upon request special permission may be granted for immigration officers to board
and clear incoming/outgoing vessels/aircrafts at other islands of Seychelles. While screening
processes are considered robust and n line with international standards, there is always a
geographic vulnerability in Seychelles due to its exposure to sea, its inability to effectively
monitor its 115 islands and its proximity to high risk jurisdictions.

2.1.5.3 Customs Checks at Airports

As it stands, customs officials do not have the capability to effectively screen for cash at entry
points to Seychelles due to a lack of appropriate technology. This leaves Seychelles exposed
to being used as a transit point for the illegal smuggling of cash into the country. It should,
however, be noted that the experience of the local authorities to date is that cash seized at entry
pomts to Seychelles is related to money laundering and drug trafficking with no connection to
terrorist financing. The Seychelles Revenue Commission was considering the acquisition of
new pallet scanners that uses modern technology to be installed at the port to check cargo
coming into the country. There has been no further update on this issue to date. A review of
the technology being used at the airport should be considered to improve detection and
smuggling of cash through passenger air cargo.

The Prevention of Terrorism Act (PTA) 2004 was consolidated to 31 December 2015119,

2.1.5.4Social Demographics

According to research, ‘alienation from the dominant culture, thanks partly to joblessness and
discrimination in blighted neighbourhoods; a turn to petty crime, which leads to prison, and
then more crime and more prison; 20 religious awakening and radicalization; widespread drug
use and related crimes of theft exposes the wvulnerable (youths i particular) to potential
radicalization through incarceration. In Seychelles, there is widespread drug use and petty theft;
however, there is no evidence to suggest that radicalization is an active threat in Seychelles.

While there was a degree of political instability during and following a closely fought 2015
presidential election (the result of which was challenged in the Constitutional Court), and
prolonged during the following National Assembly elections on 8-10 September 2016 whereby

ushttp://greybook.seylii.org/w/se/2004-
7#!fragment//KGhhc2g6KGNod W5 x| VhbsSHb3JUZXh0OicnKSxub3 RIc1F17XJ5x) YnLHNjcm9sbEP EiMSKOi FuxKdl YXL Eh8Sgx KL EpMSXXLTEtsS
HU8SQJELEpFJFTEVWQUSDRSXOYWI6dG9jKSk=

120https://www.nytimes.com/2015/01/26 /opinion/the-mill-of-muslim-radicalis m-in-france.htm|? r=0
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the ruling party lost the previously held majority in the National Assembly to the opposition'?!,
many assumed that there was a great potential for institutional mnstability in the aftermath which
could have created the vulnerability to terrorist financing, this did not happen. Hence the
political climate is considered a very minimal vulnerability.

2.1.6 Key strengths
I.  Robust legislation

II.  Implementation of UNSCR

II.  Strong track record in civil forfeiture proceedings

IV.  Specific bodies adequately resource to prosecute financial crime

V.  Wellresourced FIU/ AGO

VI.  Small size of jurisdiction facilitates monitoring of threats/information sharing
VII.  Signatory to (and willingness of judiciary to implement) international treaties
VIII.  Flexibility and willingness to implement

2.1.6.1 Robust Legislation and a Strong Track Record in Asset Seizure

All persons in Seychelles are obliged by section 35 of the PTA Act 200422 to report all property
or transactions connected with terrorist groups (which the FIU can then take immediate action
to freeze). Suspicions of financing of terrorism must also be reported to the FIU under the
Anti-Money Laundering Act'?3, which triggers an automatic and immediate 10-day freeze
pending investigation (section 10(1) (c) of the AML Act). There are provisions thereafter for a
180-day freeze issued by the FIU (section 10(4) of the AML Act), which can be subsequently
extended upon application to the ordinary civil courts (section 10(7) of the AML Act). The
“general prohibition to making assets available to designated persons or entities” is provided
for n the Prevention of Terrorism Act 2004, not the AML Act.

The recently enacted Prevention of Terrorism Regulations 2015'>4 brings Seychelles in line
with its evolving international obligations for the purpose of, inter alia, ensuring that assets of
mternationally designated terrorist entities (including natural persons) within Seychelles are
identified and frozen without delay.

125

Specifically as regards key FATF recommendations'~>, the 2015 Regulations provide for:

121 Report on the Conduct of the National Assembly Elections 2016, Electoral Commission, Seychelles
http://www.ecs.sc/downloads/report/NA%20ELECTION%20REPORT -Final %20format.pdf p.23

122Reporting obligations under the Prevention of Terrorism Act, 2004 extend to all persons in Seychelles, notonly to reporting
entities.

123Anti-Money Laundering 2006, Consolidated to 15 December 2015, Available at: http://greybook.seylii.org/w/se/CAP9A

124 Full title is Prevention of T errorism (Implementation of United Nations Security Council Resolutions of Suppression of T errorism)
Regulations, 2015 (SI 39/2015)

125 Contained inthe FATF/PLEN(2015)36 draft report
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The immediate freezing, until further notice from the FIU, of all property within
Seychelles which is identified as property of UN-designated individuals or entities (see
regulations 13 and 14).

A clear and comprehensive process to ensure that UN and domestic designations are
proposed, considered, disseminated and implemented without delay under the oversight
of a specially constituted National CFT Committee (see Part II to Part IV).

Criminal sanctions (fine or imprisonment) for non-compliance with any provision of
the Regulations (see regulation 23).

Additional measures in the form of amendments to the Prevention of Terrorism Act,
2004 have been approved by cabimet and are awaiting parliamentary ratification. These
additional measures provide for:

Criminalizing the financing of individual terrorists for any purpose without requiring a
link to a specific terrorist act

Criminalizing the conduct outlined in UNSCR 2178126

Providing for a new definition of “entity” which expressly provides that the term
mncludes “natural person”, “legal person” and “legal arrangement” and amending
existing or mtroducing new definitions of (inter alia) “terrorist”, “terrorist act” and
“property” to remove ambiguity and align it with the PTA Regulations, the FATF
general definitions and the AML Act.

Amending the terrorism-related offence provisions to include fines as an alternative
sentence in the case of offending by legal persons such as companies.

Updating the core terrorist financing offence so that it is not necessary that the funds be
linked to a specific terrorist act

Providing for a new specific offence for the financing of terrorism-related travel
Providing substantial criminal penalties for deliberate breach of the targeted financial
sanctions regime established in the PTA Regulations.

2.1.6.2 An Effective FIU with Wide Ranging Powers
The current statutory framework already vests broad powers in the FIU (a hybrid
administrative/law-enforcement  FIU'27) to receive information in support of TF related

mvestigations and to disseminate that mnformation to other operational authorities (both
nationally and internationally). This includes full access to banking, financial and government
records without the need for a Court order. The FIU has the power to request information on
TF from any reporting entity (outside the STR process) and from any other supervisory
authorities or agencies. Because of its wide ranging powers and efficacy, the FIU has as of

126http://www.un.org/en/sc/ctc/docs/2015/SCR%202178 2014 EN.pdf

he Seychelles FIU could be described as a hybrid agency dealing with both civil and criminal mattersin
ML/TF http://www.seychellesfiu.sc/#tab _about
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2016 permanently forfeited assets worth a total of US$4,751,333.30 and as of 31 December
2016 had frozen assets to the value of US$18,227,262.20. This includes a total of USD 10.5 m
administratively frozen under s 10 — the rest is amounts in respect of which we have s 4
mterlocutory orders or restraint orders or pecuniary penalty orders (including the 5.1m SCR in
Hubert Alphonse case).

In addition to the above, the following assets are frozen:

1. 30 vehicles (including the Mock and Alphonse case which are currently still under
receivership so technically not forfeited)

2. Land -2 parcels

8 boats (including 1 yacht)

4. Property — 1 apartment on Eden Island

[98)

In addition to this there are 4 cases with a value of approx. 2 million USD, where monies are
frozen and in the process of being returned to victims and other jurisdictions (source of above
figures: compilation from case files presented by the FIU).

In addition to the STR requirement for TF under the PTA Act 2004, financial institutions are
required to make quarterly returns (also to the FIU) confirming that they do not hold any
terrorist property.

The FIU is the primary contact point for international information sharing on CFT
mvestigations and financial itelligence. The FIU proactively shares information over the
Egmont secure net as well as through INTERPOL and/or other bilateral secure arrangements.
It has independent authority under the Anti-Money Laundering Act, 2006 to disclose any report
or other information it receives to any foreign agency with similar powers and duties to the
FIU, for mtelligence purposes only. Disclosure for evidential purposes requires the approval
of the Attorney General.

The FIU also has power, with appropriate approvals, to enter into bilateral arrangements and
agreements to facilitate regular international mformation-sharing, including i relation to
TF.'?8The FIU has since 2013 entered into 12 such agreements through Memorandum of
Understandings with Angola, Kenya, Japan, Madagascar, Mauritius, Namibia, Panama, Russia,
South Africa, Uganda, Zambia, Zimbabwe, including one with its counterpart n the United
Kingdom in June 2015. More recently, in September 2016 the FIU signed an MoU with the
Kingdom of Belgium (represented by the Belgium FIU), in a spirit of co-operation and mutual
mterest, to facilitate the investigation and prosecution of persons suspected of money

128 The legal provisionto enter into an MOU Agreementwith an FIU inanothercountry is provided for under section 16A (2) (b) Anti-

Money Laundering Act 2006 (as amended). https://www.sevylii.org/sc/legislation/consolidated-act/9a
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laundering and criminal activity related to money laundering or terrorism financing (ibid).In
2014, the FIU shared substantive nformation with approximately 90 jurisdictions. Seychelles
was formally admitted as a member of the Asset Recovery Inter-Agency Network Southern
Africa (ARINSA!?) in June 2016.

In practice, mternational information sharing for intelligence purposes often begns quickly and
nformally by email or telephone. At domestic level, the banks and corporate service providers
in Seychelles each have representative bodies which engage actively with the FIU and other
supervisors on policy, regulatory and law reform issues and which also facilitate information
sharing internally within their sectors.

The FIU is also empowered to provide training and issue guidelines to reporting entities and
more generally to “educate the public and create awareness” on matters relating to AML/CFT.
A series of sensitisation sessions on Money Laundering and Counter-acting the Financing of
Terrorism with the Seychelles Corporate Service Providers was conducted in July 2016, and in
August 2016, an FIU sensitisation session was conducted for the Bar Association of Seychelles
on "Money Laundering and Counteracting the Financing of Terrorism"'3?, The FIU updated its
general Guidelines for reporting entitics in June 2015'3!, including an overview of CFT
regulation and has issued several advisories on TF-related issues to supervisory authorities in
the last year, for dissemination to private sector reporting entities, and also wrote detailed
outreach letters to supervisory authorities and other key government agencies (including the
Registrar of Associations, which regulates the NPO sector) following the promulgation of the
2015 PT Regulations.

2.1.6.3 Information Sharing Regarding:

a. Particular investigations

Information sharing between Ilaw enforcement agencies to support particular
mvestigations tends to work effectively. The small size of the jurisdiction and the
personal contacts between senior officials in different agencies facilitates monitoring
and the circulation of early warnings where necessary.

b. Tourism sector

129ARINSAis a multi-agency informal network between participating countries, to exchange information, model legislation and country
laws in asset forfeiture, confiscationand moneylaundering, as well as providing training opportunities for bothasset agentsand

prosecutors.http://www.seychellesfiu.sc/#tab_home
13ohttp://www.seychellesfiu.sc/#tab_home
sihttp://www.seychellesfiu.sc/FIU%20Guidelines-

Procedures%20for%20Reporting%20Entities%20Seychelles%20June%202015.pdf
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The Ministry of Tourism (MoT) provides guidance to tourism service providers on
tourism risks, including threats posed by thefts, burglaries and possible piracy
activities'32. The Risk Management Section (RMS) of the MoT receives information
from various local agencies including Seychelles Maritime Safety Administration
(SMSA), Police, Health, Division of Risk and Disaster Management (DRDM) and the
private sector, and disseminates relevant mformation to its stakeholders. The
mformation relates to precautions to be observed by visitors, for example warnings in
relation to piracy. The RMS conducts risk awareness sessions to all tourism
establishments and businesses. An annual risk assessment in done based on incidents
which occurred during the year.

2.1.6.4 Flexibility and Willingness to Comply With International Standards

Following the efforts done to reform the system of information exchange mternationally,
Seychelles has been accepted by the OECD as a country that is ‘largely compliant’ with the
standards of the Global Forum on exchange of information.

Seychelles is also committed to the National Risk Assessment and will continue to remain
vigilant in the exercise.

In order to continue with the reforms necessary to ensure that the financial sector will continue
to offer opportunities for all Seychellois, it is imperative that Seychelles also modernizes its
current legislation. There is ongoing work to finalise a new act on “International Business
Companies” which adopts certain basic principles to prevent the risk of money laundering,
while at the same time allowing for a structure of continuity for the sector, together with a new
act on “Trusts” and on “Global Business Companies” which will allow Seychelles to better
adapt with global regulations and at the same time, create opportunities within the sector.

The current reform process demonstrates the strength of political commitment within
Seychelles to comply fully with its international commitments regarding the threat of terrorism
and terrorist financing. It is anticipated that the current round of amendments will bring
Seychelles mto full technical complance with FATF Recommendations 5, 6, 7, and 8 in
advance of the Mutual Evaluation. There is now a National CFT Committee (established under
the PT Regulations in August 2015) that stands ready to sponsor and support all necessary
future action. Additionally, the ‘Iranian weapons’ case discussed above demonstrates the
willingness of the Seychelles authorities and judiciary to use the necessary means, including
recourse to international treaties, to seize the proceeds of illegalities potentially related to TF.

132 As was related during the interviews conducted for the purpose ofthe NRA.
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A comprehensive analysis of the factors that determine the level of TF vulnerability can be
viewed at Annex 20.

Below are some promising potential actions to address the deficiencies uncovered, the
challenges and deficiencies.

2.1.6.5 Legislative and Institutional Reform

An updating review of the Anti-Money Laundering Act, 2006 has been in progress for some
time. Domestic Information sharing is one focus of these amendment initiatives. The National
CFT Committee, established under the PTA Regulations in 2015'33, has been specifically
mandated to lead the information sharing process in future. The multi-agency representation
on this committee and its informal and flexible operating structure should ensure that
information exchange is timely and effective. The Committee has representation comprising of
The Minister of Home Affairs as the Chairperson, the Minister for Finance, the Attorney
General, Commissioner of Police, Director FIU and a secretary as nommated by the
Chair'34 Additionally, the FIU signed in October 2015 an MOU on Cooperation between
Regulators of the Financial Services Sector’ with the Central Bank of Seychelles and Financial
Services Authority which is helping significantly in encouraging proactive information sharing
with those agencies.

The process of updating the NPO legislation has begun. A committee of national stakeholders,
led by the FIU and Registrar General, was established in June 2016. The Committee has
discussed the requirement to comply with the technical elements of Recommendation 8 and
effectiveness against Immediate Outcomes 10. Along with further policy support, resourcing,
and awareness-raising, this is expected to assist in enabling efficient monitoring of the entities
within the NPO Sector. COMESA has engaged the services of a Consultant to conduct an
overview of this sector as well as assist with a review of the NPO legislation.

More broadly, there is a need to strengthen the counter financing of terrorism in lne with FATF
guidelines and to develop procedures to respond to requests under UNSCR 1373.

2.1.6.6 Record Keeping

Internal electronic records are only beginning to be maintained consistently across the different
agencies. This is principally due to a capacity/resourcing issue. The FIU for example is
currently in the process of introducing a centralised electronic file management system to assist
in collating all information provided in electronic format by reporting entities.

133prevention of Terrorism Act, 2004 — Part Il Implementation Committee http://greybook.seylii.org/w/se/2004—

7#!fragment/zoupio-

1Bahttps://www.sevylii.org/sc/legislation/si/2015/39 accessed on 16/02/2017
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2.1.6.7 Trainings Organised

A series of sensitisation sessions on Money Laundering and Counteracting the Fmancing of
Terrorism with the Seychelles Corporate Service Providers was held on 21, 22, 28 & 29 of July
2016, at the training unit of the Central Bank of Seychelles!3>.

An FIU sensitisation session with the Bar Association of Seychelles on "Money Laundering
and Counteracting the Financing of Terrorism" took place on Friday 26th August 2016 at the
Palais de Justice, on Il du Port, Seychelles!3S.

2.1.6.8 Addressing Cyber Terror

To date, no cyber terror attacks have been identified in Seychelles however, the Department
of Information & Communications Technology (DICT!37) are currently working on finalizing
the draft Cyber Security Policy and Bill availing of mput provided by the Commonwealth
Secretariat. It is expected that the policy as a minimum will be completed this year (2017)
followed by the Bill.

In terms of other initiatives on the operational level:

1. The DICT has started to put in place the Government of Seychelles Cyber Emergency
Readiness Team (GOS CERT) (with equipment / training obtained from a COMESA
project). It is envisaged in the near future to place dedicated people to man the GOS
CERT.

2. DICT has also extended their technical contract with Microsoft to include the provision
of Enterprise Threat Detection (ETD) services. This allows the Department to
mndependently have proactive detection of threats in addition to reactive interventions
when breaches occur;

3. DICT has security audits carried out on the External Gateway Network (EGN) core
around every 2 years. These are carried out by external parties and findings are acted
on;

4. DICT has put in place several Information Technology (IT) Security Policies at
operational level on the EGN and these are essentially aligned to the ISO Information
Security Standards!33. These actually allowed DICT to pass the different requirements
for it to handle FATCA and OECD CRS data exchanges. Hence allowing the SRC to
be compliant with these since DICT provides their key infrastructure and systems.

In terms of anticipated developments DICT has the following:

1) after the policy and bill are in place it will mitiate the creation of a National CERT
which will be multi-stakeholder, requiring that capacity and specialised units be set

135http://www.seychellesfiu.sc/
136]bid.
137 DICT has responsibility for the cyber security of Government systems (the ones on EGN)

138The 1SO/IEC 27000 family of standards helps organizations keep information assets secure.https://www.iso.org/isoiec-27001-
information-security.html
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up in law enforcement agencies (LEAs) having competencies to address cyber
security / cybercrime issues.

i) DICT is also targeting getting formally ISO certified in information security and
also further building up its cyber security specialists to be certified appropriately.

A list of recommendation for this sector can be found in Annex 1, whilst the proposed Action
Plan for the Terrorist Financing Sector can be found at Annex 7.
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ANNEXES

Annex 1: Recommendations

Recommendations for ML Risk and Vulnerability at the National Level:

1.

A detailed action plan for the national AML/CFT was drawn up with specific sections
detailing actions for each of the specific items identified. However, for the purpose of
summarizing the following issues discussed below have been identified as requiring
attention.

The AML/ CFT Committee should be formalized with a clear mandate established
under legal binding instrument. There should be greater consultation between the
committee and the agencies involved in the implementation of policies and strategy to
be decided by the Committee.

The capacity of financial crimes mnvestigators, prosecutors and judicial officers have
been identified as a problem area.

The Authorities, therefore, need to prioritize traning on AML/CFT to officers within
the NDEA and the Police, to Prosecutors from the AG’s Office and Judges presiding
over the financial crime cases. Authorities should also consider the allocation of
additional resources to the investigation of financial crime cases.

The Companies Ordinance 1972 also needs to be amended and modernized in line with
the FATF Recommendations 24 and require all companies in Seychelles to fully
identify and maintain up to date information on beneficial owners.

It is recommended that the current tax enforcement system reviews relevant pieces of
legislations with a view of making it more effective and efficient.

It is also recommended that supervision of the motor vehicle, real estate and attorneys
and notaries is enhanced to ensure that the preventative measures under the AML Act
are being implemented by the market players.

Finally it is essential that LEAs gather statistical information in a form and manner that
will assist in updating the NRA.

Recommendations for Offshore Sector:

1.

Revision of the AML Act to include provision which would allow for the imposition of
administrative sanctions for AML breaches; or Empowering the FSA as the Regulator
of the sector through amendment of the FSA Act, allowing it to;
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a. conduct nspection for AML matters;

b. have a wider range of administrative sanction for specific AML breaches such as
mtroducing monetary penalty;

c. strengthening the current provision relating to the removal of critical staff and
suspension/revocation of license; and

d. Imposition of sanctions for AML breaches.

Capacity Building for staff of the FSA, such as AML geared professional trainings with
accredited nstitution or grouping (e.g. FATF, ESAAMLG, and OECD) and internship
with other overseas AML competent Authorities, to give staff a better nsight and
understanding of AML matters and the application of the Law.

Capacity Building of staff mvestigating AML Breaches (professional trainings and
Internship with other overseas AML competent Authorities).

Capacity Building of staff prosecuting AML cases (professional trainings and
mternship with other overseas AML competent Authorities); and

Develop the capacity of the judiciary staff to handle AML related cases.

In collaboration with the stakeholder, introduce Competency Standard for relevant staff
whereby standards would be set in respect to minimum qualification, experience (AML
related) by such persons including probity, competence and soundness of judgment.

Impose obligations on CSPs to provide training to professional staff on an ongoing
basis based on training needs analysis undertaken. And in cases of non-adherence to
same, the mtroduction of administrative sanctions for such cases.

. FIU and FSA should mtensify ML/TF traming for its staff, to facilitate and monitor

AML training of industry participants, which would allow for better understanding and
appreciation of money laundering risk/s associated with businesses which may enable
faster detection of ML risks / threats.

In addition, where CSP’s rely on third party to undertake CDD measures, CSP’s should

ensure that they are satisfied that the key staff of theirr counterparts are also adequately
tramed on AML issues.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

In collaboration with the stakeholder, introduce an Internal Control System Guideline
where the FSA shall prescribe the standards to be adopted by CSPs in respect to their
compliance function.

FIU should undertake the necessary step (s) to specify the requirement deemed to be
necessary for all Compliance and Reporting Officer which would include both the
qualification and experience.

FIU should also assess the fitness and propriety of the Compliance and Reporting
Officers to be employed within the sector; and

In collaboration with the stakeholder and competent Authorities, mtroduce a
Compliance framework for CSPs where the FSA m conjunction with the FIU will
prescribe the standards to be adopted by CSPs in respect to their compliance regime,
which will address matters such as the appointment of compliance officer,
mdependence of compliance function and the standard compliance framework to be
adopted by CSPs.

For the FSA in conjunction with FIU to prescribe a standard system to be adopted by
all CSPs to ensure that timely and effective methods are in place to detect integrity
breaches.

Revision of the AML Act to include provision which would allow for the imposition of
administrative sanctions for ntegrity breaches (depending on the severity of the
breach).

Given volume of entities being regulated, both the FIU and FSA needs to increase their
human capacity and technical resources which will enable it to have more effective
supervisory and regulatory oversight of entities within the offShore sectors.

Capacity Building of On-Site examiners (undertaking relevant professional trainings
and internship with other Competent Authorities) to ensure that technical staff possess
good understanding and appreciation of Money launderng Risks, and are equipped
with the necessary skills such as understanding of the nature of firms, clients and
products being supervised.

The FIU to publicly make available periodic report to available on its website relating
to information on enforcement action taken against persons that misuse the products
available within the jurisdiction that will serve as a deterrent to individuals targeting
Seychelles entities as a means to launder money; and
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19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

Providing stakeholders with an insight nto its supervisory functions / activities of the
FIU which will encourage for more transparency and impartiality, which may also
positively influence the behavioural patterns of industry partakers.

Sharing mformation of the nature of STR’s lodged by the reporting entity with other
competent authorities and/or outcome of mvestigation undertaken which would allow

the competent authority to mnitiate its own independent action without prejudicing the
work of the FIU.

FIU should issue more guidance through guidelines or formal written communiqué to
assist with building capacity for the monitoring systems of suspicious transaction of
CSPs and improve staff knowledge for monitoring of ST.

FIU to review the AML act to introduce measures that require a CRO to undergo fit
and proper assessment.

Enhancing of the licensing framework to strengthen the effectiveness of AML entry
mechanism being employed to assess compliance of applicants, with AML
requirements.

Build the technical capacity and knowledge of FSA staff in understanding of AML risks
and build staff expertise in detecting money laundering risks upon licensing.

Strengthen consultation with Competent Authorities such as the FIU during licensing
processes to allow for sharing of expertise in assessing the quality of AML controls
proposed by applicants.

In view, that beneficial ownership has been introduced mto the IBC Act 2016 making
it a corporate matter for all IBCs, recommendation is made for FSA to commence
inspection of the Beneficial Ownership Registers to ensure the availability of such
mnformation.

To review the Companies Ordinance Act 1972 to include the similar obligation like the
IBC on the domestic companies to submit information on beneficial owners to the
Registrar of Companies; or

Introduce a new concept of having an independent stand-alone legislation that would
govern beneficial ownership for all legal person or legal arrangement formed in
Seychelles.

The assessment of other AML control variables has revealed certain areas, which are
deficient in the AML Act and should be reviewed, this includes:
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consider including provision for the imposition of administrative sanctions (such as
monetary penalties, suspension and removal of critical staff) for regulatory breaches;
and

Measures to require CRO to undergo fit & proper assessment.

Recommendations for Banking Sector

1.

To complete a comprehensive review of the jurisdiction’s compliance to the BCPs.

Based on the results of the above review prepare an action plan to address deficiencies
observed.

The CBS web site should show clearly what requirements are currently in place in
relevant to AML/CFT legislation, regulations or guidelines. This should be done in
partnership with the FIU so long as the FIU has supervisory role.

Formulation of traming plan for CBS and FIU exammers to undertake on-site
exammnations of AML/CFT risk using a risk based approach.

FIU and CBS to provide adequate financial and human resources to build capacity to
allow for effective AML/CFT examinations.

Enhance mnformation that banks provide to regulators on an off-site basis. This will
allow for creation of risk profiles of various banks and assist in the implementation of
a risk-based framework.

FIU to update its policies, procedures and manuals for supervision in line with
mternational best practice. CBS to finalize its AML/CFT examination manual and
ensure that it is in line with best practice and consistent with FIU’s examination manual.

Improve coordnation and co-operation between CBS and FIU in the conduct of on-site
and off-site supervision of banks. It is proposed that this is incorporated in a MoU
between the two regulators.

To review the AML Act to evaluate whether admmistrative actions can be incorporated
within same.

149 |Page



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

Building capacity within regulators and law enforcement agencies to successfully build
a case against AML non- compliance.

Greater commitment on the part of regulators and law enforcement to prosecute in
mstances of AML noncompliance.

To review the FIA to evaluate whether monetary penalties can be incorporated for non-
compliance to the relevant laws (applied to both institution and individuals)

Building capacity within regulators and law enforcement agencies to successfully build
a case against AML non-compliance.

Greater commitment on the part of regulators and law enforcement to prosecute in
mstances of AML noncompliance.

Continue building technical capacity of staff especially in the area of evaluating
AML/CFT risk when evaluating bank license application.

Conduct a review of the current framework for bank licensing agamst the core principle
7 to assess level of adherence.

Review section 5 and 6 of FIA to strengthen the process for licensing.

Review and enhance the ‘fit and proper framework’ for appointment of key personnel
within banks. This includes expanding the scope of positions that require the regulators’
approval and also greater emphasis on ensuring the qualifications and experience of
those taking on key positions.

Assess the potential for introducing stricter requirements for banks to report suspected
cases related to AML/CFT breach to the regulator.

The authority in collaboration with the banks should develop a capacity building plan
to ensure bank staff are effectively trained.

Introduce requirements for all bank staff to undergo minimum training with regards to
AML/CFT.

Regulators to ensure that banks have effective training programs for AML/CFT.

To issue a directive that all banks appomt a dedicated Compliance and Reporting Office
(CRO) with appropriate qualifications and experience.
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24.

25.

26.

27.

28.

29.

30.

31.

32.

Banks to further enhance their monitoring system.

Further staff training to adequately monitor and nvestigate customer transactions. All
banks to adopt a risk based approach for AML risk management.

All banks required to set up a fully-fledged compliance function with adequate
resources with an independent qualified compliance officer.

Regulators to require that banks take actions against staff m breach of AML
requirement.

To introduce requirements for banks to conduct periodical AML risk self-assessment.

Banks to further enhance their monitoring system and ensuring its features are more
dynamic and risk based in nature.

Improve quality of supporting documents provided to support AML related
transactions.

Improve staff knowledge in monitoring of transactions of PEP.

Staff training to allow them to fully use the features of monitoring software.
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Recommendations for the DNFBP Sector
1. The FIU should provide AML training to the staff of all licensed operational Casinos
and that this training should be documented i a log book as proof that training has been
conducted. Most of the prioritized issues raised above will be sorted out once training
has been provided.

2. Regulatory should conduct on-site inspections of all licensed operational Casinos.
3. Encourage casinos to Implement policies for the DD of high risk clients due diligence.
4. Encourage to change policies related to accepting charge backs.

5. Regulators should seek to learn from jurisdictions with experience of high numbers of
junkets and land-based casino operations.

6. Regulatory should arrange to conduct on-site inspections as this sector has not been
subject to inspections.

7. The FIU should provide AML traming to the staff of all Accounting firms and that
this training should be documented in a log book as proof that training has been
conducted. During the traning, they should be reminded of their statutory duty of
submitting STRs on suspicious transactions.

8. All Accounting firms should appoint a Compliance and Reporting Officer (CRO)
who will perform the duties as required under Sec. 15 (2) (c) of the AML Act 2006.
This will include producing an AML/CFT Procedural Manual.

9. Accounting firms should have mechanisms which will facilitate the identification of
PEPs and other high risk customers.

10. Arrangements should be made to provide accounting firms with copies of the UN
Security Council’s (UNSCR) designated terrorist lists.

11. Regulatory should conduct on-site inspections of all Accountants and Auditors.
12. Regulatory should arrange to conduct on-site inspections as this sector has not been
subject to inspections.

13. FIU should provide AML training to the staff of all Motor Vehicle Dealers and that
this training should be documented in a log book as proof that some form of training
has been conducted. During the training, they should be reminded of their statutory
duty of submitting STRs, retention of identification documents, etc.
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14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

They should appoint a CRO who will perform the duties as required under Sec. 15 (2)
(c¢) including the production of an AML/CFT Procedural Manual.

They should have a mechanism that will facilitate the identification PEPs and other
high risk customers.

The Seychelles Licensing Authority (SLA) should tighten the entry requirements for
Motor Vehicle Dealers. Licenses should be issued for a period of five years and those
that are not active should have their licenses revoked.

Regulatory should conduct on-site inspections of this sector.

The FIU should providle AML training to the staff of all Precious Metals and Stones
dealers and this training should be documented in a log book as proof that training has
been conducted. During the training they will be reminded of their statutory duty of
submitting STRs on suspicious transactions, retention of identification documents,
etc.

They will have to appoint a CRO who will perform the duties as required under Sec.
15 (1) (c) including the production of an ML/CFT Procedural Manual.

They should have mechanism that will facilitate the identification of PEPs and other
high risk customers.

They should be provided with copies of the UNSCR Lists.
FIU Regulatory Section should conduct on-site inspections of this sector.

The FIU should provide AML training for all Real Estate agencies and this training
should be documented in a log book as proof that some form of training has been
conducted. During the traming they should be reminded of their statutory duty of
submitting STRs, retention of identification documents, etc.

The Real Estate Board should play a more active role in the supervision of Real Estate
Agents to ensure that they are not engaging in illegal activities.

The Real Estate Board should hold discussions with the Real Estate Agents to discuss
issues of mutual mnterest as well as compliance issues.

They should have mechanisms that will facilitate the identification of PEPs and other
high risk customers.
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27.

28.

29.

30.

31.

32.

33.

34.

35.

Land Registry to ensure sanction is on file prior to effecting transfer and to improve
speed of registering property.

Regulatory should conduct on-site inspections of all lawyers and follow up on
previous inspections conducted.

A statutory body should be created to supervise its members and take punitive action
for unethical actions and behaviour, the Bar Association has prepared a draft Bill for
this purpose.

Once licensed, becoming a member of the statutory body should be mandatory and
they should comply with the body’s regulations and the requirements of the AML
Act.

They should have mechanisms that will facilitate the identification of PEPs and other
high risk customers.

Regulatory should conduct on-site inspections of this sector and follow up on
previous inspections conducted.

The FIU should provide ML traning to Boat & Yacht dealers and this training should
be documented i a log book as proof that some form of tramng has been conducted.
During the training, they should be reminded of their statutory duty of submitting
STRs, retention of identification documents, etc.

Guidelines on licensing into this sector must be clearly defined.

They should have mechanisms that will facilitate the identification of PEPs.
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Recommendations for the Other Financial Institutions

l.

Ensure requirements on internal controls are at par with international standards and
the AML act or regulations to require foreign branches and subsidiaries to apply
AML/CFT measures consistent with the home country in accordance with the
FATF recommendations.

The FIU to conduct more frequent examinations of these institutions to understand
the ML/CFT risks associated with each entity.

The FIU to consider increasing the human resource capacity and/or document and
implement a risk based approach to its supervisory function which will reduce the
amount of staff/resources needed to conduct its supervisory function effectively.

Reassess the required/allocation of budget for the FIU to ensure proper operation
and ensure it achieves its mandate effectively.

Develop and apply a comprehensive risk-based approach to supervisory program
for onsite and offsite monitoring. This should consist of both spot-checks and
regular cycles of exammation of such reporting entities within specified
timeframes and schedule should have regards to the level of ML/CFT risks
associated with the mstitutions.

FIU to record examination results in a systematic way and to use these reports for
policy purposes. To allow this to happen, the FIU has to ensure that examinations
are conducted on a frequent basis. Examinations reports to be sent to Reporting
entities in a suitable timeframe after the completion of examinations.

To implement administrative sanctions for non-compliance to the AML act that
are applicable to all parties including the reporting entity, directors, management
and its staff and to ensure that these measures are applied when the need arises.
FIU to also ensure that there is frequent dialogue with these entities both on-site
and off-site. Examinations of these entities to be conducted on a more frequent
basis also.

To implement administrative sanctions for non-compliance to the AML act that
are applicable to all parties including the reporting entity, directors, management
and its staff’ and to ensure that these measures are applied when the need arises.

To implement and enforce administrative sanctions under the AML act and
regulations for non-compliance to the AML act that are applicable to all parties
mncluding the reporting entity, directors, management and its staff. In the interim,
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10.

11.

12.

13.

14.

15.

16.

17.

where possible, the FIU and the CBS to collaborate and make use of provisions of
the NPSA and FIA to enforce administrative sanctions agamst stitutions falling
under this category.

Criminal sanctions should be enforced where there are breaches of the AML act
against reporting entities.

Criminal action against staff with regard to other financial crimes should be
pursued by the FIU or appropriate authority concerned and powers should be
clearly laid out in laws/regulations.

The FIU to ensure that mvestigations are conducted and criminal enforcement
actions are applied to reporting entities under this category. Information gathered
from STRs and from examinations conducted should be recorded in a systematic
manner and used to inform investigations which eventually lead to criminal
sanctions where it is applicable.

To ensure that traming plans include capacity building in terms of AML risk such
that staff possess a good understanding and appreciation of the money Laundering
Risk associated with the activities of the supervised entities within this category.
More frequent examinations of these institutions with AML risks i scope
required.

PSD to implement manuals for processing of license applications for the
mstitutions under this category.

Emphasis needed on fit and proper tests being done on key management positions
within BDCs providing remittance activities within the FIA and NPSA. E.g. CFOs
and Compliance Officers. Set out the Fit and Proper assessment procedure and
criteria in manuals for Payment Service Providers.

To enforce strengthen and enforce requirement for Directors and key management
staff within the sector to have the necessary educational and professional
certification.

There is a need to include specific requirements within the Licensing criteria under
the FIA/NPSA to ensure that licensees need to demonstrate adequate AML
compliance controls are in place before being granted a license, including the need
for risk-based AML compliance manuals and the appomntment of well-trained,
independent compliance officers depending on the level of risk associated with the
mstitution’s activities. The AML Act or regulations also needs to be strengthened
in that regards.

156 |[Page



18.

19.

20.

21.

22.

23.

24.

FIU to coordinate the setup of necessary infrastructures that allows institutions to
obtain necessary information for the vetting of staff before being recruited.

FIU to design and document more regular training programs tailored for different
levels of staff and where possible should be accredited by a recognised AML
traming body. Entry controls/renewal of licenses under relevant laws/regulations
should take mto account the need for Institutions to provide adequate AML
training to staff. Compliance officers to be appointed and should be responsible
for designing and providing AML trainings mternally within the institution.

As part of its supervisory activities, the FIU to undertake review of the Institutions
compliance programs focusing on these requirements. To enforce compliance, the
FIU should consider requiring such mstitutions to hire independent compliance
and reporting officers based on the level of ML/CFT risk that the mstitution is
exposed to in its activities.

The AML act needs to be amended such that it requires that reporting entities
appomnt independent compliance officers for such activities. This can also be
applied on risk-sensitive basis depending on the complexity and the exposure of
reporting entities to AML risk.

As part of the supervisory process, FIU to include the verification of these incidents
and to ensure that necessary disciplinary actions are taken against the staff
mvolved. Moreover, in view that often the same staff who have in the past
committed breaches i such institutions are employed in other similar nstitutions
in Seychelles, the FIU should seek to provide facilities for institutions to report
these incidents and also have access to this information on recruiting of staff.

Entities under this category should be required to perform annual external audits
with AML risk in scope. Policy for mternal audits should also be documented
which includes assessment of AML risk. This should be implemented and enforced
by the FIU through its AML supervision of these entities.

The FIU to ensure that examinations of institutions are conducted to ensure that
mstitutions put in place the necessary systems to allow them to identify and report
such transactions in an effective manner. Moreover, regulators should consider to
include as a requirement at the licensing stage that institutions have in place the
necessary systems to allow for such screening and monitoring of transactions to be
done.
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Recommendations for the Section on Terrorist Financing

1.

Trainings and capacity building (to include training on international guidelines, UN
Sanctions and domestic legislation) to build stakeholder expertise in the relevant
aspects of CTF. Also, training to emphasise the significance of MLA. Capacity
building to focus on detection and prosecutorial techniques. This would also help to
raise awareness. In this regards, the DFA shall continue maintaining close collaboration
with Friendly States in particular those who are willing to share their know-how and
expertise in the fight against terrorism. (For example France/la Réunion has recently
offered its assistance to train Airport officers in order to strengthen security measures
at Seychelles international airport in the event of a terrorist attack or a plane hijacking,
a program called ‘Piratair’!3%).

The availability of international case studies demonstrating effective procedures and
models of domestic information-sharing in relation to a real lift TF threat, with a focus
on shared electronic resources, would be of assistance in demonstrating the need for
improvements of this kind in Seychelles. In the absence of any experience of dealing
with actual TF risks, the ability to refer to real life examples would provide a more
tangble illustration of potential threats and the importance of procedures. It would also
enable Seychelles to benchmark its procedures, (particularly with regard to proactive
mformation sharing), against international best practice.

Re-visit and/or establish clear communication and procedural guidelines between the
investigation and prosecution phases of any future TF related incidences in
Seychelles. This is agamnst a background where the FIU in co-operation with the
Attorney General is increasingly seeking recourse to its prosecutorial powers in relation
to regulatory breaches of the AML Act and stakeholders in the Working Group raised
a concern as to how this type of procedure!4® would work in the case of prosecuting
terrorist financing offences.

Establish a specific department within the AGO to oversee Mutual Legal Assistance
(MLA). IBC’s are becoming increasingly hostile to requests to release information, and
MLA is not prioritised under the current structure. The Mutual Assistance in Criminal
Matters Act 1995 ‘applies to the provision or the obtaining of mutual assistance in

139An international seminar oncrisis managementin aviation security was held throughout the week in Saint-Denis with the heads of staffs
ofthe securityforces / defense of the Indian Ocean (La Réunion, Mauritius, Madagascar, Seychelles,and Comoros). Lisez la suite sur

FAGERS : http://www.fagers.fr/2015/06/26/exercice-piratair-2015/

Copyright © Valérie Koch pour FAGERShttp://www.fagers.fr/2015/06/26/exercice-piratair-2015/
140Guidelines on Anti-Money Laundering and Combating the Financing of terrorism Procedures for Reporting Entities in Seychelles, June

2015 Update, http://www.seychellesfiu.sc/FIU%20Guidelines -
Procedures %20for%20Reporting%20Entities%20Seychelles%20June%202015.pdf
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criminal matters in relation to an offence committed or believed to have been committed
before or after the commencement of this Act!4!.

The role of Department of Foreign Affairs (DFA) and the relevant legislation in this
respect requires re-examination. DFA identified that it is currently not and will not be
mn the position to establish a classification for each request received, ie. whether it
relates to ‘Threat of TF/Terrorism’, mainly because it is not within its statutory
functions'*?. The quality of the ‘request’ itself also tends to hinder the efficiency of the
gathering of mformation. The above factors do not allow the DFA, to fully complete
their records/database, and disseminate the information received in an efficient manner.
There may be a need to create a specialized structure within the DFA whose
responsibility will be to laise directly with the Terrorist Financing Committee and to
assist the latter on matters related to MLA and International Terrorism.

While the statutory framework exists, there is a need to assign more resources to
achieve greater coordmation between the DFA, the Attorney General’s office (the
competent authority), and the FIU, coupled with a requirement for dedicated resources
and enhanced IT capability in the Attorney General’s office. While communications
between the three agencies are regular; there is always scope to improve and promote
nationally between the key agencies, a more effective international information-sharing
platform. It is also hoped that the efforts of the National AML/ CFT Committee and the
National CFT Committee will assist in this regard.

5. Anti- Money Laundering Act 2006, section 34 (9)!43, makes provision for the search
and seizure of cash by ‘ A member of the police, or an officer of customs or an
mmmigration officer, notwithstanding that they might be an assets agent’ to search
‘without warrant a person, his luggage or other property in his immediate vicinity or
recently in his possession and any vehicle belonging to him or in which he was to be
found or nearby which is reasonably suspected of being connected to him, if the
member of the police, or officer has reasonable grounds for suspecting that —

141 Mutual Assistance in Criminal Matters Act of 1995, Section 4 (2) available at:
http://greybook.seylii.org/w/se/CAP135A#!fragment//KGhhc2g6KGNodW5rxIVhbsSHb3JUZXh0OicnKSxub3RIc
1F1ZXJ5xJYnLHNjcm9sbEPEiMSKOiFuxKdl YXLEh8SgxKLEpMSXxLTEts SHU8SQMELEpFJFTEVWQ USDRSx0YW16dG9
iKSk=
142]n accordance with applicable legislation the Foreign Affairs Department (FAD) forwards requests
for assistance in legal matters to the relevant agencies. In most cases the AGO functions as the
executing authority, especially for requests related to criminal procedures in preparatory phase.
143http.//grevbook.seylii.org/w/se/CAP9A#!fragment/zoupio-
Toc461169797/KGhhc2g6KGNodW5rxIVhbsSHb3JUZXh0OnpvdXBpby1fVGIjNDYXMTYSN8SnKSxub3RIc1F1ZX)
50icnLHNjcm9sbEPEIMSKOiFuxLIYXLEh8SxxLPEtcS3xYbFiMSHU8SQJELEtVIFTEVWQUS5DRSx0YWI6dMSgKSk =
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(1 the person is importing or exporting, or intends or is about to import or
export, or has possession or control of an amount of cash which is not
less than the prescribed sum;

Section 34(1) (a) (i) amended by s 2(j) (i) (aa) of Act 24 of 2011 with effect from 27
December 2011
(i) the cash represents benefit from criminal conduct or is intended by any
person for use in connection with any criminal conduct; and

Section 34(1) (a) (i) amended by s 2(j) (i) (bb) of Act 24 of 2011 with effect from 27
December 2011

(i) the cash in excess of the sum prescribed under section 34A was not
declared by person when entering or leaving the Republic.” 44

Under the ST 39 of 2015 Prevention of Terrorism Regulations 2015, section 5 (1) (c)'43,
the National Countering Financing of Terrorism Committee, is mandated to ‘advise the
Registrar of Associations in protecting the non-profit organization sector from misuse
by terrorist groups, in accordance with the Registration of Associations Act’ and the
SI 39 Regulations referred to above. In terms of terrorism, there have been no
identifiable threats posed by non-profit organizations (NPOs). Where religious
groupings are concerned, the Constitution of Seychelles and other laws and policies
protect religious freedom and, in practice, the government generally enforces these
protections. Religious groupings are required by law to register either as a corporation
or association and should register with the Ministry of Finance should the church
require tax privileges'46. The main churches in the country include the Catholic,
Anglican, and Seventh-day Adventist churches, along with mosques and the Bahai local
spiritual assembly. Other faiths include Christian groups such as Baptists, Assemblies
of God, Pentecostal Church, Nazarites, and Jehovah’s Witnesses and Hindus, though
there may be others which have yet to register as associations or corporate bodies.
Nevertheless, the Seychelles Interfaith Council (SIFCO'47) feels that stricter controls
should be in place for registration of ‘new churches’. Having one registration
mechanism for all religious bodies i the country will ensure better tracking and
accountability mechanisms.

7. Customs machinery atairport (and ports) to detect cash

1441bid

145 http://www.seylii.org/files/SI1%2039%200f%202015. pdf
146 SEYCHELLES 2015 INTERNATIONAL RELIGIOUS FREEDOM REPORT

https://photos.state.gov/libraries/mauritius /882940/religious -freedom-report/seychellesirf2016.pdf

whttp://www.nation.sc/article.html?id=233572
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10.

There is a need to identify if the x-ray machine at the airport can be upgraded and
settings adjusted to detect cash leaving and entering the country through passenger
cargo. In the event that this is not possible it is advisable to invest in new and more
modern technology that can detect cash and other financial instruments that can be used
for payment of illegal activities. Seychelles Revenue Commission is in the process of
acquiring pallet scanner that will be used at the port to check cargo coming into the
country! 48

As easy access to foreign currency can present a TF risk, a limit on the amount of
foreign currency one can withdraw from a Seychelles Account is recommended.
Under the current regime, Seychelles imposes no limit, which is in contrast to many
other jurisdictions worldwide. While the banks can impose controls to monitor
suspicious activity, it can be very difficult for them to establish a basis for prohibiting
a withdrawal. In most cases the extent of the action they can take is limited to reporting
suspicions to the FIU. When interviewed, certain banks also cited pressure from CBS
to release foreign currency. Cash is also a preferred method of payment than Money
Gram as the cost of transaction is less.

There is a need to review the co-ordination between FIU, CBS and banks regarding the
management and monitoring of large accounts for offshore companies to ensure more
effective monitoring of large accounts and suspicious transactions.

The FSC is responsible to take action to reduce systemic risks and enhance the
resilience of the Seychelles financial system, while also supporting the economic policy
of government. The committee also discusses regional developments with regard to
terrorism and the threat to Seychelles of exposure to either attacks or the financing
aspect with regard to AML and CFT endeavours. With an increase in the number of
skimming cases locally on ATM machines the issue of cybercrime has come to the fore.
The increased risk that money laundering in conjunction with cyber-crime, terrorism
financing, and drug trafficking and tax fraud poses to the domestic financial system
adversely affects the country’s reputation, mvestment attraction and financial
system'4?, It is recommended that other sectors such as Tourism is invited on to the

148 MinisterPierre Laporte delivering the BudgetSpeech 2015 said: “SRC has made further progress inimproving detection of tax evasion
and smuggling. We areatanadvancedstage of acquiring new technologyto assist in improving detection, notably a pallet scanner for the
sea port,in the context of ourbroader Customs modernization project” available at:

http://www.nation.sc/component/content/article/46-news/national-assembly/243958-budget-

speech-2015-by-the-minister-for-finance-trade-and-investment-pierre-laporte-on-december-15-

2014.html

19http://www.nation.sc/article.html|?id=250123
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11.

12.

FSC as they can advise on terror threats and risks to the various sectors including
tourism sector.

Setting up a national security alert system plan (similar to the French Plan Vigipirate'59)
is recommended, whereby levels of threats (e.g. level 0: No danger; level 1: vague
threat; level 2: possible threat; level 3: high chance of threat; level 4: definite threat) are
represented by colours. Such mformation should be disseminated to all sectors and
broadcast to the population on media. That way, the citizens of Seychelles but also the
foreigners and tourists would be reassured knowing that such system exists and that a
dedicated committee is being tasked to daily monitor the level of threat of terrorism in
Seychelles.

While the national threat to TF is considered low, and the national vulnerability to the
same is rated as medium —low, there is a need to remam vigilant. Whilst IBC’s are
perceived to carry higher risk, the WG has established that IBCs are being subjected to
stringent regulatory and supervisory framework whereby IBCs are required to maintain
basic company nformation within the jurisdiction including Directorship mnformation,
Legal ownership mnformation, Beneficial Ownership mnformation, Accounting Records
and in the event it is not being kept in Seychelles IBCs are required to keep a
notification of where the Accounting records are being maintamed. In cases of non-
compliance the registrar may impose financial sanctions on the IBC; and since March
2015, CSPs are required to monitor compliance by specified entities and foundations,
with certain “record-keeping requirements” and to periodically inform the FSA of any
“continued non-compliance” by the specified entity. In cases of non-compliance the
registrar may impose financial sanctions on the IBC.

Disqualifying Statement on TF it is a form of return even if it is a nil return it has to be
submitted to the CBS every quarter all banks must submit the in confirmation that their
banks do not hold any Terrorist group accounts and no transactions being conducted in
this regard.

COMESA recently has agreed to sponsor a workshop/ consultant to do a review of the
NPO sector towards formulating legislation towards updating the registration of

150Vigipirate (French: Plan Vigipirate) is France's national security alert system. ... The name "Vigipirate" isanacronym of
vigilance et protection des installations contre les risquesd'attentatsterroriste a l'explosif ("vigilance and protection of

installations against the risk of terrorist bombings") Vigi girate -
Wikipediahttps://en.wikipedia.org/wiki/Vigipirate
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associations’ act 1959. As to date there is no proper supervision by the Registrar’s
Office
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Annex 2: Non-Banking Financial (Offshore) And Fiduciary Services Providers (NBFFSP) Sector Action Plan

S.
No

Sources of ML
Risk

Key Result Area

Detailed Action Steps

Party/Dept.
Responsible

Date to
Begin

Date Due

Status

AML Knowledge of Staff

AML Knowledge
of staff

Continuous  enhancement of
knowledge of professional staff
responsible for implementing the
AML/CFT controls;

For the sector to have a better
understanding and appreciation
of ML risks associated with
business to increase the
effectiveness of supervision.

Develop a code for fit and proper competency standard

For the FSA to develop a code for fit and proper competency
standard, to be adopted by all licensees licensed under the CSP
Act which will set the required competency and capability for
all person holding significant function in the office of its
licensees i.e. All Directors, M anaging Directors, Senior officers
and Comp liance Officer(s). Additionally to ensure that training
remains relevant and updated the FSA will introduce the
concept of continuous professional developments (“CPD”)
which will be mandatory to be undertaken by all fit and proper

person. The code to be implemented by April 1%, 2018.

e Compliance officer would be required to hold at aminimum
a certificate in compliance, however depending on the
complexity of the office, the CO may require a diploma;
and

e The concept of independent compliance function
depending of the complexity of the office is to be
introduced

FSA/FIU/CSP

Feb
2018

Mar 30",
2018

The code has been
developed and is
currently in the
consultation phase
(industry)

The FSA to intensify ML/TF training for its staff through the
undertaking of relevant course from ICA, ACCAM and ICSA;
The FSA and FUI to facilitate and monitor AML training for
industry participants, and ensure that at a minimum all staff
undergoes minimum training with regards to 'AML/CFT which
would allow for better understanding and appreciation of
money laundering risk/s associated with businesses which may
enable faster detection of M L risks / threats

FSA/FIU

Jun
2018

On-going

The FSA to undertake joint onsite inspection with the FIU to;

e monitor licensee compliance with the AML/CFT
requirement; and

e increase FSA staff knowledge and understanding of key
components that FIU on-site examination entails in regards to
AML/CFT measures.

FSA/FIU

Aug 2018
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Sources of ML
Risk

Key Result Area

Detailed Action Steps

Party/Dept.
Responsible

Date to
Begin

Date Due

Status

Effectiveness of Compliance Function

Effectiveness  of
comp liance
function

To  implement an  effective
compliance  function  that is
comprehensive, risk-based and well-
resourced with an independent AML
comp liance function for the licensees
within the sector

Develop a code for Compliance standard and Internal
Control for licensee

1. For the FSA develop a Code to assist licensees in having
efficient and effective comp liance standards, and sets out
the minimum standards that the Financial Services
Authority will use to assess the licensee’s comp liance
with regulatory requirements.

2. Additionally, the FSA will impose the minimum
qualification and experience for persons appointed in the
position of Compliance officer;

3. For the FSA to develop a Code to assist and guide
licensees in having adequate internal control system and
sets out the obligations that the Authority will use to
assess effectiveness of the systems.

FSA

Feb 2018

March
30,2018

The code has been
developed and is
currently in the
consultation
phase(industry)

FSA to conduct joint risk-based on-site inspection with the FIU
at the of the office of its licensees to assess the effectiveness of
the licensees’ internal control systems.

FSA/FIU

Aug 2018

COMPANIES SPECIAL LICENSE —

Through Seychelles’ commitment to comply with the Base Erosion and Profit Shifting (BEPS) standard of the OECD, the CSL regime will have to be amended to bring it in line with BEPS. Furthermore, the
BEPS standard provides that, any income derived from assets or activities introduced in the CSL after the publication of the BEPS Report (i.e. 16™ October, 2017) will not benefit with the preferential tax rates
under Schedule 2 of the Act (i.e. 1.5% business tax rate and 0% Withholding tax rates). CSLs incorporated on or after 16™ October, 2017 will only benefit the preferential tax rates under Schedule 2 of the Act up
to the date the CSL Act is amended to cater for BEPS, which will not be later than June 2018.

Companies
Special ~ Licence Amendment to the CSL Act in relation to the following; Annual | FSA/AG July 2017 June 2018 Draft bill in
has been assessed . return and Accounts; removal on-disclosure obligations; consultation phase
a. Comply with the (BEPS) . . .
3 to be harmful per Changes in respect to taxation benefits and expanding grounds
- standard of the OECD .
the Base Erosion for enforcement actions
and Profit Shifting Enactment of the amended CSL Act together with amended | FSA June 2018
(BEPS) standard guidelines
Third Party Reliance
4 a. Provide expected | Conduct risk based joint inspection with the FIU tounderstand | FSA /FIU Aug 2018 March 2019

standards to be employed

the trade practices vis-a-vis reliance on third parties for
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Sources of ML
Risk

Key Result Area

Detailed Action Steps

Party/Dept.
Responsible

Date to
Begin

Date Due

Status

Reliance on third
party for
KYC/CDD

by licensees licensed under
the CSP Act dealing
through PI;

Implement a structured
system for testing of
relationship between the
CSP and the PI

KYC/CDD measures and identify practices that poses treat to
the jurisdiction

Set up working groups; to prepare the policy paper and draft
guidelines, prepare awareness tools, and monitor milestones per
the agreed action plan

FSA/FIU/CSP

Nov 2018

Send Policy paper for consultation with CSPs and incorp oration
of any suggestions / comments

FSA/FIU

Jan 2019

Prepare the guidelines for dissemination to the industry and
schedule meetings to update licensees on the proposed changes
/ standards.

Update On-Site and Off-Site procedural manuals to reflect the
change in policy and devise tools to monitor the adherence of
licensees e.g. Returns to gather statistical information, tools to
be used on-site

FSA/FIU

Jan 2019

Train FSA staff:1) through relevant online courses e.g. ICA 2)
In-house training on monitoring the compliance of the
guidelines, 3) delivering awareness workshops

FSA

On-Going
per FSA’s
training
plan

On-going

Define through MOU's

1)AML training beneficial to FSA

2)the responsibilities and powers of FSA & FIU in regards to
monitoring and reporting of licensees' adherence to the
guidelines

Increase information sharing between FSA/FIU for the purpose
of monitoring of third party reliance relationship of CSPs

FSA/FIU

Jan 2019
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Annex 3: Action Plan for the Securities S ector

AML Knowledge of staff in securities firms

Issue(s) identified: FSA as a regulatory body has a mandate to set entry requirements and standards of practice applicable to its licensees so as to make a determination of whether the staff ofthe

licensees are fit and proper. As part of this mandate, FSA in conjunction with FIU, should create manuals and/or update industry guidelines to include AML/CFT measures and sanction members
for any non-comp liance issues identified. Although FSA requires that licensees have an AML/CFT compliance manual there is no indication as to the areas that the manuals need to cover. It is
believed that havingan AML/CFT Competency Framework by FSA and having the necessary training will help towards developing a knowledge base for staff in securities firms.

Action

1. Set specific mandatory requirements for MLROs:
- academic qualification

- professional qualification

- relevant work experience

2. Set specific mandatory requirements for company directors - that they have broad knowledge of
AML/CFT regulatory requirements and issues.

3. Set requirements for general staff - that they aware of AML/CFT regulatory framework and have
knowledge of the internal AML/CFT procedures.

Annual mandatory training on the adopted guidelines and the AML/CFT framework targeting the
compliance staff of the licensees, the Board of the licensees, and senior officers of the licensees (relevant
staff of the licensee where such a general training would be beneficial —for example. client facing staff).
This is targeted as a general level training for trainees to understand the AML/CFT concerns of the
sector. FIU as the relevant authority will coordinate the training.

| Lead

FSA/FIU

| Implementation Issues

capacity of staff (technical
competency and availability) at
both FIU and FSA

Budgetary constraints of FIU
should be
conducted by a third party;
constraints of licensees to
commit for all relevant staff to

such  training

attend the training

Completed by

May 2018

June 2018

FSA to conduct risk-based supervision, with periodic offsite data collection and onsite inspection, to
ensure that the AML/CFT competency framework is being complied with. Periodicity of supervision
would depend on risk-grading of entities, but at minimum low risk-firms would be subjected to an onsite
inspection every three years.

Regulatory staff turnover

November 2018

Effectiveness of compliance function
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Issue(s) identified: The compliance function of licensees should be looked at as more than the MLRO filing STRs. Licensees should strive to adopt a compliance culture focusing on the AML/CFT
areas of risk to the business and understand that the compliance function of the licensee does not rest solely on the compliance officers but rather that the ultimate responsibility rests with the
Board of Directors. The areaof AML/CFT is not static and as such AML/CFT compliance functions and programmes need to align with industry practice and regulatory expectations and that the
risks are within established risk tolerances.

| Lead | Implementation Issues | Completed by

FIU in conjunction with FSA to review and identify problems in the existing Guidelines available for capacity of staff (technical | August 2018
AML/CFT compliance to ensure such guidelines are sector specific. The output would be the adopted competency and availability) at
revised Guidelines (which include amongst others guidance on predicate offences and filing of STRs). both FIU and FSA

Such adopted guidelines will be made publicly available on both the FIU and FSA website.

FSA to conduct risk-based supervision, with periodic onsite inspection to ensure that compliance Regulatory staff turnover November 2018
manuals and AML procedures are in compliance with the regulatory framework (legislation and
guidelines) and ensure effective implementation of the procedures. Periodicity of supervision would
depend on risk-grading of entities, but at minimum low risk-firms would be subjected to an onsite
inspection every three years.

Mandate that, at least one month in advance of implementation, amendments of the AML Compliance
M anuals are submitted for review of the FSA. FSA and FIU to coordinate on the relevant enforcement
actions to be taken against a licensee in instances of compliance breaches.

FSA to conduct risk-based supervision, with periodic offsite data collection (such as, but not limited to, [ FSA Regulatory staff turnover August 2018
the company's organogram, or budget allocated to compliance) and onsite inspection to ensure that
compliance manuals and AM L procedures are in compliance with the regulatory framework (legislation
and guidelines) and ensure effective implementation of the procedures. Periodicity of supervision would
depend on risk-grading of entities, but at minimum low risk-firms would be subjected to an onsite
inspection every threeyears. FSA and FIU to coordinate on the relevant enforcement actions to be taken
against a licensee in instances of compliance breaches.

Require that at minimum the Board of directors conduct annual reviews of the AML/CFT compliance | FSA None March2018
function and keep record of such reviews, to be made available to the regulatory Authorities.
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Annex 4: Banking sector Action Plan

Ranking

Detailed Implementation Action Plan

Notes:

i) The structure of Template serves as a guide only. Jurisdictions may modify itto suit their own internal planning approach or use their own detailed planning

templates.

ii) The number of the rows shouldbe modified by Jurisdictions to meet the number of the detailed actions.

iii) Please refer to the outputs of the modules of NRA Tool to identify the sources of the risks and prioritize the actions.

S d:
Key Action Prime Agency eeondary Detailed Action Plan Remarks/
Agency
Risk Implementation | Time
ML Risk
Ref s Issues Frame
1.3.4 | Effectiveness of (a) Segregate the National AM L committee Cabinet of Review the legislative framework

Supervision supervision of ministers in order to transfer the mandate for

Procedures and AML/CFT to each the AML/CFT supervision to the

Practices sectoral regulator respective sectoral authority. Short term 3

being CBS for the months

banking sector
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(b) Formulation CBS - Identification of specific training | Availability of
and needs external trainers.
imp lementation of - Request applicable training Budget training Short to
training plan for - Where applicable request constraints medium
CBS examiners to technical training assistance from term
undertake onsite external parties,ie. IMF, 3-12
examinations of COMESA and UNODC; months
AML/CFT risk
using a risk based
approach.
(c) CBSto CBS/FIU FIU and CBS to identify gaps in its | Budgetary and
review human resources and make HR constraints
resources capacity recommendation to its Board for for the related
relative to rectifying same. authorities.
AML/CFT FIU and CBS to formulate a staff
supervision. development plan for existing staff
in order to build capacity of
FIU to review available resources Short term
3 months

human resources
capacity relative to
investigation of
AML/CFT issues

(budget allocation
for staff).

WIP:- CBS is in process of
formulating the staff development
plans in order to train staff
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(¢)  Enhance CBS CBS should request more granular | Dependent on
information that information from supervised consistency and
institutions entities. availability of
supervised by CBS must design templates with feedback from
CBS, provideto risk based methodologies for banks
regulators on an comp letion by supervised entities
offsite basis. This in order to improve data coverage. Short to
will allow for WIP: - CBS has formulated a risk Medium
creation of risk based AM L report which banks are term
profile of various required to submit on a quarterly 3 months
banks and assist in basis. This has come into effect
the from March 2017. M oreover, CBS
imp lementation of has received IMF TA which has
arisk-based provided additional templates to
framework. enhance the monitoring and
analysis of AML/CFT risks.
(f) CBSto CBS CBS to finalise its policies, Manpower and
updateits policies, procedures and manuals by end of | expertise
procedures and 2018. constraints
manuals for
supervisionin line
with best practice.
This will be in line Short to
with the decision Medium
to have sectoral term
regulators. 10 months
CBS to finalize its
AML/CFT
examination
manual and ensure
that it is in line
with best practice.
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(& Improve
coordination and
co-operation
between sectoral
regulators. Itis
proposed that this
is incorporated in
the MoU between
the regulators.

CBS

FIU/FSA

Toreview the existing MOU
between CBS, FSA and FIU
Formulation of the AML/CFT
forum between the regulators

N/A

Short term
3 months
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1.3.9 | AML Knowledge | Regulated entities Regulated entities CBS Ensure banks develop a capacity Some banks do
of Bank’s Staff should develop a building plan. This will further not have a HR

capacity building feed in to the succession plan for function and as

plan to ensure business continuity. such developing

staff are capacity will

effectively trained. Ensure all banks are implementing | provea
an annual AM L training program challenge
and maintain records for staff
attendance and training materials.
Introduce AM L tests to monitor
staffretention knowledge. Medium to

Long

Ensure all banks appoint a term12
designated CRO toundertake all months
AML obligations and provide
effective trainings to all relevant
staff.CBS to ensure training
oversight during onsite inspections
and verify AML training received
and staff knowledge.

a) Introduce Regulated entities FIU/CBS Banks should have an AML/CFT

requirements for comp liance manual to depict this

all bank staff to requirement

undergo minimum The manuals are to be examined to Short term

training with ensure comp liance during CBS 6 months

regards to
'"AML/CFT

prudential supervision.
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b) Regulators to CBS FIU Banks to submit the AML
ensure that banks Framework as well as the training
h i .
a\‘fe‘ effective programme to regulators an.nually Medium to
training program Banks should further submit a Lone term
for AML/CFT report detailing effectiveness of &
.. . 12 months
training provided.
Ensure application by banks upon
inspections by CBS.
Toissue a FIU CBS Ensure all banks appoint a Labour
directive for designated CRO toundertake all constraints in the
appointment of a AML obligations and provide country proves
dedicated effective trainings to all relevant tobe a
MLRO/CRO with staff. constraints on
appropriate FIU has started to compile a banks in finding
qualifications and database of CROs across all a qualified
exp erience. regulated entities including banks. | personto ﬁll n Short term
Relevant data on CROs are the post with 3months
collected through CRO minimal delays
Questionnaire being sent out tothe | Effective
respective entities. training for
WIP: - By end of 2018, FIU is CROs may not
expected tohave 100% completion | be available
of CRO database across all sectors. | locally and
therefore more
expensive
1.3.10 | Effectiveness of Banksto further Banks CBS/FIU CBS to require banks to complete Existing systems
Compliance enhance their an independent audit of their may not be
Function monitoring system AML/CFT risk management easily modified
(Organization) for AML/CFT framework and would need .
. Medium to
toimplement a
L Long term
Banks to re-assess their existing new one,
12 months

systems and procedures, and re-
align to ensure in line with best
practices -i.e. FATF
recommendations

impacting on the
time that same
can be

imp lemented.
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CBS to ensure the adequacy of
AM L internal controls and
procedures

WIP: - reflected in inspection
reports. CBS required all bank to
present their AML framework in
June 2017 to be followed up on
inspections.

Further staff Banks Ensure banks develop a succession | Some banks do
training to and HR plan to build staffcapacity | not have a HR
enhance their and identify the specific AML function and as
efficiency in training needs of their staff:- such developing
monitoring Ensure all banks are implementing | a HR plan will
transactions an annual AM L training program provea
and maintain records for staff challenge
attendance and training materials.
Also introduce AM L tests to
. . Short term
monitor staff retention knowledge.
. 6 months
Ensure all banks appoint a
designated CRO to undertake all
AML obligations and provide
effective trainings to all relevant
staff.
CBS to ensure training oversight
during onsite inspections and
verify AML training received and
staff knowledge
All banks to adopt Banks CBS/FIU Ensure banks apply and develop a
arisk based risk based approachto AML
approach for AML monitoring Medium to
risk management CBS to ensure the bank's AML Long term
All banks required framework is in line with the RBA 12 months

toset up a fully
fledge compliance
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function with
adequate resources
with an

independent
qualified
comp liance
officer.
Regulators to CBS Banks CBS todevelop a template for a
require that banks return that requires rep orting of
and non-banks standardise offences by staff. Same
. . . L Short term 6
takes actions should include any investigation
against staffin conducted by the banks and non- months
breach of AML banks and any enforcement actions
requirement taken
To introduce CBS BANKS Ensure banks are adopting a
requirements for periodic monitoring program
banks to conduct which is aligned to AM L best Short term
periodical AML practice standards and in aligned to 6 months
risk self- the RBA
assessment.
1.3.5 | Availability and (a) Toreview CBS/FIU Setup up working group which will
Enforcement of and amend the include all the relevant
Administrative FIA,NPSA and stakeholders to determine the Short to
Sanctions the AML Act to required sanction di
evaluate whether recommendations for the FIA, m:erl;m
administrative NPSA and AML Act
12 months

actions can be
incorporated
within same.

To get IMF toreview the findings
of working group
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(b) Building MoFTEP/ Police/ Attorney CBS/AML Ensure agencies identify training Training
capacity within General's Office High level needs for staff at all levels, identified may
regulators and law Committee/FIU | particularly for the Police and not be available
enforcement Attorney's General's office locally
agencies to ensure (investigation training for financial | Budget
that ML offences crimes, raising standards for constraints on Short to
are correctly prosecutors) these entities as Long term
investigated and Ensure that training is undertaken budget is 12 months
filed for by the agencies dependent on
prosecution. MoFTEP
Re-initiate AML High Level Retention of
National Committee in being more | knowledge by
proactive; relevant staff
1.3.8 | Integrity of Bank | Assessthe CBS Establish or determine breach of
S taff potential for conduct and then develop reporting
introducing framework
stricter Provide training/sensitisation on
requirements for reporting framework to all banks to Short term
banks toreport ensure consistency on reporting 6 months
suspected cases
related to
AML/CFT breach
to the regulator
1.3.11 | Effectiveness of Banks to further Banks CBS/FIU Banks to ensure they develop
Suspicious enhance their procedures and policies for STR
Activity monitoring system reporting
Monitoring and and ensuring its Banks to ensure that staffare
Reporting features are more trained to identify, monitor and Short term
dynamic to report STR 3 months

identify, monitor
and report
suspicious activity

Banks to ensure that a designated
CRO is identified and known to
staffto facilitate investigation and
escalation.
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Ensure availability Banks other FIU/CBS Banks to ensure they maintain

of documents to regulated entities archives to store customer

support AML transaction/files.

related Banks to ensure that records are

transactions. maintained in accordance with the

. .. Short term

records retention obligations of the 6 months
AML Act
FIU and CBS to ensures
compliance during full scope
examination and follow up
reviews.

Improve staff Banks FIU/CBS Banks to organise PEP training for | Systemand

knowledge in staff tools may not be

monitoring of Banks to develop system/tools to readily available

transactions of flag and identify PEPs to ensure and is time

PEP commensurate monitoring of such | consuming to
customers implement same
Banks to apply commensurate Medium
CDD measures to PEP customers term
i.e mandatory senior management 8 months
approval, declaration for wealth,
source and political status
FIU and CBS to ensures
compliance during full scope
examination and follow up
reviews.

1.3.7 | Availability and (a) Continue CBS Identify CBS staff that requires
Effectiveness of building technical further supervisory training for
Entry Controls capacity of CBS evaluation of license application

staff especially in and UBO identification Short term

the area of 3 months

evaluating

AML/CFT risk

when evaluating
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bank, license
application

(b) Conduct a CBS WIP:- review is currently being
review of current undertaken in line with the
framework for amendments for the FIA due .
. . Medium to
bank licensing December 2018
against the core Long term
g? : 12 months
principle 7 to
assess level of
adherence
(¢) Review CBS WIP:- review is currently being Short to
section 5 and 6 of undertaken in line with the medium
FIA to strengthen amendments for the FIA due term
the process for December 2018
! | 12 months
licensing
(d) Review and CBS WIP:- review is currently being
enhance the “fit undertaken in line with the
and proper amendments for the FIA due
framework’ for December 2018'ss
appointment of
key personnel
within banks. This
. . Short to
include expanding .
medium
the scope of
ositions that term
p 12 months

requires the
regulators’
approval and also
greater emphasis
on ensuring the
qualifications and
experience of
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those taking on
key positions.

Availability of
Enforcement of
Criminal
Sanctions

(a) Building
capacity within
regulators and law
enforcement
agencies to ensure
that ML offences
are correctly
investigated and
filed for
prosecution.

Law Enforcement
Agencies/FIU/CBS/Attorney
General's office

Ensure agencies develop
succession and HR plan to build
staff capabilitiesCBS has internal
capacity development plan to cater
for AML/CFT, e.g. ACAIMs
certifiedIdentifying and
nominating Point of Contacts
(POC) to discuss and address
issues

Budget and HR
Constraints

Short term 6
months

(b) Greater
commitment on
the part of
regulators and law
enforcement to
prosecute in
instances of AML
noncomp liance.

Law Enforcement
Agencies/FIU/CBS

Re-initiate AML High Level
National Committee in being more
proactive

formulate legal instruments to
empower the National AML/CFT
Committee

Need to build investigative skills
for regulators &prosecution
expertise for the AG's office

Budget and HR
Constraints

Short term
3 months
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Compliance with | Based on the

CBS

CBS toprepare an action plan

Availability of

revised Principle | results of the detailing a timeline to correct any resources:

29 of the Basel above review unaddressed issues - Time and HR

Core Principles preparean action constraints Medium to
plan to address Long term
deficiencies 12 months
observed

HIGH PRIORITY

SECOND PRIORITY

THIRD PRIORITY

FOURTH PRIORITY

FIFTH PRIORITY

SIXTH

PRIORITY

SEVEN PRIORITY

TO BE DONE

181 |Page



Annex 5: DNFBP Sector Action Plan

ensure that payment is by bank transfers or
cheque

2016

Sources of Key Action Primary Secondary Detailed Action Plan Remarks/ Timeframe
Agency Agency
ML Risk Implementation Issues
Motor Vehicle Minimise use of SLA Car Dealer FIU to run on-site inspections Inspections started in
Dealers receiving cash, association/ 2016 and ongoing Ongoing
cash payments
FIU
encourage more FIU AML training to staff Ongoing, already begun Ongoing
record keeping in providing training since
receipts, 2016
sensitizationto ML | FIU Dealers encouraged to develop better AML Ongoing, already begun
risks policies, including identification of PEPs, and providing training since Ongoing
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AGO Ag's Office has been mandated to issue a new SLA will need to draft a
regulation to enforce the new policy for motor | policy document to
dealers toaccept payment only by cheque or commence drafting
bank transfer exercise
SLA SLA to tighten the entry requirements for May require amending
licensing of dealers and a time limit on the legislation or regulations December 2018
validity of the license (with renewal
requirement).
SLA tobe given directive by Ministry of
Finance ensure that payments are documented,
to implement thepolicy
FIU Agents to be provided with the United Nations FIU to issue lists as soon
Security Council Resolution terrorist lists as it is received.
FIU Regular inspections by the FIU Ongoing, periodic Ongoing
inspections already
started in 2016
Casinos permitting | Mitigate the FIU/ FSA FIU/ FSA On-site inspections by the FIU to check books, Ongoing, periodic
high value cash likelihood of practices and policies inspections already Ongoing
transactions casinos being used started in 2016
to launder
Encourage casinos to implement policies for the | Sensitization through
enhanced DD of high risk clients FIU or COMESA and on | Ongoing

going
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FSA Regulators should seek to learn from To visit Macau and Las December 2018
jurisdictions with experience of high numbers of | Vegas
junkets and high-level casino operations and
implement policies in Seychelles.
FIU FIU to develop ongoing Staff training for casino | Ongoing, already begun Ongoing
staff providing training since
2016
Casinos to be provided with the United Nations | FIU to issue lists as soon | Ongoing
Security Council Resolution terrorist lists as it is received.
FSA Encourage casinos toreview and improve Casinos toreview its
transactions especially payment policies related | currently cash transaction
toaccepting charge back in line with process especially on
international best practice chargeback
Real Estate Agents | Encourage more FIU Real Estate On-site inspections by the FIU Ongoing, periodic Ongoing
accepting cash transparency in Board inspections already
payments real estate started in 2016
transactions
AML training for agencies to be provided by Ongoing, already begun Ongoing

FIU in collaboration with the Real Estate Board

providing training since
2016

Real Estate

Real Estate Board encouraged to play a more

Board active role in supervision and exercise their
sanction power
Land Land Registry to ensure M LUH sanction is on Lawyers who fail to
Registrar file prior to effecting transfer for foreign buyers | provide adequate December 2018

documentation of foreign
sanction, should be
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reported to the Chief
Justice

Land Introduce legislation prohibiting local persons
Registrar acting as nominees for foreigners willing to
purchase land
FIU Agents to be provided with the United Nations FIU to issue lists as soon | Ongoing

Security Council Resolution terrorist lists.

as it is received.

Real Estate

Agents to adopt mechanisms to identify PEPs

Agents will have to

December 2018

Board and other high risk customers subscribe with world
check
Lawyers and legal | Tighten regulation | FIU On-site inspections of lawyers. Ongoing
professionals and to sensitize to
ML/FT risks
FIU FIU officers toreceive specialist training in Lawyers can also be December 2018
identifying risks and the extent of legal notaries, estate agents,
privilege and have licenses to
establish IBCs, many
believe that attorney
client privilege covers all
of these relationships
Chief M embership of Bar Association should be suggest amendment to December 2018
Justice compulsory and Bar Association should have legislation

sanctioning power
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FSA Legislation regarding the creation and suggest amendment to December 2018
management of IBCs by lawyers with CSP legislation
licenses should be strengthened to prevent
hiding of ultimate beneficial ownership
FIU Lawyers should be provided with the UNSCR FIU to issue lists as soon | Ongoing
list and implement mechanisms to facilitate the | as it is received.
identification of PEPS and other high risk
customers.
Dealers of Sensitize and train | FIU FIU to carry out on-site inspections Inspections are already Ongoing
Precious Metals planned to take place in
and Stones early 2018
Ongoing, already begun Ongoing
providing training since
AM L training to the staffof all Precious Metals | 2016
and Stones dealers
FIU Inspections are already Ongoing
planned to take place in
Encourage dealers to appoint a CRO who will early 2018
perform the statutory duties
MoFTEP to introduce September 2018
MoFTEP Regulations to be introduced to require a license | regulations
tobuy and sell used gold and to import/export
used gold
Precious Agents to adopt mechanisms to identify PEPs To subscribe to world August 2018
Metal & and other high risk customers including being check
Stone provided with the UNSCR lists
Dealers
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Boat & Yacht
Dealers being
usedin cash
intensive
transactions

Sensitize and train | FIU Port Authority FIU to undertake on-site inspections Inspections already Ongoing
in AML/CFT planned to take place in
early 2018
SMSA ML training to Boat & Yacht dealers Training to start in 2018 December 2018
Work with SLA, Port Authority and SM SA to Toenhance the existing December 2018
develop guidelines on licensing for boat and guidelines once SM SA
yacht dealers officially becomes an
Authority
SMSA/ SM SA once it become
Ports Ensure proper registration of all private pleasure | Authority
Authority crafts (boats)and those being imported into the
jurisdiction
Working with, SRC, Port
To monitor and prevent illegal charters of Authority, SLA, Marine
pleasure craft on Eden Island and non-payment | Police, SMSA and all
of correct dues to SRC Marinas
Agents to adopt mechanisms to identify PEPs FIU to issue lists as soon | August 2018
and other high risk customers including being as it is received.
provided with the UNSCR lists
Increase and SMSA& Immigration, Ensure that the necessary policies and Create a formal
strengthening of SPA Marine police, | mechanism are put in place to close the committee consisting of August 2018
synergy between SRC/Custom, loopholes in the yachting industry. members or
the key MoFTEP representatives of key
stakeholders stakeholders/agencies.
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The Harbour Act currently under review

Harbour Dues Regulations currently been
amended and submitted to AG's Office.

Ongoing process

Tobe effective as of
January 2019

Ongoing process

Tobe effective as of
January 2019

Accountants

MOFTEP Association of Review of the Accountants Bill and creation of | Will require legislative
Accountants / an association with compulsory membership amendment
Attorney and adequate sanction power
General

SLA Review of the licensing process to practice as an | Will require legislative

accountant

amendment
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Annex 6: Other Financial Institutions (Buying and selling of FX, Remittance sector and other lenders (HFC, DBS and S CU) Action Plan

Ranking

Detailed Implementation Action Plan

Notes:

i) The structure of Template serves as a guide only. Jurisdictions may modify itto suit their own internal planning approach or use their own detailed planning

templates.

ii) The number of the rows shouldbe modifiedby Jurisdictions to meet the number of the detailed actions.

iii) Please refer to the outputs of the modules of NRA Tool to identify the sources of the risks and prioritize the actions.

Key Action Prime Agency Secondary Detailed Action Plan Remarks/
Agency
ML Risk Implementation | Time
Issues Frame
Effectiveness of | (a) Segregate the National AM L committee Cabinet of Review thelegislative framework
Supervision supervision of ministers in order to transfer the mandate
Procedures and | AML/CFT toeach for the AML/CFT supervision to
Practices sectoral regulator the respective sectoral authority.
being CBS for the
remittance market,
buying and selling Short term 3
of FX and other months

lenders such as
HFC,DBS and
SCU (Hereafter
referred as
supervised
entities)

189 |Page



(b)  Formulation CBS - Identification of specific training | Availability of
and needs external trainers.
imp lementation of - Request applicable training. Budget training Short fo
training plan for - Where applicable request constraints .

. . .. . medium
CBS examiners to technical training assistance from term
undertake onsite external parties,ie. IMF, 312
examinations of COMESA and UNODC;
AML/CFT risk months
using a risk based
approach.
(c) CBSto CBS/FIU FIU and CBS to identify gaps in Budgetary and
review human its resources and make HR constraints
resources capacity recommendation to its Board for for the related
relative to rectifying same. authorities.
AML/CFT FIU and CBS to formulate a staff
supervision. development plan for existing

. stafjf in order to build capacity of Short term
FIU to review available resources

3 months

human resources
capacity relative to
investigation of
AML/CFT issues

(budget allocation
for staff).

WIP:- CBS is in process of
formulating the staff development
plans in order to train staff
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(e)  Enhance CBS CBS should request more granular

information that information from supervised

insitutions entities.

supervised by CBS must design templates with

CBS, provideto risk based methodologies for

regulators on an comp letion by supervised entities

offsite basis. This in order to improve data coverage. Short to
will allow for M oreover, CBS has received IMF Medium
creation of risk T A which has provided additional term
profile of the temp lates to enhance the 8 months
various regulated monitoring and analysis of

entities and assist AML/CFT risks.

in the

imp lementation of

arisk-based

framework.

() CBSto CBS CBS to finalise its policies, Manpower and

updateits policies, procedures and manuals by end of | expertise

procedures and 2018. constraints

manuals for

supervisionin line

with best practice.

This will be in line Short to
with the decision Medium
to have sectoral term
regulators. 10 months
CBS to finalize its

AML/CFT

examination

manual and ensure
that it is in line
with best practice.
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(g9 Improve
coordination and
co-operation
between sectoral
regulators. Itis
proposed that this
is incorporated in
the MoU between
the regulators.

CBS

FIU/FSA

Toreview the existing MOU
between CBS, FSA and FIU
Formulation of the AML/CFT
forum between the regulators

N/A

Short term
3 months
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AML
Knowledge of
Institution’s
S taff

Regulated entities
should develop a
capacity building
plan to ensure
staff are

effectively trained.

Regulated entities

CBS

Ensure supervised entities develop
a capacity building plan. This will
further feed in to the succession
plan for business continuity.

Ensure all entities are

imp lementing an annual AML
training program and maintain
records for staff attendance and
training materials.

Introduce AML tests to monitor
staffretention knowledge.

Ensure all supervised entities
appoint adesignated CRO to
undertake all AM L obligations
and provide effective trainings to
all relevant staff. This requirement
should be based on thesize,
complexity and nature of their
activities.CBS to ensure training
oversight during onsite
inspections and verify AML
training received and staff
knowledge.

Some entities do
not have a HR
function and as
such developing
capacity will
provea
challenge

Medium to
Long
term12
months

a) Introduce
requirements for
all staffof
supervised entities
toundergo
minimum training
with regards to
'AML/CFT

Regulated entities

FIU/CBS

Supervised entities should have an
AML/CFT compliance manual to
depict this requirement

The manuals are to be examined
to ensure compliance during CBS
prudential supervision.

Short term
6 months
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b) Regulators to CBS FIU Supervised entities to submit the
ensure that AML Framework as well as the
supervised entities training programme to regulators
have effective annually. Medium to
training program Supervised entities should further Long term
for AML/CFT submit a report detailing 12 months
effectiveness of training provided.
Ensure application by supervised
entities upon inspections by CBS.
Toissue a FIU CBS Ensure all supervised entities Labour
directive for appoint adesignated CRO to constraints in the
appointment of a undertake all AML obligations country proves
dedicated and provide effective trainings to | tobe a
MLRO/CRO with all relevant staff. constraints on
appropriate FIU has started to compile a supervised
qualifications and database of CROs across all entities in
experience. regulated entities including banks. | finding a
Relevant data on CROs are qualified person
This requirement collected through CRO to fill in the post
should apply to Questionnaire being sent out to with minimal Short term
supervised entities the respective entities. delays 3months
based on the risks WIP: - By end of 2018, FIU is Effective
assessments expected to have 100% training for
conducted by the comp letion of CRO database CROs may not
supervised and/or across all sectors. be available

regulated entities
considering the
exposure to risk,
size, nature and
comp lexity of

business activities.

locally and
therefore more
expensive
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Effectiveness of
Compliance
Function
(Organization)

Supervised entities
to further enhance
their monitoring
system for
AML/CFT

Supervised entities

CBS/FIU

CBS torequire supervised entities
to complete an independent audit
of their AML/CFT risk
management framework

As for other supervised entities,
CBS torequire independent audit
of their AML/CFT risk
management framework based on
the nature, size and complexity of
the business activities.

Supervised entities to re-assess
their existing systems and
procedures, and re-align to ensure
in line with best practices -i.e.
FATF recommendations

CBS to ensure the adequacy of
AM L internal controls and
procedures

Existing systems
may not be
easily modified
and would need
toimplement a
new one,
impacting on the
time that same
can be

imp lemented.

For other
supervised
entities, they
may not have
the resources
needed to
acquire such
systems.

M edium to
Long term
12 months

195 |Page



Further staff
training to
enhance their
efficiency in
monitoring
transactions

Supervised entities

Supervised entities develop a
succession and HR plan to build
staff capacity and identify the
specific AM L training needs of
their staff:-

Ensure all supervised entities are
imp lementing an annual AML
training program and maintain
records for staff attendance and
training materials. Also introduce
AML tests to monitor staff
retention knowledge.

Ensure all supervised entities
appoint adesignated CRO to
undertake all AM L obligations
and provide effective trainings to
all relevant staffbased on the
nature , size and complexity of
business activities.

CBS to ensure training oversight
during onsite inspections and
verify AML training received and
staff knowledge

Some supervised
entities do not
have a HR
function and as
such developing
a HR plan will
provea

challenge

Short term
6 months

All supervised
entities to adopt a
risk based
approach for AML
risk management
All supervised
entities are
required to set up
a fully fledge
comp liance
function with
adequate resources

Supervised entities

CBS/FIU

Ensure supervised entities to
apply and develop a risk based
approach to AM L monitoring

CBS to ensure the entities” AML
framework is in line with the RBA

Medium to
Long term
12 months
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with an
independent
qualified

comp liance
officer.

This requirement
is tobe applied
based on the
nature, level and
complexity of the
business and its

exposure to
AML/CFT risk.
Regulators to CBS Supervised CBS todevelop a template for a
require that entities return that requires rep orting of
supervised entities standardise offences by staff.
takes actions Same should include any Short term 6
against staffin investigation conducted by months
breach of AML supervised entities and any
requirement enforcement actions taken
To introduce CBS Supervised Ensure supervised entities are
requirements for Entities adopting a periodic monitoring
supervised entities program V,thh is aligned to' AML Short term
to conduct best practice standards and in 6 months
periodical AML aligned to theRBA
risk self-
assessment.

Availabilityand | (a) To review CBS/FIU Setup up working group which

Enforcement of and amend the will include all the relevant

Administrative FIA,NPSA and stakeholders to determine the shor‘t to

. . . medium

Sanctions the AML Actto required sanction term
evaluate whether recommendations for the FIA, 12 months
administrative NPSA, NBFI Act and AML Act

actions can be
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incorporated
within same.

CBS to also
consider the
inclusion of
similar provisions
in the NBFI Act
once introduced.

To get IMF toreview the findings
of working group

(b) Building MoFTEP/ Police/ Attorney CBS/AML Ensure agencies identify training Training
capacity within General's Office High level needs for staff at all levels, identified may
regulators and law Committee/FIU | particularly for the Police and not be available
enforcement Attorney's General's office locally
agencies to ensure (investigation training for Budget
that M L offences financial crimes, raising standards | constraints on short to
are correctly for prosecutors) these entities as Long term
investigated and Ensure that training is undertaken | budget is 12 months
filed for by the agencies dependent on
prosecution. MoFTEP
Re-initiate AM L High Level Retention of
National Committee in being knowledge by
more proactive; relevant staff
Integrity of Assess the CBS Establish or determine breach of
supervised potential for conduct and then develop
entities Staff introducing reporting framework
stricter Provide training/sensitisation on
requirements for reporting framework to all Short term
supervised entities supervised entities to ensure 6 months
toreport suspected consistency on reporting
cases related to
AML/CFT breach
to the regulator
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Effectiveness of | Supervised entities Supervised Entities CBS/FIU Supervised entities to ensure they
Suspicious to further enhance develop procedures and policies
Activity their monitoring for STR reporting
Monitoringand | systemand Supervised entities to ensure that
Reporting ensuring its staffs are trained to identify,
features are more monitor and report STR
dynamic to Supervised entities to ensure that a Short term
identify, monitor designated CRO is identified and 3 months
and report known to staffto facilitate
suspicious activity investigation and escalation. For
supervised entities this should
apply based on the nature, scale
and complexity of the business
activities.
Ensure availability Supervised entities FIU/CBS Supervised entities to ensure they
of documents to maintain archives to store
support AML customer transaction/files.
related Supervised entities to ensure that
transactions. records are maintained in
accordance with the records Short term
retention obligations of the AML 6 months
Act
FIU and CBS to ensure
compliance during full scope
examination and follow up
reviews.
Improve staff Supervised entities FIU/CBS Supervised entities to organise Systemand
knowledge in PEP training for staff tools may not be
monitoring of Supervised entities to develop readily available
transactions of system/tools to flag and identify and is time Medium
PEP PEPs to ensure commensurate consuming to term
monitoring of such customers implement same 8 months

Supervised Entities to apply
commensurate CDD measures to
PEP customers i.c. mandatory

199 |Page



senior management approval,
declaration for wealth, source and
political status

FIU and CBS to ensures

comp liance during full scope
examination and follow up
reviews.

Availabilityand | (a) Continue CBS Identify CBS staffthat requires

Effectiveness of | building technical further supervisory training for

Entry Controls capacity of CBS evaluation of license application
staff especially in and UBO identification
the area of Short term
evaluating 3 months
AML/CFT risk
when evaluating
Supervised entities
license application
(b) Review CBS WIP:- review is currently being short to
section 5 and 6 of undertaken in line with the .
FIA to strengthen amendments for the FIA due medium
the process for December 2018 term

. . 12 months

licensing
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(¢) Review and
enhance the “fit
and proper
framework’ for
appointment of
key personnel
within Supervised
Entities. This
includes
expanding the
scope of positions
that requires the
regulators’
approval and also
greater emphasis
on ensuring the
qualifications and
experience of
those taking on
key positions.

Depending on the
nature, scale and
complexity of
activities for
supervised entities
this should also be
made a
requirement.

CBS

WIP:- review is currently being
undertaken in line with the
amendments for the FIA due
December 2018'ss

Short to
medium
term
12 months
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Availability of (a) Building Law Enforcement Ensure agencies develop Budget and HR
Enforcement of | capacity within Agencies/FIU/CBS/Attorney succession and HR plan to build Constraints
Criminal regulators and law General's office staff capabilitiesCBS has internal
Sanctions enforcement capacity development plan to
agencies to ensure cater for AML/CFT,e.gc ACAIMs Short term 6
that M L offences certifiedIdentifying and months
are correctly nominating Point of Contacts
investigated and (POCQ) to discuss and address
filed for issues
prosecution.
(b) Greater Law Enforcement Re-initiate AML High Level Budget and HR
commitment on Agencies/FIU/CBS National Committee in being Constraints
the part of more proactive
regulators and law formulate legal 1n.struments to Short term
enforcement to empower the National AML/CFT 3 months
prosecute in Committee
instances of AML Need to build investigative skills
noncomp liance. for regulators &prosecution
expertise for the AG's office
HIGH
PRIORITY
SECOND PRIORITY
THIRD PRIORITY
FOURTH PRIORITY
FIFTH
PRIORITY
SIXTH
PRIORITY
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| SEVEN PRIORITY

TOBE DONE

Annex 7: Terrorist Financing S ector Action Plan

Notes:

ii) The number of the rows shouldbe modified by Jurisdictions to meet the number of the detailed

actions.

iii) Please refer to the outputs of the modules of NRA Tool to identify the sources of the risks and

prioritize the actions.

Pri S d:
Sources of Key Action . e Detailed Action Plan Remarks/
Agency Agency
ML Risk Implementation Issues
Improve the
ffici f
STR Data eSTllzlfir:t:Z ’ Identifying the problems in STR
Analysis is . FIU CBS ‘y gtep Detailed actions may need to be expanded, depending on the findings.
. . analysis reporting and analysts system.
inefficient .
capacity of
FIU.
Further training to th lysts at . . .. .
F?U criraming tothe analysts @ Identify potential training material and sources.
If the number is limited, consider
hiring new analysts.
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Identify the problems in STR
reporting process.

Training/guidance to reporting
institutions.

Supervision of STR systems and

practices of reporting institutions.

Cooperation with CBS. Regular compliance supervisions.
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Annex 8: NRA Work Group Composition

Composition of Teams for NRA World Bank Working Teams (&W/shop)

— As of 15™ January 2016-

V11)

Note: Names in Red, while part of that Team, are assigned specifically to another Team (in Black), for the

purposes ofthis Workshop (a small number of people are assigned to more than one Team for both

administrative and practical reasons).

Teams Agencies/Others Modules Agency/Nominee/Contact
Details (email/phone)
Threat Assessment e FIU 1&2 Audrey Annette

&
National Vulnerability

[Lead: Audrey
Annette, FIU with
Christophe Edmond,
CB, Aurore Arcambal,
MOF]

Central Bank
Ministry of Finance
FSA

Attorney General’s

National Drug
Enforcement Agency

Police

Ministry Home
Affairs

Seychelles Revenue
Commission (SRC)

Ministry of Foreign
Affairs

Public Officers’
Ethics Commission

Registrar General
Citizen Engagement

Platform Seychelles
(CEPS)

Fiona Waye-Hive
May-Paule Rabat

Christophe Edmond
Aurore Arcambal
Alain Chang-Sam
Amanda Faure

Natalie Marie

Jan Celliers

Ronald Fock-Tave

Sandra Lawrence

Sandra Michel

Emmanuel Green

Fred Hoareau & Wendy Pierre

(part)

Jules Hoareau (part)
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Marie-Therese Purvis

Banking Sector:

[Lead: Naadir Hassan,
CB with Amanda
Padayachy, MOF]

Central Bank

Ministry of Finance
Bankers

Seychelles
Development Bank

Credit Union

Naadir Hassan,
Audrey Rath

Rebecca David
Amanda Padayachy
Sujeet K. Shrivastava
Sardar H. Khan
Bernard Jackson

A N. Other

Ingrid Sinon

Seychelles .. bi
Commercial Bank Brigitte Sabino
Sally Gopal
FSA Lana Fock-Tave
FIU Fiona Waye-Hive&
Mark Jeyasingh (part)
Offshore Sector FSA Richard Rampal
Paul Robert

[Lead: Richard
Rampal, FSA with
Angelique Antat]

Ministry of Finance
FIU

Central Bank

Stock Exchange
Ministry of Finance

Industry Reps.

Compliance
Association

SRC

Central Bank

Deborah Port-Louis Randolph
Samson

Angelique Antat
May-Paule Rabat
Naadir Hassan
Bobby Brantley
Angelique Antat
Tatiana Balabanova,
Natalie Mishicheva
(SAOPRA/Apollo)
Janette Powell

Elma Athanase

Liz Julienne
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Other Financials

[Lead: James Jean,
CB, FIU with Garry
Jupiter, FSA]

Central Bank

FSA

FIU

Bureau de Changes

Money Remitters

Payment systemRep.
(Airtel)

Insurance
Reps.(companies,
brokers, agents)

James, Jean

Aaron Leong-Pon

Charmine Franchette Stephanie
Pillay

Garry Jupiter
Ammu Chetty

Genevieve Volcere

Francois Rose (Cash Plus)
Deoraj Puddoo (Western
Union/Nouvobanq)

Chandima Punchihewa
(‘Double Click’)

Kosala Dewaraja &
Oladapso Dosunmu
(‘Airtel’)

Lambert Woodcock (Elizabeth
Telemaque)

SRC Benny Tsui
SLA Daniel Quatre
DNFBP’s FIU Phillip Moustache, Jayalaksmi

(Designated Non-
Financial Businesses &
Professions)

[Lead: Phillip
Moustache, FIU

with Franky
Madeleine, SLA, Fred
Hoareau, RG]

Seychelles Licensing
Authority

Registrar General

Bar Association of
Seychelles

Accountants
Auditors
Office of Chief Justice

Motor Vehicle
Dealers

Casinos

Chetty

Flavia Contoret
Judy Sinon)

Fred Hoareau
Davino Sabino
AN. Other
Gerry Henri
Joelle Barnes
Kelly Kim Koon
Raphael Demba
Sai Pillay

‘Arriva’/Vivian Rassool
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Real Estate

Jewellery/Precious
Metal

Seychelles Maritime
Safety Administration

Ministry of Finance

Lisa Barratt

Steve Thelermont

(‘Joel”)

Brigitte Ciseau, Ruth Port-
Louis

Aurore Arcambal

Maryline Joseph

FSA
Terrorist Financing FIU 7 Jessica Kerr
(TF) Jourdane Pool
#1&2
[Lead: JessicaKerr, Ministry of Home (TF Ronald Fock-Tave
FIU with Andy Asba, Affairs shown on
AG’s, Ronald Fock- World
Tave, AG’s Bank Andy Asba
Immigration/ MOHA ] memo)
National AML Liam Quinn
Committee
National CTF Thomas Quilter
Committee
Ministry of Foreign Sandra Michel
Affairs
CEPS TessaHenderson

Registrar of
Associations

Auditors (NPO sector)

Police

SRC (Customs)

Julia Lajoie

Gerry Henri(or alternate)

Flint Gappy

Fred Morel

File: WorldBank Outline of Teams 15 January2016
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Others: Michelle Lafortune, MOHA, Joan Lespoir, CBS, Hansel Confiance, MOFA, Andrew Lebon, FSA

Annex 9: Recommended NRA Guidelines from WB Methodology

World Bank NRA 2015/2016

Key Points:

A Framework & Advisory Package

A Risk Assessment Tool

A System & Organized Process

Multi-disciplinary approach: Building Capacity

Excel-based Model

Factors affecting Risk & Vulnerabilities

Risk = scale & characteristics of the proceeds of crime or financing of terrorism
Vulnerabilities = weaknesses or gaps in a country’s defenses V. ML/TF
Divided into Themes or Sectors (public & private sectors (as appropriate)
10 Each Group assigns ratings to mput variables (= assigned weights)

11. Quantitative (Measurable) &Qualitative data (Quality)

XN B WD

The Process

Phase 1: The Preparation

WB written guidance [National Risk Assessment Working Group]
Collect pre-assessment data & information; manage logistics

WB & Working Group reps. — Video Conference — Current position
Important for No. 2 to have effective W/shops

Ll

Output: High/Medium/Low Risk [Sectors + National]

Phase 2: Assessment

Three day W/shop For ALL Working Group members

Introduce Assessment Tool & Assessment Process (launch)
Brainstorming Exercise on ML/CFT

Risk Assessment Tool (training)

Start of W/shop — for 9 Months

WB provides guidance for Assessment completion

WB reviews draft risk assessment report for accuracy of the Assessment
Methodology

Nk v =

209 |Page



Output: Risk Assessment Report —process, findings& evidence

Phase 3: Finalisation

1. Three Day W/shop

2. Discussion on Risk Assessment results — agencies/policymakers

3. Focus on (i) final review of design of risk-based action plans (i) implementation
issues (discussions)

Output: Action Plan — risk-based approach to mitigate risks ML/TF

The Process — An Overview

e Owned by Seychelles
e Technical Support for WB
e Capacity-Building
e All Stakeholders to enhance co-operation & Input
e C(Clear timetable
e Identify data & information gaps
e Develop a Framework for the future in data collection
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‘National ML National ML _
THREAT VULNERABILITY
NATIONAL OVERALL
COMBATING SECTORAL
ABILITY VULNERABILITY
AN
Threat to Vulnerability
SECTOR 1 of SECTOR 1
Threat to Vulnerability
SECTOR 2 of SECTOR 2
Threat to Vulnerability )
SECTOR 3 of SECTOR3 |
Threat to Valnecahility |
SECTOR ... of SECTOR ... |
/" FINANCIAL
~— > INCLUSION )
“\ Modu.le ’J'
National TF National TF
THREAT VULNERABILITY
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TEAMS

SUGGESTED PARTICIPANTS

RELEVANT MODULES

THREAT ASSESSMENT
TEAM

e Prosecutor’s Office (1)

e FIU(1)

e Police (organized crimes, drug trafficking, arms smuggling, and
otherimportant crimes in the jurisdiction)(1-2)

e Anti-corruption agency (1)

e Anti-drugagency (1)

e Ministryof Justice (1)

e Customs Authority (1)

e TaxAuthority(1)

e Nationallntelligence Agency (1)

e Academia (1)

MODULE 1.A, B,C
ML THREAT

MODULE 8
TF THREAT Tabs

NATIONAL VULNERABILITY
TEAM

e Prosecutor’s Office (1)

e FIU(1)

e Police (organized crimes, drug trafficking, arms smuggling, and
otherimportant crimes in the jurisdiction)(1-2)

e Anti-corruption agency (1)

e MinistryofJustice (1)

e Customs Authority (1)

e TaxAuthority (1)

e Nationallntelligence Agency (1)

e Academia (1)

MODULE 2
ML NATIONAL VULNERABILITY

MODULE 8
TF NATIONAL VULNERABILITY
Tab

BANKING SECTOR TEAM

e FIU(1)

e Banking supervisoryagency (2-3)

e Bankersassociation*

e Other private sectorrepresentatives*
e Academia (1)

MODULE 3
BANKING SECTOR
VULNERABILITY

SECURITIESSECTOR TEAM

e FIU(1)

e Securitiessectorsupervisoryagency/unit (2)
e Stockexchange (1)

e Sectorrepresentatives*

MODULE 4
SECURITIESSECTOR
VULNERABILITY

INSURANCE SECTOR TEAM

e FIU(1)
e Insurance supervisoryagency/unit (2)
e Sectorrepresentatives*

MODULE 5
INSURANCE SECTOR
VULNERABILITY

OTHER FINANCIAL
INSTITUTIONS TEAM

e FIU(1)

e Supervisoryagencyforotherfinancialinstitutions (exchange
offices, moneytransferservices, etc.) ( 2-3)

e TaxAuthority(1)

e Sectorrepresentatives*®

MODULE 6
OTHER FINANCIAL
INSTITUTIONS VULNERABILITY

DNFBP TEAM

e FIU(1)

e TaxAuthority (1)

e Supervisory/self-regulatory bodies for DNFBPs (4-5)

e Sectorrepresentatives (law societies, casinos, real estate
agencies, accountants, etc.)*

e Chamberof Commerce*

e Academia(1)

MODULE 7
DNFBP’S VULNERABILITY
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Outputs of the Risk Assessment Process

. - v

\
A diagnostic and decision-making tool to inform the
design of effective policies and prioritization of
potential action.
J
\
Transparent and user-friendly. All the formulas and
built-in calculations can be viewed and followed by
users.
J
4 N
Focuses on money laundering risks.There is an
additional module for assessing terrorist financing
risks.
N J
e )
Can be customizedto a country’s economic context.
N J

-

Balances the use of quantitative (data and statistics)
and qualitative information(experience, anecdotal
evidence, public or academic information, etc.)

N

Allows scenario analysis,to see the effects of various

policy options. 213 |Page




TEAMS

SUGGESTED PARTICIPANTS

RELEVANT MODULES

THREAT ASSESSMENT
TEAM

Prosecutor’s Office (1)

FIU (1)

Police (organized crimes, drug trafficking, arms smuggling, and
otherimportant crimes in the jurisdiction)(1-2)
Anti-corruption agency (1)
Anti-drugagency (1)

Ministry of Justice (1)

Customs Authority (1)

TaxAuthority (1)

NationalIntelligence Agency (1)

Academia (1)

MODULE 1.A, B,C
ML THREAT

MODULE 8
TF THREAT Tabs

NATIONAL VULNERABILITY
TEAM

Prosecutor’s Office (1)

FIU (1)

Police (organized crimes, drug trafficking, arms smuggling, and
otherimportant crimes in the jurisdiction)(1-2)
Anti-corruption agency (1)

Ministry of Justice (1)

Customs Authority (1)

TaxAuthority (1)

Nationallntelligence Agency (1)

Academia (1)

MODULE 2
ML NATIONAL VULNERABILITY

MODULE 8
TF NATIONAL VULNERABILITY
Tab

BANKING SECTOR TEAM

FIU (1)

Banking supervisoryagency (2-3)
Bankers association*

Other private sector representatives*
Academia (1)

MODULE 3
BANKING SECTOR
VULNERABILITY

e FIU(1)
SECURITIESSECTOR TEAM e Securitiessector supervisoryagency/unit (2) MODULE 4
e Stock exchange (1) SECURITIESSECTOR
e Sectorrepresentatives* VULNERABILITY
e FIU(1) MODULE 5
INSURANCE SECTOR TEAM e Insurance supervisoryagency/unit (2) INSURANCE SECTOR

Sectorrepresentatives*

VULNERABILITY

OTHER FINANCIAL
INSTITUTIONS TEAM

FIU (1)

Supervisoryagency for other financialinstitutions (exchange
offices, moneytransferservices, etc.) ( 2-3)
TaxAuthority (1)

Sectorrepresentatives*

MODULE 6
OTHER FINANCIAL
INSTITUTIONS VULNERABILITY

DNFBP TEAM

FIU (1)

TaxAuthority (1)

Supervisory /self-regulatory bodies for DNFBPs (4-5)
Sectorrepresentatives (law societies, casinos, real estate
agencies, accountants, etc.)*

Chamber of Commerce*

Academia (1)

MODULE 7
DNFBP’S VULNERABILITY

(The section below applies only to countries that have, or intend to have, any financial inclusion products.)

FINANCIAL INCLUSION
PRODUCT RISKASSESSMENT
GROUP

Banking supervision (1-2)

FIU (1-2)

Academia (specializing in financial inclusion, if any)
Regulators of other sectors that offer financialinclusion
products/services

MODULE9
FINANCIALINCLUSION
PRODUCT RISKASSESSMENT
MODULE
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*The participationtheseare at discretion of the county authorities.

TABLE 2 — WORKING GROUP TASKING CHART

COUNTRY NRA WORKING GROUP

Coordinator

| Team leaders | Team members

WORLD BANK TEAM

Initiate NRA

=Send official NRArequest to WB
=Stayin touchwith WB team
=|dentify draft timeframe

=|dentify NRAteam leaders

=|dentify funding for local costs
=|dentify who will draft the NRA report

=Send official response to the
request

=|dentify video conference (VC)
and first workshop (WS 1) dates

=Provide detailed timeline

=Provide instructions for NRA
preparations (this document)

Video conference (2 months before WS 1)

=Coordinate VC with WB team
=Ensure the participation of team leaders

=ParticipateinVC

=Commit to all
responsibilities

=Obtain approval fromyour
supervisor

= Confirm team members

=Explain WS 1 objectives

=Discuss andadvise on process and
logistics, and agenda for WS 1

=Feedback on NRAteam
compositions

=Provide briefintroductionto NRA
Tool and process

Workshop 1 preparation (should start 2 months before the workshop date)

= Confirm location, facilities, and logistics
(Please refer to Guidance on Logistics)

=Distribute agenda and NRA materials to NRA team leaders (and
members)

=Print/Xerox WS materials for participants

=Distribute confirmed list of NRA teams

=Commence data and information collection (p/ease refer to
Table 3)

=Ensure distribution of NRA =Commencedata
Materials to team members and information
=|nitiate pre-WSteam collection
meeting =Participateinteam
= Appoint team rapporteur meetings
(note-taker) =Review WS
=Commence data and materials

information collection

=Email all NRA materials to
Country Coordinator

= Advise Coordinatorand teamsas
needed

Workshop 1 (3 days)

=Distribute hard copy WS 1 materials

=Support alllogistics

= Actively participate in all sessions

=Collect team presentations and roadmaps

=Discuss andadoptgeneral timetable, clearly communicateitto
all WG members

=Understandthe NRA Tool and assessment
methodology

=Follow the instructions in the guidance manuals:
start the assessment byusing the available dataand
information

=|dentify the additional information and data needed

=Run the Exceltemplates by entering your initial
ratings

=|dentify initial findings

=Propose timetable to collectdata and to complete
assessment

=Divide tasks among the team members (e.g.,
template pages, data collection, drafting, etc.)

=Make group presentations

=Deliver WS1
=Support andadvise teams on
discussions and templates

Completing the assessment and drafting of the NRA report

(4-6 months following WS 1)

=Ensure teams complete the assessment and provide draft
reports ontime

=Harmonize teamreportsinto an overall NRA draft report

=Where necessary, get in touch with the teams about improving
the report

=Submit draft NRA report to WB team for review and comment

=Coordinate revision and finalize NRA report

=Commence thedrafting of the action plans based on the
assessmentfindings

=Collect
information/data

=Draft report
sections

=Revise and finalize
relevant NRA
report sections

=Ensure team members meet
deadlines

="Hold team meeting to
discussissues

=Compile drafts intodraft
teamreport

=Submit to Coordinator

=Revise and finalize relevant
NRAreport sections

= Advise teams as needed during
data collection and drafting
process

=Review the NRAreportandthe
working papers and provide
comments

Workshop 2 preparation (should start 2 months before the workshop date)

=Send revised NRAto WB

=Coordinate WS 2 logistics, facilities, invitations, equipment,
meals, materials, etc.

=Consider NRA report dissemination strategy

= |dentify who makes NRA presentation to policy level officials
(onday 3)

=Draft your action plans
=Provide these to the Coordinator ontime

=Provide Coordinator withall
instructions and materials for WS
2
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COUNTRY NRA WORKING GROUP

WORLD BANK TEAM

Coordinator | Team leaders | Team members
Workshop 2 (3 days)
=Distribute hard copy WS materials =Participatein WS 2 =Deliver WS2

=Support alllogistics
=Collect final presentations and action plans

= Adopt implementation plan based on action plans, with clear

tasks, assignments,and deadlines

TABLE 3 — DATA AND INFORMATION COLLECTION CHECKLIST

SUBJECT

DATA AND INFORMATION TO BE COLLECTED

THREAT ANALYSIS

[]

(I I

(I

0 I R O O

Identifythe sourcesof the proceeds of crime/most common predicate offense (e.qg., various forms
of tax evasion, bribery, embezzlement, fraud, environmental crimes, etc.)

Number of cases investigated/prosecuted/convicted (ML cases)

Number of cases investigated/prosecuted/convicted (forallthe crimesthat constitute a predicate
offense for ML)

Amounts of the proceeds of crime identified in ML/TF cases, and the amounts seized, frozen, and
confiscated (breakdown according to underlying offense and what channels were used, e.q.,
banks, informal, securities, real estate, casinos, lawyers, etc.)

Proceeds ofcrime seized, frozen, and confiscated, based on other laws/provisions (e.q., related to
drug trafficking, corruption, customs, etc.)

Numberof STRs referred to LEAs on predicate offenses

Detailedinformation on each ML/TF case, such as origin country, destination country,
services/products involved, sectors and institutions involved, ML/TF methods, detected amount
of illicit proceeds, average transaction size, number ofthe people involved, etc. (This needs to be
done forthe convicted and prosecuted ML/TF cases; if possible, this can be extended to
investigated cases as well)

Information on ML/TF typologies within the country: what are the general patterns and trends?

Breakdown of finandal inflows to the country (according to the origin country, e.g., major trading
partners of [name of country], IMF or WB information, etc.)

Statistics on the mutual legal assistance re quests (with regard to ML, TF, and other financial
crime: statistics of both incoming requests and outgoing requests)

Information on the Central Authority (CA) on MLAR in [name of country]. Information onthe
quality of the working relationship between CA and investigative agencies/LEA? Rating onthe
level of inter-agency cooperation

Monthlyand annualcustoms statistics on the visitors to the country, with the breakdown of
nationalities, purpose, months, etc. (from the immigration department, customs department,
airport authorities, Ministry of Tourism, Tourism Board, and so on)

Customs statistics on bothinandout cash carrying, or cash smuggling

Data/statistics on entry of cashintothe financial system; cross-border flows of cash; transfers
within and fromthe financial system

NATIONAL COMBATING
ABILITY ANALYSIS

Detailed statistics on STRs reported to FIU, and disseminated by FIU to law enforcement
Information on quality of STRs and STR re porting system

Perceptionindices and surveys on the level of corruption/integrity of the law
enforce ment/prosecution/judicial system, and withinthe countryin general (e.q., corruption
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SUBJECT

DATA AND INFORMATION TO BE COLLECTED

surveys by [name of country] anti-corruption agencies, NGOs, Transparency International,

academics, etc.)

L] statistison integrity breachesby ML investigators/law e nforcement/prosecutors/judges (e.q.,
Judicial Service Commission, tribunals, law society, police commission, etc.)

L] Numberofstaffinvolvedin MLi nvestigations/prosecutions, and the adequacy of the resources
allocated to them (e.q., from the police, Attorney General/Public Prosecutor’s Office, etc.)

L] Informationon theca pacity of the ML/TF investigators, prosecutors, judges, and the AML/CFT
training theyreceived (e.q., from the police, Attorney General/Public Prosecutor’s Office, Registrar
of the Judiciary, Ministry of Home Affairs, etc.)

L] Informationon inter-agency ca pacity buildingworkshops on ML/TF, and the | evel of
cooperation/networking thatled to results (i.e, increase in prosecution rate)

] statistics on criminal penalties given in ML convictions (e.q., from the Registrar of the Judiciary,
Attorney General/Public Prosecutor’s Office, Ministry of Justice, School of Law, etc.)

[ ] Information on the nationalidentification system and the availability of independent, reliable
sources to determine transaction patterns of clients (e.q., immigration department, National
Registration Office, etc.)

SPECIFIC SECTORS

L] Guidance notes/recommendations onthe prevention of MLin the s pecific sectors (banking,
securities, DNFBPs, insurance, and Fls) to oversee the issue of guidelinesto facilitate the
implementation of laws, rules, regulations, and directives of the Central Bankof [name of
country]?

L] Informationon the size, depth, and characteristics of the sector. Importance/share of the sector
in the country’s economy (GDP). Comparison of the size of the sector with countries inthe region,
peercountries, advanced e conomies, etc. (Central Bank of [name of country], Ministry of Finance,
and Chamber of Commerce, etc.)

[ ] Information on AML monito ring system, and data collection systems in banking/securities/
insurance/and other sectors (Central Bank, bankers, insurance and securities associations,
academics, sample of individual institutions, etc.)

[ ] Information on AMLsoftware used by LEA, FIU (i2, goAML, etc.). Do reporting entities provide all
informationthe FIU online? Rate the quality of information provided. Does such information
assistinthe detection of suspicious transactions and the creation of an effective “audit trail” in
the eventofaninvestigation?

L] staff knowledge in banks, insurance companies, etc. (statistics on AML tra ining given to staff,
statistics on trainingbyauthorities to banks, insurance companies, etc.) (Central Bank, bank,
insurance, securities associations, etc.)

L] staffi ntegrityinsectors (statistics onintegrity breaches, findings of on-site/off-site examinations)
(Central Bank, Insurance Requlator, Securities Requlator, etc.)

L] Informationon AML/CFT supervision (framework for on -site/off-site supervision, adequacy of the
supervision, supervision procedures, statistics on the number of stafftaking partin o n-site/off-
site examinations, number of institutions examined, statistics andinformation on main findings of
on-site/off-site examinations, statistics on corrective actions takenin case of breaches, etc.)
(Central Bank, Insurance Requlator, Securities Requlator, etc.)

(] HastheCentral Bank, as part of its supervisory process, carried out anassessment of the
adequacyof the procedures (i.e., internal controls, policies, and procedures)that have been
adoptedto counter ML, as well as anassessment to the degree of compliance with such
procedures?

217 |Page




SUBJECT

DATA AND INFORMATION TO BE COLLECTED

PRODUCT ANALYSIS

For the banking, securities, and insurance sectors (information to be provided by individual

(0 O e

[]

institutions):
Prepare alist of all the products/services offered by the banking, securities, and insurance sectors

Forthe securitiesandinsurance sectors, inadditionto product/service breakdown, identify the
categories/typesof service providers

Data onthe total assets/liabilities/total turnover/total premiumincome associated with different
products/services

Data onthetotal volume and average transaction size for each product/service/channel. The
amount of associated assets, liabilities, or turnover canserve as anindicator of the volume.
Average transactionsize does not needto be precise and canbe estimated based on
sampling/interviews with the sector

Statistics foreach of the products on PEPs and other high-risk customers, international
transactions, transactions with offshore centers/tax havens, high-risk regions, etc.

Information on the client risk profilingand monitoring systems of finandal institutions

Other Financial Institutions/DNFBPs (casinos, real estate, lawyers, dealers in precious metals and

[]

OO 0o oo o

other stones, remittance agents, accountants, etc.):

Prepare alist of otherregulated and unregulated FIs/DNFPBs within the country (the
types/categoriesof institutions/market players, not a list of institutions)

Data onthe number of reporting entities/persons, their asset size/volume/turnover (foreach
type of FIs and DNFBPs) (check with Gambling Board and self-requlatory organizations such as law
societies, accountants associations, real estate associations, etc.)

Quantitative/qualitative information on the share/impact of each Other FI/DNFBP category on the
country’s economy

Statistics/data onthe availability of cash intensive products, the frequency or % of international
transactions, and % of customers who pose higherriskforeach type of Other FIs and DNFBPs

Data onthe number of ML casesandSTRs, the statistics on on-site/off-site inspections, and the
AML regulations/supervision/monitoring systems for each type of Other Fland DNFBP

Are there anyspecifictemplatesavailable?

Anyreports/information available on ML links between banks/Fls and/or currency exchange
houses, brokerages, gold dealers, real estate dealers, insurance companies, trading companies,
and others sellinghigh-value commodities and luxury goods?

(The section below only applies to the countries that have, or intend to have, any financial inclusion products.)

FINANCIAL INCLUSION
PRODUCTS/ SERVICES

[]

Information on the current regulatory framework. Discuss whether the regulatory framework
recognizes simplification in low-risk situations. If it does, under what conditions, and what kind of
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SUBJECT

DATA AND INFORMATION TO BE COLLECTED

simplification? Does the current framework a dequately accommodate financial i nclusion? If not,
whatarethe problems?

L] Informationon the polides/procedures forthe launch of anyfinandial indusion products/services
(with simplified CDD, etc.). Are there any pre-authorization processes? What is the involvement of
the regulatoryauthority?

[ ] Information on the financialinclusion product/services already being offered by the finandal or
non-financial sectors

L] Informationon the financialinclusion product/services being planned bythe financial or non-
financial sectors

L] Informationon the simplification/exe mptions associated with the existing financial inclusion
product/services

OTHER INFORMATION

[ ] Informationfrom most recent Mutual Evaluation Re port. Anyinformation onthe ML/TF risks,
weaknesses, gaps, deficencies, or problems inthe country need to be extracted from most recent
MER

[ ] Information from other sources on potential ML activities related to sectors (publicinformation,
academicreports, studies, intelligence, etc.)
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TABLE 4 — PREPARATION QUESTIONS

TEAMS PREPARATION QUESTIONS
ALL TEAMS Assessment of threats and vulnerabilities
Threat assessment
e Whatdo we mean bythreat? Whatis the difference between threat and risk?
e Whatarethe components of the assessment?
e Whataretheindicators?
National vulnerability
e Whatdo we mean by national vulnerability?
e Whatarethe components of the assessment?
e Whataretheindicators?
Sector vulnerability
o Whatdo we mean bysectorvulnerability?
e Whatarethe components of the assessment?
e Whataretheindicators?
e Whatsectors should we take into consideration?
Assessment of financial inclusion products
e Whatarefinancial inclusion products?
e Whatarethe components of the assessment?
e Whataretheindicators?
e Whatfinancial inclusion products are available in [name of country]?
Data, statistics, and information to support risk assessment
e Whatto collect?
e Howto collect?
e From whom? (Quantitative and qualitative information, interviews, questionnaires, academics, think-
tanks, etc.)
e How to exchange confidential data withinthe WG? What are the parameters of what can/should be
shared between the different authorities?
e Whatdatacanbesharedwiththe private sector re presentatives?
Threat assessment (proceeds of crime and terrorism financing)
THREAT o L. . . .
ASSESSMENT TEAM e Definition: Threats criminals/activities pose to economy and ge ography, with external and domestic

threats

e Components: Offenses —long list of predicates (must differentiate the threat from the offense versus the

threatof ML-related to the offense)

e Indicators: Number of cases, prosecutions, convictions, amounts involved, amounts
confiscated/forfeited, etc.

e Whattype of crimes are proceeds generatingin [name of country]? E.g., drug trafficking, fraud,
smuggling, carthefts, etc.

e Whatfactors facilitate the commission of such proceed-generatingactivities? E.g., corruption, internet,
moneylaundering, etc.

e Who are the perpetrators ofthese criminal activities? Are they domestic? Are they external, from outside

[name of country]? E.g., criminal networks in [name of country], criminal networks from outside,
ordinaryindividuals, etc.

e How much moneyis generated by each of the proceed -generating crimes? How much has been seized,
frozen, or confiscated? How do you calculate the proceeds of crime?Is it by each case reported,
investigated, or prosecuted, oritis by conviction? What is the methodology of documentingthe
proceeds of crime?
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TEAMS

PREPARATION QUESTIONS

What channels are used to launder the proceeds of crime in [name of country]? Through the banking,
securities, insurance, real estate, or legal sectors?

Terrorism financing

Whatis the nature and scope of the terrorism financing in [name of country]? Howis moneythat finances
terrorism raised (e.g., non-profit organizations)? s it domestic, external, or both?

How much money has been generated to support terrorism? What are the sources ofthe money?
Comparingdata onterrorism financing, how has it varied overthe last5years?

Are there anyterrorismfinandngcasesthat have been investigated and prosecuted by the police andthe
prosecution?

Are there anyknown (external) casesin other jurisdictions, concerning terrorism financing in [name of
country]?

NATIONAL
VULNERABILITY
TEAM

National vulnerability

Definition: Weaknessesin systems, institutional mechanisms, sectors, political commitment, etc.
Components: Resources, quality, buy-in, sectors, i ntegrity, regulations, transparency, cooperation, etc.

Indicators: Training, operational independence, non-existent or weak policy, no inter-agency cooperation,
etc.

National combating ability

Whatis the capadty of law e nforce ment agenciesto investigate financial crimesin [name of country]?
Whatis the capadty of prosecutors to successfully prosecute financial crimes in [name of country]?
Whatis the capadty of judges to adjudicate financial crime cases?

Whatis the capadity of prosecutors/judges in asset forfeiture cases?

How is the culture of integrity within law enforcement, prosecution, and judicial authorities?

How efficientis the identification systemin[name of country]?

How is the culture of corporate and trust transparencyin [name of country]?

How is the culture of tax compliance in [name of country]?

BANKING SECTOR
TEAM

SECURITIES SECTOR
TEAM

INSURANCE
SECTOR TEAM

OTHER FINANCIAL
INSTITUTIONTEAM

DNFBPs TEAM

Sector vulnerability

Definition: In-depth focus onindividuals ectors and the vulnerabilities therein

Components: Banking, securities, insurance, MSBs, DNFBPs (casinos, car dealers, real estate agendes,
lawyers, accountants, notaries, travel agent agencies, dealers in precious metals and stones, offshore Trust
And Company Service Providers)

What products and servicesare offered in the individual sector?

Whatis the size of the individual sector as a component of the overall economysize?

Whatare the financial flows intoand out of [name of country]? What are the major s ources of financial
flows into [name of country]?

Whatis the quality of the regulation and supervisionin the individual sector, with respect to general
prudential or compliance with the general rules of the individual sector? What of AML/CFT compliance;
whatis the quality of supervision?

Whatrecord-keeping systems are available for each ofthe individual sectors? How easyis it for authorities
to getaccess to these record-keepingsystems?

How knowledgeable are the staffthat workinthe individualsectors to the nature of the risk profile of
[name of country]? How much AML/CFT knowledge do they have?

(The section below only applies to the countries that have, or intend to have, any financial inclusion products.)

FINANCIAL
INCLUSION
PRODUCT RISK
ASSESSMENT

Financial inclusion

How is financialinclusionin [name of country] defined?

Whattypes of financial products are offeredin [name of country]?
Which sectors offer financial i nclusion products?

To whom? Whoare the major clients of financial i nclusion products?
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TEAMS

PREPARATION QUESTIONS

e Are theyanylimitations on such products?

Annex 10: Variables for National Combating Ability

1

L=R = B R = T, [ R TR R N
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~1 B W K[RS9 (Ww ~; Bwm = o

A B &
A. INPUT VARIABLES/NATIONAL ML COMBATING ABILITY FACTORS Risk rating| Description
Quality of AML Policy and Strategy 0.5|Medium
Effectiveness of ML Crime Definition 0.8|Very High
Comprehensiveness of Asset Forfeiture Laws 0.7|High
Quality of FIU Intelligence Gathering and Processing 0.6|Medium High
Capacity and Resources for Financial Crime Investigations (incl. AF) 0.5|Medium
Integrity and Independence of Financial Crime Investigators (incl. AF) 0.6|Medium High
Capacity and Resources for Financial Crime Prosecutions (incl. AF) 0.5|Medium
Integrity and Independence of Financial Crime Prosecutors (incl. AF) 0.7||High
Capacity and Resources for Judicial Processes (incl. AF) 0.6|Medium High
Integrity and Independence of Judges (incl. AF) 0.6|Medium High
Quality of Border Controls 0.4/ Medium Low|
Comprehensiveness of Customs Regime on Cash and Similar Instruments 0.6|Medium High
Effectiveness of Customs Controls on Cash and Similar Instruments 0.4|Medium L0w|
Effectiveness of Domestic Cooperation 0.6|Medium High
Effectiveness of International Cooperation 0.7|High
Formalization Level of Economy 0.4|Medium Low
Level of Financial Integrity 0.6|Medium High
Effectiveness of Tax Enforcement 0.5|Medium
Availability of Independent Audit 0.3|Low
Availability of Reliable Identification Infrastructure 1|Excellent
Awailability of Independent Information Sources 0.3 |Low
Availability and Access to Beneficial Ownership Information 0.5|Medium
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Underfakenby | hsdiction Reqizted these?

[Ney saffveiting

et osbsarding
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snctionsscreenig & imestgations
Iheaie s srering  vesttons
{Fy08 have answered "M o "Unksown” 8 the above question, please use this space o expain

) |3 e coofirm which ations e ndectaken when rsntivg empboyees
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Check if the indidsal Stould be considered as a PEP
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ow fragueatya the stff i your ovganseion péated on domesti and transeational maesy underng schemes and typoogies? fchodg

11 |involving the misuse of the firms prodects and speciafsed inowledge and skils of the staff

1) |Please detal the experience of your sesior complanes staff

Toeine sy e
oy Launerng Reporing ffcer
Dty Movey LandergRepring Offce
Compiase Ofice (1)
Conplasce Offc (2
Complance Ofice 1)

{If you have answered "Na" or “Unknown™ to the above question, please use 1S space to explam

[How would you rate the fevel of awareaess of your staff of AML comphacs, reporting procedures aad obligations?

Y

[How would you rate the level of awaresess of your staffof the kagal consequences of AML compiance breaches?

[ 15 _[Fowiregesty e AL vaing g by pubic aortes

Questions about effectiveness of complance function

Reference gudefine under NRA

(mestin #

(estion

418

16

Does your organisation have an méerea! compbasos program?

(n answenng question 15 above, are the Solowing incloded as part of your compiance program?

Factors

linduded?

|nsttion type

{vokame and nature o the produts provided

dient based profile

trassacion patterns

{eossborder nature o transations

| 13 [howirequenty are AML on-ste and off it vestiations caried ot nterally?

|
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{bh what actons have you tasen fo miigats Bose Chaienges?
1

113 17 |Please provide pour oginion on the following:
g  |TheFls reporting requirements aad prodecures
119 | b [Festbackérom the F)inreation o your STR regarts
119 ap  |Dopou hiave any feedback or sugnestions om how e STR process could be improved?
119 2 [Please confirm when fhe folowing procedures were last reviewediupdated |
ﬁ.llLUTun:iql
PEPu{icll
hfmm.rhnhMIer[mq
meligwﬁnmmﬂirmmsandhq

(uestions about Level of market pressure o meet AML standards

Reerence uidelie under NRA. | Qmesfon # |qwestion
[Does your crganisation have any coss-border cormespondent refationship Maf requires your omanisaion fo meet iniemational ANL
standards?

i

31 (s your organisation seasitive fo internafional and national AML-related reputational risks?
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813 | g |mezseindicate how you do business with your cheats: % Cients (Approx)
Direct
L‘mandgltinhndumranmmq
Via another temediary arangement]
Introduced from part of your group|
ifyou have answered “Wia or “Unknown” bo e above quesiion, please wse fis space to expln
113 7 Howroftes do you communicate with your cheats wsing the following method below?
face tn face megfings
v emal
Vi websit]
phone
f
Vid an iniermediary|
ifyou have answered "Hia or “Unkniwn " bo te above question, please ws= tis space to expln
Pleasz indicate the most commian countries of residency aad naionality of your personal cients
413 B
% Chent
Couty o esidence bose | Country o natioally | v DisE
{Appron]

| S | el | T | R | e | Gl | Pl | e

1

If you have answered "Wa or "Unknown" bo fhe above quesion, please s tis space (o expiain
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413

wien taking om new business. please confirm what informadion would be required andior verified for

personl clients
low  [Standard|HighFisk | ' | pEPigh
Standard
(Name, aess, ate o b
[Nationaiity
Gender

Occupation - role, sakary, employer

|Dual nationality

Tax resideacy

Tax idendification number

Source of funds

Source of wealth

|Reason for appicaSomintended usage

[Expected acsiytumover

| you hiave answered "Wa or “Unknown” to the above question, please use tis space to explain

423

i

Wi taking on new business. please confirm what informadion would be required andior verified for non-

personal clients

Low

Standard | High Risk

PEP
Standard

PEP High

Full name

|Dite of mcorporation

[Registered agdress

[Matur of business

|Locationofoperations

[Reason for appicasionintznded usage

[Expected acsiytumover

you have answered " or "Unknown” to the above question, please use this space bo explain

413

When taking 0n hew business, lease Conirm whal mfomadon woud be required andior veriied for e

beneficial owners of non-personal clients
Low  (Standard| High Risk mpiﬂ PEP High
[ame, address, date of birth
[Natonaiy
(Gender
. |Dccupaton-role, saary, employer
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i

)
/p,> ! The questions on this page apply only to Investment Advisors !

Please confirm how many of the following types of client you had...

Natural

Companies | Trusts Foundations/Charities
persons

This year to date

Atyearend 2015

Atyearend 2014

Atyearend 2013

If you have answered "H/a or "Unknown" to the above question, please use this space to explain

Please confirm which of the following products and services you currently offer to your dlients

Managing investments belonging to another person in circumstances involving the exercise of discretion

Advising a trustee or manager of a retirement benefits scheme

Advising any person (other than a trustee or manager in a retirements benefit scheme) in his capacity as an
investor or potential investor or advising the attorney of an investor or potential investor

Please use the space helow to provide details of any AML/CFT vulnerabilities that are specific to any of the activities
listed ahove

Please confirm any countries where you hold bank accounts outside of the Seychelles (up to 10)

Countries where accounts are held

e oo =~ | |wn | ea [ =

—_
=)

AN
FSA A

A 4
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Services to Collective Investment Schemes

| 1 |Please confirm which of the following account types you currently offer to your dlients
Acting as manager

Acting as administrator

Acting as trustee

Acting as fiduciary

Acting as custodian

Acting as asset manager

Acting as investment advisor

Acting as promoter

Providing management or administration services (to a person listad above) - without undertaking investor due
diligence

Providing management or administration services (to a person listad above) - including investor due diligence

Providing administration services to the manager or administrator where located outside the Island - without
undertaking investor due diligence

Providing administration services to the manager or administrator where located outside the Island - without
undertaking investor due diligence

Acting as manager, administrator, trustee, fiduciary custodian or custodian to an exempt schema

Providing administration services to a person who is exempt from licensing

Providing services in relation to an individually recognised scheme

Please use the space below to provide details of any AMLICFT vulnerabilities that are specific to any of the activities
listed above

| 2 |Please confirm the size of investment within the schemes to which you act, broken down by:
Note: This question applies where you are acting as the manager or administator of schemes (including exempt

schemes)
Directly held by |Held by a nominee
investor

This yedr to date

Atyearend 2015

Atyearend 2014

Atyearend 2013
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Please confirm, in aggregate for all schemes to which you provide services, how many investors those schemes have by
type of investor...

Note: This question applies where you are acting as the manager or administator of schemes (including exempt
schemes)

[natural  Icomnanies|Trusts  [Foundations!  [Other inlease detail

/> B questions o page apply o 0
FSA

ance holde n handle . nhe
\'4
1 | Please st;te how many client money accounts you held and the total halances of those accounts...
No. of accounts (Total balances
This year to date
Atyear end 2015
Atyearend 2014
Atyedrend 2013
1 |What was the total volume and value of the credits that passed through those accounts
; Credits - total | Debits- total
Credits - volume value [SCR) Debits volume value (SCR)
This year to date
At the end of Q1 last year
Atthe end of Q2 last year
Atthe end of Q3 last year
Atthe end of Q4 last year
Please indicate the total value of subscriptions and redemptions passed through client accounts where the
3 source/destination of funds was to/from outside Seychelles
Redemeptions  [Subscriptions
This year to date
Atyedrend 2015
Atyearend 2014
Atyearend 2013
Please use this space to provide detail on (a) what you would do if money was received into a client money account
4 |from a non-client and (b) what identification procedures are applied when making payments from a client money
account to a non-client
3/31/2017 Financial Services Authority National Risk Assessment Questionnaire
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Annex 12: FSA Questionnaire to FIU

Financial Services Authority National Risk Assessment
Questionnaire

* Required

Background

The Governmentof the Republic of Seychelles attaches greatimportance to the maintenance ofhigh
standards ofinternational cooperation in the fight againstfinancial crime as well as financial regulation
and supervision. Additionallyitis committed towards its continued effortto further strengthen compliance
with international standards, including the standards setoutin the Recommendations ofthe Financial
Action Task Force (FATF).

The FATF Recommendations were revised in February2012 to strengthen the requirements for higher
risk situations and to allow countries to take a more focused approach in areas ofhigh risks orwhere
implementation could be enhanced.

FATF Recommendation 1 calls on countries to identify, assess and understand the Money Laundering
(ML) and TerroristFinancing (TF) risks they face as a jurisdiction and to designate an authorityto
co-ordinate actions to assess risks. To this end, a National Risk Assessment(NRA) technical working
group with representatives from differentsectors ofthe economyalong with Governmentrepresentatives
has been established with the task of identifying, assessing and understanding the risks of money
laundering and terroristfinancing thatthe country faces. This will allow the country to adopt appropriate
measures to mitigate these risks.
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In this context, the Financial Services Authority (“FSA”), in its capacity as the Regulatorforthe Non-
Banking Financial Services Sector and other members ofthe working group, have devised a
questionnaire to be disseminated to the Financial Intelligence Unit("FIU"). Data collected from the survey
will provide a useful,actionable insighton the ML and TR risks faced within the sector.

Instruction

ALL INFORMATION SUBMITTED IN YOUR RESPONSES TO THIS QUESTIONNAIRE IS
CONFIDENTIAL AND WILL BE USED ONLY FOR THE PURPOSE OF THE NATIONAL
RISK ASSESSMENT

i Due to the nature of the questions, you may find it useful to review the Questionnaire in full prior to
completion, to assistin the collation of the data and information necessaryto enable you to complete the
survey.

ii.  The Questionnaire consists ofthree sections, each relating to certain specific variables. Some
questions you are required to;

a. select“Yes”, “No” or “N/a” (where the question is notapplicable for the FIU); and

b. provide sufficientinformation/explanation/clarification.

iii. Inorderto undertake an effective assessmentofthe Sector, accurate and detailed information
is required to be gathered. As such please answerall questions.

iv.  Unless specified otherwise, "year" refers to calendaryear. For questions thatdo not specify a time
period please provide the answer as at the time of completing the Questionnaire.

V. Approximations orball-park figures in relation to numbers and statistics are acceptable if you are
unable to provide an exact answer. Where your answer is approximated, please note this and the reason

in the comments section.

vi.  This Questionnaire is to be completed and submitted by no later than June 6th, 2016.

Input variable 4.1.2 Effectiveness of Supervision/Oversight
Activities

Regulatory Functions

1. 1. Does the FIU have the appropriate authorityand mandate to conductAML supervision of
licenseeslicensed under the International Corporate Service Providers, Act 2003 as amended
(“ICSP Act’)? *

Mark only one oval.
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Yes

No

2. 2.If yes to question 1, please specifythe relevant laws and regulations which provides the legal basis
forsame

3. Does the FIU have in place any of the following which relates to the
performance of its regulatory functions in respect to licensees licensed
under the ICSP Act:

3. 3 (a) Written policies
*Mark only one oval.

Yes

No

N/A

4. 3 (b) Procedures

*Mark only one oval.

Yes

No

N/A

5. 3 (c) Manuals *Mark

only one oval.
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Yes

No

N/A

6. 4. If yes to question 3, provide details ofthe relevant policies, procedures and manuals thatthe FIU
has in place

7. 5. Detail the approach being applied by the FIU to carry out its supervisoryactivities over the past
3 years? e.g. Riskbased supervision

Risk Assessment

8. 6. Does the FIU have a system in place to risk assess licensees licensed under the ICSP Act? *Mark
onlyone oval.

Yes

No
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9. 7.1f no, to question 6, kindly provide the step being undertaken by the FIU in this regard

10. 8. If yes question 6, specify the methodologybeing applied bythe FIU to risk assess licensees
licensed underthe ICSP Act?

9. Does the methodology takes into consideration the following in
respect to licensees

11.9 (a) clienttype (e.g. end useror intermediaries)
*Mark only one oval.

Yes

No

N/A
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12. 9 (b) Volume of clients/entities being administered
*Mark only one oval.

Yes

No

N/A

13. 9 (c) Volume of transactions
*Mark only one oval.

Yes

No

N/A

14. 9 (d) Third party Reliance
*Mark only one oval.

Yes

No

N/A

15. 9 (e) Transaction Patterns
*Mark only one oval.

Yes

No
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N/A

16. 9 (f) Country of Operation
*Mark only one oval.

Yes

No

N/A

17. 9 (g) Business Activities
*Mark only one oval.

Yes

No

N/A

18. 9 (h) Associate of Clients
*Mark only one oval.

Yes

No

N/A

19. 9 (i) Customers Due Diligence Process
*Mark only one oval.

Yes
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No

N/A

20. 9 (j) PoliticallyExposed Persons
*Mark only one oval.

Yes

No

N/A

21. 9 (k) Any other additional information for question 8

22.10. Does the FIU have a system whichincludes processes for reviewing and, where appropriate,
updating information relating to high risk licensees licensed underthe ICSP Act? *
Mark only one oval.

Yes

No
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11. Based on the FIU’s assessment, provide statistics of the last 3
years (on a yearly basis), of licensees deemed to be;

23. 11 (a) Lowrisk

24. 11 (b) Medium Risk

25. 11 (c) Medium to highrisk

26. 11 (d) High risk

Reliance on third parties

27.12. Does the FIU have a system in place to assess MoneyLaundering risks of business relationship
on licenseeslicensed underthe ICSP Act which rely on 3rd parties to validate due diligence
measures? *

Mark only one oval.

Yes

No
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28. 13. If yes to question 12, detail the methodologyused by the FIU to risk assess licensees which relies
on 3rd parties to conduct AML Monitoring?

29. 14. Does the FIU test the efficiency of the systems maintained bylicenseeslicensed under the
ICSP Act, in cases where itrelies on the CDD conducted by 3rd parties? *
Mark only one oval.

Yes

No

30. 15. If yes the question 14, provide statistics inrespect to the test undertaken by the FIU for the past3
years (on a yearly basis). (e.g. 2013 - No. of test undertaken, 2014 - No. of test undertaken etc.)

Beneficial Ownership Information

16. Does the FIU test the following in respect of BO information;

31. 16 (a) the availabilityBO information
*Mark only one oval.

Yes
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No

N/A

32. 16 (b) the timeliness to which BO information can be obtained from the third party through the
licensee *
Mark only one oval.

Yes

No

N/A

33. 16 (c) the accuracy of BO information provided
*Mark only one oval.

Yes

No

N/A

17. Provide the number of cases if any where such information;

17 (a) Has beenrequested

34. 17 (b) Response received
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Onsite Supervision

36. 18. Does the FIU undertake on-site compliance inspection within the office of licensees licensed under
the ICSP Act? *
Mark only one oval.

Yes

No

37. 19 (a) If yes to question 18, does the FIU have a programme for on-site inspections?
Mark only one oval.

Yes

No

38. 19 (b) Does the FIU apply a risk based approach when planning the frequencyof such
inspections
Mark only one oval.

Yes

No

19 (c) What is the frequency of on-site inspections for licensees
deemed to be:

39. 19 (c) (i) High Risk
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40. 19 (c) (i) Medium Risk

41. 19 (c) (iii) Low Risk

42. 20. Please provide details on the number of on-site inspection undertaken bythe FIU within the office
of licensees licensed underthe ICSP Act over the past3 years, on a yearly basis.(e.g.2013 - No. of
on-site inspection, 2014 - No. of on-site inspection etc.)

43. 21. Provide details ofthe main findings/deficiencies identified bythe FIU through its on-site
inspection undertaken within the office of licensees.

Off-site Monitoring

44, 22. Does the FIU undertake deskbased supervisionin respectto licensees licensed underthe
ICSP Act *
Mark only one oval.

Yes

No
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45. 23 (a) If yes to question 22, does the FIU have a programme for desk-based supervision?
Mark only one oval.

Yes

No

46. 23 (b) Does the FIU apply a risk based approach when undertaking desk-based supervision?
Mark only one oval.

Yes

No

23 (c) What is the frequency of desk-based supervision for
licensees deemed to be:

47. 23 (c) (i) High Risk

48. 23 (c) (ii) Medium Risk

49. 23 (c) (iii) Low Rick

50. 24. Please provide details ofthe main findings/deficiencies identified bythe FIU through its desk
based supenrvision undertaken within the office of licensees licensed under the ICSP Act, over the
past3 years on a yearly basis.
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Reporting of Compliance findings

51. 25. What system does the FIU use to collectand record information collected through its offsite and
onsite supervision?

52. 26. Has the information collected and analyzed by the FIU through its offsite and onsite
supervision, driven or supported any policy decision taken by the FIU? *
Mark only one oval.

Yes

No

53. 27. If Yes to question 26, please provide such policies including the applicable/ supporting
information/statistics.
Mark only one oval.

Yes

No

Training of (FIU) Supervision Staff/ Awareness of AML Matters

54. 28. Does the FIU have in place an AML training programme for relevant staff?
*Mark only one oval.

Yes

No
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55. 29. If No to Question 28, please provide details of what steps the FIU intends to take in this
regards.

30. If Yes to Question 28, please indicate the following:

56. 30 (a) Is the training programme compulsoryfor all relevant staff?

Mark only one oval.

Yes

No

N/A

57. 30 (b) The required qualification/experience that
staff needs to have which will allow them to fulfill
their duties diligently.

58. 30 (c) Is the training performed In-house?
Mark only one oval.

Yes

No

N/A
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59. 30 (d) Is the training performed through external parties?
Mark only one oval.

Yes

No

N/A

60. 30 (e) How frequently is staff being provided
with training and refresher courses? *

61. 30 (f) Provide details on the course content/ outline

62. 30 (g) Provide details ofthe AML training undertaken by FIU Supervision staffover the past5
years

63. 31. Does the FIU have a system in place to monitor the effectiveness of the trainings provided? *Mark

onlyone oval.

Yes

No
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64. 32. If Yes to Question 31, provide details ofthe system.

65. 33. What system does the FIU have to ensure thatsupervision staffare aware and understands the
AML obligation oflicensee and the consequences of AML compliance breach the licensee’s?

Availability of Resources for Supervision and Oversight Activities

66. 34. Is the FIU self-financed?
*Mark only one oval.

Yes

No

67. 35. Is the budgetallocated to the FIU sufficientto finance/supportits supervision and oversight
activities? *
Mark only one oval.

Yes

No
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68. 36. If No to question 35, please indicate how the FIU effectively discharge its functionin the
absence of sufficientfinance.

69. 37. Does the FIU have the capacity to conduct both onsite and offsite monitoring oflicensees
licensed underthe ICSP Act? *
Mark only one oval.

Yes

No

38. If Yes, please confirm the following:

70. 38 (i) No of dedicated staffto perform onsite
inspection

71. 38 (ii) N° of dedicated staff to perform offsite
monitoring

72. 39. Does the FIU exercise moral suasion thathas significantimpacton the licensee and is
sufficientto positively influence behavior patterns? *
Mark only one oval.

Yes

No
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73. 39 (i) If yes, provide cases where such has been
exercised.

74.40. Does the FIU conductsurvey to gatherinformation from licensees to ascertain the industry’s view
of the effectiveness of and impartialityof the FIU while it discharges its regulatoryfunctions *

Mark only one oval.

Yes

No

41. If yes, please provide the following information

75. 41 (a) the timeframe covered by the survey

76. 41 (b) the response rate of licensees

77. 41 (c) the frequency of such survey

78. 41 (d) the quality of responses ofthe licensees

79. 41 (e) the mostcommon views ofthe industry
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Input variable 4.1.3 Availability and Enforcement of Administrative
Sanctions

80. 42. Specify the provision underthe AML which empowers the FIU to impose administrative
sanction onlicenseeslicensed underthe ICSP Act. *

81. 43. Has the FIU imposed anyadministrative sanction overany licensee licensed under the ICSP Act
during the past3 years? *

Mark only one oval.

Yes

No

82. 44.If yes, provide details including the nature of the non-compliance and the number ofcases.

4.1.4 Availability and Enforcement of Criminal Sanctions

83. 45. Does the AML Act provide for criminal sanction againstnatural and legal personsin cases of

non-compliance bylicenseeslicensed underthe ICSP Act and memberof managerial staff with the
AML Act and Regulations? *

Mark only one oval.

Yes
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No

84. 46. If Yes to Question 45, specify the relevant provision ofthe Act which give the legal basis for
same.”

85. 47. Have there been any cases where criminal investigation was conducted againstlicensees
licensed underthe ICSP Act? *
Mark only one oval.

Yes

No

48. If yes to question 47, provide details of the following for the last
three years

86. 48 (a) nature of the non-compliance;and

87. 48 (b) the number ofinvestigation conducted
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88. 49. Have there been any cases where criminal investigation was conducted againstmembers of
managerial staffoflicensee? *

50. If yes to question 49, provide details of the following for the last
three years:

89. 50 (a) nature of the non-compliance;and

90. 50 (b) the number ofinvestigation conducted

91. 51. Has there been any prosecution initiated againstlicensees licensed underthe ICSP Act? *Mark
onlyone oval.

Yes

No

52. If yes to question 51, provide details of the following for the last
three years

92. 52 (a) nature of the non-compliance; and

259 |Page



93. 52 (b) the number of prosecution initiated

94. 53. Has there been any prosecution initiated againstmembers of managerial staffoflicensee? *Mark
onlyone oval.

Yes

No

54. If yes to question 53, provide details of the following for the last
three years

95. 54 (a) nature of the non-compliance; and

96. 54 (b) the number of prosecution initiated

97. 55. Have there been any cases where criminal sanction was imposed againstlicensees licensed
underthe ICSP Act? *
Mark only one oval.

Yes

No
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56. If yes to question 55, provide details of the following for the last
three years

98. 56 (a) nature of the non-compliance;and

99. 56 (b) the numberofcases ofcriminal sanctions imposed

100. 57. Have there been any cases where criminal sanction was imposed againstmembers of
managerial staffoflicensee? *
Mark only one oval.

Yes

No

58. If yes to question 57, provide details on the following;

101. 58 (a) nature of the non-compliance; and

261 |Page



102. 58 (b) the numberofcases of criminal sanctions imposed

103. 59. Have there been any cases of criminal enforcementaction carried outby foreign law
enforcementagencies againstanylicensees licensed underthe ICSP Act? *

60. If yes to question 59, provide details on the following ;

104. 60 (a) nature of the non-compliance; and

105. 60 (b) the number ofcases ofcriminal enforcementaction carried outby foreign law
enforcements agencies

106. 61. Have there been any cases of criminal enforcementaction carried outby foreign law
enforcementagencies againstanymembers of managerial staffoflicensee? *
Mark only one oval.
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Yes

No

62. If yes to question 61, provide details on the following ;

107. 62 (a) nature of the non-compliance; and

108. 62 (b) the numberofcases of criminal enforcementaction carried outby foreign law
enforcementagencies
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Annex 13: Self-risk Assessment for Financial Institutions (FIU)

Regulatory and Compliance Section

Anti-Money Laundering (“AML”) and Terrorist Financing (“TF”)

Self-risk assessment for Financial Institutions

Name of Financial Institution:-
Name of CRO:-
Date of Submission:-

Any enquiry of this self-assessment survey may be made to the following person:-

Name:- Title:-
Telephone no:- Email address:-
General

As part of theirgeneral obligations underthe AMLAct, financial institutions (“FIs”) are required to take
appropriate stepstoidentify, assess,and understand their Money Laundering and Terrorist Financing
risks (“AML/TF”) for the following:-

e Customers

e Countryor jurisdictionalrisks

e Productsand services

e Transactions

e Business practicesand delivery channels

The self-assessment questionnaire covers the following areas of yourinternal AML/CFT program: -



e Internal organization and arrangements
e ML/TF riskidentification and assessment
e ML/TF risk mitigation and treatment

e AML/CTF program

e Customeridentification and verification
e On boarding practice and customeracceptance policy
e Monitoringand reporting

¢ Employee duediligence

e Trainingand awareness

e Assurance framework

e Recordkeeping

e Correspondent banking

Part 1- Nature of financial institution

In orderto assist the FIU to determine, whetherthe nature and extent of your AML/TF risk assessment is
proportionate and appropriate to the nature and size of your business over the last financial year, you
might please document the required information on the Tables below. Where the informationisan
approximation only you mightindicate this next to the information provided.

Core element 1- Materiality and context
Table 1 — Determining the size of the Fl
Parameter \ Description Response

Deposit Base Total amount of depositbase in Rs terms.

Total amount of depositin othertypes of currencies

(Please specify which currencies)

Total number of customers of the bank

Total numberof accounts held by the bank detailed by
types of accounts which can be held (. Eg saving,
current, loan, client’s account etc)




Transactions

Value cash transactions (debits and credits) onan
annual basis (Rs)

Total electronictransfers (in value terms)on anannual
basis (local) (Rs)

Total value of international transfers onan annual
basis by currency type broken downintoinwards and
outwards transfers

Loan portfolio

Size of loan portfolio (Rs). (Pleaseinclude FX portfolio
convertedinRs)

Size of loan portfolio heldin non-rupee currency
(please specify the currency type)

Highestamountof loan paid out overthe last financial
year(Rs)

Lowestamount of loan paid outover the lastfinancial
year(Rs)

Other types of
services provided
requiring funds to
be held on deposit
by the bank

Specify types of services

Specify currencies

Specify value of funds held by type of service listed




Part 2:-Risk profile

Core element 2:- Levels of risk and mitigation mechanisms

In orderto fullyimplement Customer Due Diligence obligations, reporting entities must understand the

ML/TF risks that existacross theircustomerbase, delivery channels, products and services and the types

of ML/TF risks that exist within the financial institution.

Component 1:- Risk assessment by products and services

Parameter:- Nature of yourbusiness

List all Products and
services provided by
your financial
institution below. List
all types of accounts
which a customer can
open with your
institutionas a
separate product.

Risk rating of each
product and service
being provided (High,
Medium, Low or other
rating a used which
must be explained)

Detailed Reasons for
risk rating

Risk treatment and
mitigating controls in
place




Q) Inaddition tothe above please indicate if yourinstitution in any way carry out the following activities
or operations:-

i) Are you involvedinanywayinthe shipments of bulk currency?

If yes, please indicate which currencies, if thisis carried out on a periodicbasis, the risk assessment
methodology applied foridentifying and assessing related risk of this type of activity and submit related
policy and procedural manuals.

ii) Do you provide correspondent banking facilities?

If yes, please indicate which currencies, if thisis carried out on a periodicbasis, the risk assessment
methodology applied foridentifying and assessing related risk of this type of activity and submitrelated
policy and procedural manuals.

iii) Doyouissue foreign currency denominated drafts? In what currencies? Is this carried out through a
foreign financial institution? Please detail the risk assessment methodology applied foridentifying and
assessing related risk of this type of activity and provide a copy of relevant policy and procedural
manual.

vi) Do you have specificpolicies and procedures for managing and monitoring of “payable through
accounts” and Clients’ accounts? Please submit related policy and procedural manual.



Component 2:- Risk assessment by types of customers

Q) How do you categorise your customers?

Parameter:- Assessment of risk by Customer type

List the different
types of customers
having a business
relationship with
your institution.

In nominal
terms, how
many of your
customers
would fall
within each
category?

Risk rating of each
type of customer
listed (High,
Medium, Low or
otherrating a
used which must
be explained)

Detailed Reasons
for risk rating

Risk treatment or
mitigating
controls in place




Othersub-categories of customers:-

Do you have business relationships or provide one-off transactions and service to the following types of
customers? If yes, please write down next to your answerthe number of customers which fall within
each category or the number of times you have provided one-off transactions or services to these
persons.

Types of customer Type of relationship with the Number of customers and/or
institution:- Customerand/or number of times carried outone-

. i ice? ) '
one-off transaction orservice? SR B S

(i) Politically Exposed
Person

(ii) Non-resident
customers.

(Please provide details as
to whetherthese are

individuals, legal entities
and legal arrangements)

(iii) Customers where
business relationship was




established on anon-face
to face basis

(Please provide details as
to whetherthese are

individuals, legal entities
and legal arrangements)

(iii) Non-profit
organisations

(iv) Customerstowhich
you provide correspondent
bankingrelationship

(v) Customerstowhichyou
provide trade financing (eg.
Letters of creditetc)




Component 3:- Risk assessment by delivery channels and business practices

Parameter:- Delivery channels and business practices

List all of your
delivery channels
below

% of your
customer
making use of
the delivery
channelslisted

Risk rating of each
delivery
channellisted
(High, Medium,
Low or other
rating a used
which must be
explained)

Detailed Reasons
for risk rating

Risk treatment or
mitigating controls
in place




Component 4:-Other ML/TF risks

Other types of risks

Where within your

What underlying

financial institution

factors do you

would this apply?

considerwhen

assessing these risks?

Mitigating controls

and treatment of risks

(i) Geographicor
Country risk

(ii) Use of new
technologies

(iii) Sanctions risk




Component 5:- Levels of Risk and internal controlsin place

Product of service

How does the

customer avail of this

Application of internal

Level of staff

controls

product or service?

involvementat each

stage of the process




Please describethe methodology used foridentifyingand assessingrisks in yourfinancialinstitution.

Part 3:- Compliance arrangements and defense lines
Core element 6— Application of Customerdue diligence measures and risk profiling

Q: -When do you apply customerdue diligence measures?

Q: - Please explain the customerdue diligence processin relation to High risk, Medium risk and Low risk
customers.

Q:- Please explainyourcustomerdue diligence process of identifying beneficial owners.

Q:- Please explain your customerdue diligence process for identifying Politically Exposed Persons.

Q:- Do you currently have customers with which you have established business relationship whereyou
have no Customer Due Diligenceinformation on file?



Q:- Do you currently have customers with which you have established business relationship where you
the Customer Due Diligence information onfile is not updated?

Risk category of Cycle of review and Mitigating controls Rationale
customers remediation and treatment of risks

High risk

Medium risk

Low risk




Please provide supporting documents forthe procedures and processes outlines above

Subsequenttothe establishment of the business relationship, please explain the process of managing
the business relationship with the customer.

Q) How are the following members of staff involved in the process?

(i) Front-line staff?

(ii) Relationship manager (if any):-

(iii) Compliance staff?

(iv) Others? Please specify.



Core element 7—- On-Going Monitoring

Reporting entities are required to carry out on-going due diligence and monitoring of customers,
business relationship and transactions on a risk sensitive basis.

Q:- How do you carry out on-going monitoring of your customers?

Q:- Which staff membersare involvedinthe process? Please explain the role that the different staff
members play in this process.

Q: - Please explainthe processin relation to High risk, Medium risk and Low risk customers.

Q:- How oftendoyou scrutinise transactions, use of services and products by a customerto ensure itis
consistent with your knowledge of the customer, its business and risk profile?

Q:- As part of this scrutiny how often and in what circumstances do you request for source of funds?



Q:- Have you takenreasonable steps to ensure that records of existing customers remain up-to-date and
are relevant?

Please provide adescription of reasonable steps taken

Q:- What systemdoyou have in place for monitoring of transactions? Is this an electronicor manual
system of transactions monitoring?

Q:- On average how many exception reports are generated weekly by your monitoring system?

Q. What process do you have of verifying and investigating these exception reports? Whoisinvolvedin
the process?

Q:- Where an electronicprocessis used fortransactions monitoring please listall variables inputted into
the systemto generate red flags.



Q:- How long doesittake to make a determinationinrespect of an exception report?

Q:- How many exception reports have resulted in internal STRs? How many have led to external STRs
being submitted?

Core element 8:- Reporting of Suspicious Transactions

Reporting entities are required to apply procedures to identify suspicious transactions or activity for the
reporting of criminal conduct and funds or property known or suspected to be proceeds of crime or
related to terrorist activity.

Q:- What systems and procedures do you have in place to enable detection of patterns of unusual and
suspicious activity?

Q:- For whichtypes of customersdoyou apply these procedures and systems?



Q:- Do you use third party systems orrely onrelated entities forthe screening of customers and
transactions?

Q:- Whoisinvolvedinyourinternal framework for detecting suspicious transactions (staff members)?

Q:- Whoreview suspicious transactions and activities? And who has the final say in submitting
suspicious transaction reports to the FIU?

Q:- Does senior management exercise an oversight functioninrespect of the suspicious transactions
detectionandreporting? Please provide detail of this oversight function.

Q:-Have you communicated the patterns of unusual transactions or activities to your staff?If yes, when
was this last communicated?

Q:-How do you ensure that customers and transactions are checked against the UNSCR list of entities
designatedforthe purpose of UNSCR 1267 thatis circulated by the FIU? Please explain your monitoring
and verification processinrelationto this.



Q:- How many internal STRs have you received overthe period beginning 1s*January 2014 — until 1
December2015?

Q:- From which unitor department of your financial institution did the internal STRs originate? Please
detail as percentages.

Q:- How many STRs were submitted to the FIUfrom period beginning glstJanuary 2014 — 15t December
2015?

Core element 9— Management of information

Q:- For how longdo you retain customerinformation?

Q:- Do you transcribe customerinformationinto yourITsystem? If, yes, what application do you use for
maintaininginformation electronically?



Q:- inwhat formis the information maintained?

Q:- Where isthe customerinformation kept and who has access to the information?

Q:- Are transactions records and documents obtained in support of transactions kept with the customer
files?

Q:- How do you ensure customer records remain accurate, up-to-dateand relevant?



Part 4 - AML/CTF Policies and governance arrangements

Reporting entities are required to establish appropriate policies and procedures to combat money
laundering and terrorist financing and communicate the policies and procedures to its staff

Requirement/ Question Yes/No Provide detailed Documents

(where justification or description required
relevant) (where relevant) submission

Have you established AML/CTF policies
with regards to the particular nature and Please submita

size of your business? copy of your
AML/CTF policy

How do you ensure that your policies are
managed effectively?

Has your policy been approved by your Please provide
board of directors? extract of the

board meeting
Please specify date of approval by the documenting
board the approval.

Doesyour policy also coveryourrisk Please provide
appetite? If no, has your board set the risk extract of the

appetite of yourfinancial institution? board meeting

documenting
the approval




Do your policies and procedures coverthe
following areas? Please specify the
provisions and procedures.

(i) Customer Acceptance Policy

(ii) CustomerDue Diligence

(iii) Indicators of suspicious activities and
recognition of suspicious transactions

(iv) Reporting of suspicious transactions

(v) Staff awarenessand training

(vi) Record keeping and retention




(vi) Risk assessment

(vii) Others (please elaborate)

Are your AML/CTF policies and procedures
updated regularly toreflect the latest
legal and regulatory AML/CTF
requirements?

Please specify the person who carried out
the review and last date of review and
update.

Are your AML/CTF policies and procedures
endorsed by yourseniormanagementand
your board of director?

Please specify date of endorsements by
both




Are your AML/CTF policies and procedures
adequately communicated to your staff?

Please specify dates and the formin which
thiswas lastcommunicated.

(i) Do you provide job specific AML/TF
trainingtorelevant staff?

Please specify the last date that the
training was provided and the positions of
the staff to which these trainings were
delivered.

(ii) Do you require staff to confirm receipt
of AML/CFT policies and training?

(iii) Doyou ensure staff understands
AML/TF policies and procedures through
testingand other means?




Please specify the last date that the
testing was carried out and provide details
of the other means

Do you conduct regularindependent
review and testingto ensure the
effectiveness of the policiesand
procedures?

Please specify the last date that this was
carried out.

(i) How oftenis this carried out?

(ii)) Bywhom?




Part 5-AML/CFT Compliance function and compliance culture

Reporting entities are required to establish appropriate policies and procedures to combat money
laundering and terrorist financing and communicate the policies and procedures to its staff

Q:- What is the size of your AML/CFT compliance function?

Q:- Please provide the position, duties and reporting line of each member of staff allocated to AML/CFT

compliance function.

Q:- How do you promote a compliance culture within your financial institution?



Part 6:- Staff screening, Education and Training

Reporting entities are required to have on-going training on AML/TF to ensure that members of staff are
keptinformed of new developments and AML/TF requirements.

\ Requirement/ Question Yes/No  Provide detailedjustification
Do all members of staff receive AML/TF
training? (eg. as part of induction
training?)

a) Ifyes, please provide a list of names of
those members of staff and the training
they have received.

Do members of staff particularly frontline
staff and those dealing with high risk
customers and products and services
receive refreshertrainingon AML/TF
regularly?

a) How oftenisthe training carried out?

What screening procedures doyou have
in place to ensure high standards when
hiringemployees?

Is the Compliance and Reporting Officer
involvedinthe interview and screening
process?

In monetary terms please specify how
much is spenton AML/CFT compliance
trainingon an annual basis.




Part 7 - AML/CTF Assurance framework

Reporting entities are required to establish an audit function to test its anti-money laundering and
financing of terrorism procedures and systems

Q:- Please explain yourframework fortesting your AML/CFT procedures and systems.

Q:- Which members of staff are involved in the process?

Q:- How do you determine when to perform testing of your systems and procedures?

Q:- Please providethe last date this was carried out and a copy of the report showingthe findings.



Q:- Are the findings communicated to your senior management and board of directors?

Q:- Do you also require independent testing of your AML/CFT programme?

Q:- If yes, what was the date of the last testingand who performed the independent test?

Q:- What was the mainfindings of the independent testing?

Q:- Were the findings communicated to senior management and the board of directors?



END

Name of person of filled in the questionnaire:-
Designation:-
Signature:-

Date:-

Thank you for completing this self-assessment questionnaire. The information submitted will only be
used for supervisory purposes. Please note that you are required to provide accurate and true
information.



Annex 14: FIU Bank Inspections for 2016

Name of
Banks

Barclays
Bank of
Seychelles

Bank of
Baroda

Mauritius
Commerdal
Bank

Nouvobang

Type of
Inspection

Joint
inspection
with
Central
Bank of
Seychelles

Joint
inspection
with
Central
Bank of
Seychelles

FIU
planned
AML /CFT
Inspection

FIU
planned
AML/CFT
inspection

Date of
Inspection

Inspection
started on
12/04/2016

Inspection
started on
24/05/2016

Inspection
startedin
September
2016

Inspection
startedin
April 2016

Report
issue date

Report
dated
15/02/2017

not issued

Report
dated
30/03/2017
not issued

Reportnot
issued

Report
issuedin
December
2016

Rationale if report not issued

Report not conclusive- pending
furtheraction by FIU

Report not conclusive however
meeting held with BOB to apprise
on the 2016 findings. Afull
review willbe conductedin
August 2017

Report not conclusive however
metwiththemin May 2017 to
apprise onthe 2016 findings,
action planissued.



Annex 15: DNFBP Assessment of overall Vulnerability per sector

1.7.5 MONEY LAUNDERING RISK AT CASINO SECTOR

A delegation from the FIU met with senior officers from the three biggest Casinos (Gran Kaz, Berjaya
casino, Kempinski) and learnt of the following risks inherent to this sector:

Apart from a senior staff who participated in the traming imparted by the FIU, generally staff from
the Casinos are not aware of the AML Act and its statutory requirements and this is a major risk.
None have yet appointed a Compliance and Reporting Officer (CRO) and as such do not have an
AML Manual in place;

Identification of PEPs and other high risk customers is a problem;

Do not have access to any Terrorist or sanction list;

Winnings are paid out in cash and refunds to Credit Cards are to the exact amount of chips
purchased. One Casino uses a card system for their patrons and winnings can be credited to the
card should the winner not wish to cash i his winnings; Winning are also paid out using
credit/debit card especially when the client has used the same card to buy chips or exchange for
cash. And would cancel the previous transaction and transaction only for the difference.

None have submitted any Suspicious Transaction Reports (STR);

Retain transaction records but do not indicate for how long they are retained;

One Casino has commenced accepting Junkets who when they are here, hire the Casino from the
Hotel to play. The Casino does not know what goes on and the amount of money mvolved when
the junkets are playing. This poses the risk of money being laundered by the members of the junket.
We understand that the junket settle the account between themselves, however, the hotel receives
payment to host the gambling activity and includes the gambling area, accommodation, food and
excursions. The hotel maintained a copy of the passport of each individual involved in the junket
just like for other hotel guest.

The Managers claim that they know their clientele well and are able to detect any suspicious
activities.

1.7.6 MONEY LAUNDERING RISK AT ACCOUNTANTS & AUDITORS

The following issues emerged following submission of responses to a questionnaire by eight firms:

The Association produced an Accountants Bill five years ago and it is still being debated on by
the Ministry of Fmance. The Bill will regulate entry requirements, punitive sanctions, amongst
others.

There is currently no legislation governing Accountants so anybody can practice.

Auditors pay a yearly license to practice;

There are foreign firms conducting Accounting business in Seychelles without a license;



e Under the AML Act, if Accountants during the course of therr duties detect suspicious
transactions, they are required to report them to the FIU. They all confirmed of not having detected
any suspicious transactions and as such, no STRs has been received from this sector.

e Apart from two firms, most do not operate bank accounts on behalf of their clients. The two who
do perform this service claim that it is to meet the monthly utility expenses of their clients.

e The Accounting firms do not handle cash as most transactions are either by Cheques or bank
transfers.

e Senior officers in the Accounting firms have participated n AML training conducted by the FIU.

e None have appointed a Compliance and Reporting Officer (CRO) and as such do not have an
AML Manual in place;

e Identification of PEPs and other high risk customers is a problem;
e Do not have access to any Terrorist or sanction list;
e Regulatory should conduct on-site mspections of all Accountants and Auditors.

1.7.7 MONEY LAUNDERING RISK AT MOTOR VEHICLE DEALERS

A delegation from the FIU met with senior officers from the three biggest motor vehicle dealers and learnt
of the following risks inherent to this sector:

e Apart from a senior staff who participated in the training imparted by the FIU, generally staff from
the motor vehicle dealers are not aware of the AML Act and its statutory requirements and this is
a major risk.

e Currently, two companies have been inspected by the FIU;

e None have appointed a Compliance and Reporting Officer (CRO) and as such do not have an AML
Manual i place;

e Identification of PEPs and other high risk customers is a problem,

e Do not have access to any Terrorist or sanction list;

e All three companies do not retain copies of identification documents;

e All three companies claim that 10 percent of sales is paid in cash, 30 to 50 percent by cheque and
the remaining by bank transfer.

e There are reports of individuals importing cars for sale to members of the public without a proper
license of a Vehicle Dealer.

1.7.8 MONEY LAUNDERING RISK AT PRECIOUS METALS AND STONES

A delegation from the FIU met with senior officers from the four Precious Metals and Stones Dealers, two
of which deal in high-end products and learnt of the following risks inherent to this sector:



e The senior staff of the two high-end companies have received training knowledge of AML. The
staff of one company has received some training locally conducted by someone from their Head
Office and they are expected to proceed overseas for further training. The senior staff of the other
two lower end products have some knowledge of what money laundering entails but their staff have
no knowledge of ML;

e One high-end company has some high risk clients (Russians) but all foreigners are asked to produce
identification documents, local address and e-mail address. Failure to provide the passport will result
in the transaction not being processed. Their local clients are reluctant to produce identification
documents.

e The Middle and Lower-end jewelers sell mostly to locals with prices ranging from R 2,000 to R
40,000;

e None of the companies in this sector have been inspected by the FIU;

e None have appointed a Compliance and Reporting Officer (CRO) and as such do not have an AML
Manual i place;

e Identification of PEPs and other high risk customers is a problem;

e Do not have access to any Terrorist or sanction list;

e One company buys used gold and later sells it overseas. During the purchasing process the company
does the following: Retains a copy of the identification document of the seller, contact details, signs
a declaration to the effect that the gold item being sold belongs to the seller and is not related to any
crime of theft, a picture of the item being sold is taken. It was found that no license is required from
SLA to purchase used gold items and no Export Permit is required from the Ministry of Finance
when taking out gold items for sale overseas. This is considered as high risk.

1.7.9 MONEY LAUNDERING RISK AT REAL ESTATE DEALERS

A delegation from the FIU met with Real Estate Dealers and learnt of the following risks mherent to
this sector:

e Of the five Real Estate Agents interviewed, senior officials from three agencies have
participated in the AML training organized by the FIU after which one officer passed on what
she had learnt to her colleagues. Two agencies have no traming in AML.

e One agency caters for high-end clients and conducts all CDD on her clients including a PEP
declaration. The others cater to both locals and foreigners and also conduct CDD on all clients.
They also rely on Lawyers to do their CDD which is high risk;

e For foreigners, government sanction is required and all the agencies claim that this is sought
beforehand. There have been instances whereby this requirement has been by-passed by locals
who have acted as nominees for foreigners.



o The Real Estate Board set up by the Estate Agents Act considers applications for registration as

an Estate Agent. Must hold a Certificate of Practice in Estate Agency or a minimum of 5 years’
experience in Estate Agency Work. So far 9 agencies have been registered, two of whom are
not active.

e The Real Estate Board has never met with the Real Estate Agents nor conducted any

supervision to ensure that they are not engaging in illegal activities. Board merely relies on
mformation received from aggrieved clients or otherwise to take disciplinary action against a
registered agent. This has led to unregistered individuals and companies trying to sell real
estate;

e To-date no cases of refusal on account of failure to meet AML controls has been encountered

by the Board;

e Some Real Estate Agents merely act as middlemen between the buyer and seller and does not

know anything about the transactions.

e Real Estate Dealers claim that they do not accept cash and bank transfers are preferred.

1.7.10 MONEY LAUNDERING RISK AT LAWYERS

The following risks are inherent to this sector:

Very few attorneys specialize their practices, and so it is difficult to identify which attorneys are
providing the more services which have a higher risk of ML/TF.

Approximately 50% of all attorneys have received ML training, only 2 of those persons received
training specific to the Seychelles environment and legal system. Their knowledge of AMLA and
POCA is low. If they are aware of their reporting duties, there is a reluctance to report based on
attorney-client privilege.

Legal Practitioners are generally good at keeping records of transactions.

Identification of PEPs and other high risk customers is a problem; Only the two bigger firms are
able to afford the prescriptions which will allow them to check the names of their clients against
an international database;

There is low knowledge of Terrorist or sanction list;
Legal Practitioners are usually willing to receive cash from clients;

Most Legal Practitioners deal mainly with local clients, and their KYC will be very good in this
regard, although informal. They are unlikely to keep copies of ID cards or other KYC documents

on file. With regard to international clients, they retain copies of ID documents or passports and are more
thorough with their KYC.



1.7.11 MONEY LAUNDERING RISK AT BOAT & YACHT DEALERS

A delegation from the FIU met with two Boat Dealers, the National Port Authority and Seychelles
Maritime Security Services (SMSA)and learnt of the following problems and risks inherent to this
sector:

e The MD of one company participated in the AML training conducted by the FIU and has
some knowledge of what AML entails. His staff however do not know anything about
AML. The other Boat Dealer has no idea about AML,;

e One company is scaling down its yacht brokerage and pleasure boat activities as it is no
longer economically viable because of maintenance costs. It now merely charters yachts to
wealthy clients.

e The other company imports and sells boats from the Italy and the USA. Most of their
clients are foreigners based on Eden Island. As all payments are made by bank transfers,
the company relies on the banks to conduct the CDD.

e No due diligence checks are carried out on the buyers but copies of their identity documents
and information on companies are retained on file;

e Hire craft and fishing vessels are registered but pleasure craft are not obliged to register
their boats with any regulatory or commercial body. This non-registration exposes the
jurisdictions shores to potential illegal or dangerous activities.

e Vessels sailing and entering Seychelles waters are well recorded and maintained. Vessels
being imported into Seychelles via carrier vessels or aircrafts are not well recorded.
Pleasure boats can be brought into the jurisdiction in containers or off-loaded on board the
carrier ship and it sails up to Eden Island. This activity poses a money laundering risk.

e The Port Authority has also expressed its concern about illegal charters of private pleasure
craft on Eden Island.

e They have also expressed concerns about locally based mini cruises that might not be
paying the correct dues to SRC.

Annex 16: Questionnaire (Other Financials) for all sectors
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411 Comprebensivesess of AML Legal Framework

2) Do you find that the Seycheles™ AML laws and regulations i force with this mdustry

b) Do vou find that the Seychelles” AML laws and reguiations are m conformty to the nternational

standards i relation to the folowng
CDD fncluding the verification of beneficial ownership of customers that are natural

persons Tegal entifies and or legal arrangements};
Enhanced due diligence for PEPs and high risk countries;

Enianced CDD where new tecimologies are involved:

Enhanced due diligence for business relationsiips and transactions with natural legal
tutions from fugh risk countries;

orf
pLse!

person, or finncial

Reliance on CDD by third parties (including miroduced business);

Record-kegping;
SIR;

Tipping-off and confidentiality;

Internal Controls, foreign branches and subsidiaries;

Regulation and supervision of financial mstitutions; and

Spervisory powers

4.1.). Effectiveness of Supervision Procedures and Practices

2) Do you fied the AML supervisory body (the FIU) clearly idenifiable m the AML baws and

regulations”
b) Do vou find that the FIU has the appropnate authority and mandate to coeduct AML complance

supervision’
¢) Do you find that the FIU carmies oot s supervisoey activities within 2 comprehensse supervisory

framerwork (which mchades clear supervisory policies. procedires and mamak)?



d) Do you find thatthe FIU possesses a good understanding and apprecation of the ML risks wih
the sector?

¢) Do vou find thatthe FIU has a suficient mnmber of traned staff?

How many staff”

Level of traiting

What are the staff levels that goes on training’

What s the frequency of traving?

What are the types of traiming?

f) Do you find that the FIU equps s staf wih the necessary sials and up-to-date knowledge of
msttubons and products sypervised to carmy oat AML supenvision

2) Do you fied that the FIU has the necessary resoarces to easwe AML complance (such as
techascal capacty, budget and took)?

) Do you find that the FIU cames out a comprebeasive, RBS progreen that consits of on-ste/of-
ste mspections on both regulary scheculed cycles aad penodic spot-checks that are risk-based and

s necessary

How many inspections have been conduicted i the last 2 years?

What is the scape of inspections conducted”

What is the actuol inspection cytle for this sector?

1) Do you find that the FIU reports and secords examination resulls 1 2 systemaic way and 5 able
to effectmey wse these records for pobicy purposes”

Has reports been produced for oll inspections?

1) Do you fud thatthe FIU exercises moral suasion that has a signficant smpact on the management
of these compenies and s suficieet o postrvely ifhence behavior patterns”

k) Do you fnd that the FIU can demonstrate that s supervisory powers are exercised effectvely
and pertalh’

4.1.3. Availability 2nd Enforcement of Admimistrative Sanctions

2) Do you fnd that the Seychelles’ AML laws and reguiaions have appropnate admmiciratve
sanctions 1 place for soacomplznce with AML oblizations”

b)Do vou find that these admmictraiie sanctions (f an) are sufficieot to postively afhuence
managemeet and staff bebaioe (uch a5 monetary penabies, admmicraive actions; removal of
crtieal staff, and suspeasion'wihdrawal of Scenses) m these companies”

In cases where sanctions were applied, did the institution undertoke comective
actions?




¢) Do vou contemplate that there & a record of admmstrafive enforoement actions taken m the past
by law enfoecement authonties regarding soncomplance with AML requarements i the sectoc?

How many administrotive sanctions has been agplied in the post 2 years?

What are administrative sanctions thot has been applied?

Steps taken to opply the administrative sanctions?

d) Do voa find that most persoes workng i the sector bebieve that adminisiative action would be
sitated in case of soncompliance with AML requrements?

4.14. Availability 2ad Enforcement of Criminal Sanctions

) Are there appropriate crminal sanctioes in place for soncomphance wih AML oblgatioes”

b) Do the peopke 1 the mdustry regard the cominal sanchioes regme as suffciently dissuastve to
posiively efinence mdmidnal behavior patterns”

¢) Do you find that the crmsinal sanchions are also applicable for ofences selated to ML)

d) Do vou fied that most persoes workng m the sector beieve thet crminal enforcement action
would be stiated n case of noncomplance with AML requirements?

&) [s there s a record of comachons and cnmmal enforcemeet actions that have beea taken over the
past vears b bocal law eaforcement authonites regarding noecomplance with AML requrements )
the sactor”

What is the maber of imvestigations?

What is the mmber of prosecufions?

What is the rumber of comvictions?

f) Is there is arecord of comuctons and onmamal enforcement achoas that have beza taken over the
past vears by local foretm law eeforcement authonties regardes soscomplance with AML
fequrements & the sactor?

What is the mumber of vestigations?

What is the mumber of prosecutions?

What is the mmsber of comvictions”

) To your knowiedge, s there any crimmal eaforcement against compenes and ther saff n reladon
to other fisancal crmes such as frand mstiuted by local aw enforoement anthoniies?

B) To your knowiedge, i there any crimeal eaforceeneat against compastes and ther staff mn relation|
to other financial crmes such as frand mstéuted by foreign law enforcement auhorites”

4.L6. Integrity of Staff

) Do you find that companies generally ragard therr staff members a5 secwre from comuption by
crmnaks?




Please provide statistics, on mumber of crimina cases i the st  yewrs

) Do yvou find that the incidence of miegrty fawe (e ¢ neohent or willid bindaess to suspicions
transactioes) evobvng ths sector's staffis bow”

Please provide statistics for the last 2 years o ythe number of integrity breaches and
information a5 to the resuting disciplinary actions taken

¢) Do you fied that tere & undar-eporting of moxdences of segnty falire

d) Are there appropate mechanssms m place to peotect companss” staff agamst any segae
consaquences fesuling fom reporting suspecious tramsactions, or ofher achons that comply with
AML obfgatons?

¢) Are tsttutioes wthin tis sector mvolved 1 tax evasion

Hove maany incidents i the past 2 years?

4.1.7, AML Keowledge of Staff

a) Are there appropnate AML traing programs and matenaks avaibl to companes” staf

What kind of training are available?

) Are the AML tramng programs regubarky beld?

What is the frequency of training provided?

Hove maney hours of training v Been provided in the last / yews?

What s the level and type of staff that are tramed?

¢) Are the level of AML trames progyams appropaite

d) Are the ualty of AL traming prograsss appropnate”

¢) Do you find thatthe tramng programs are destgeed to ensure that all appropnate staff members
¢ tramed!

f) Are al staff members reqared to undergo ongomg tranmg to eesive thatthetr knowledge of AML
faws, polices and procedres & approprate and p-to-date”

g) Do vou fid thet iaff members have a good kmowledse on domestic and transoatioeal mogey
lamdermg schemes and typologies, ichding hose invobving the acualand potental miswe ofthe
cormpanies and specialoed knowiedse & kil of s staff and s prodhcts and services?

) Are staff members resularty updated og domestic and transnaossl money lanndenng schemes
and typologes, mchding those imobveg the actual aad potental misuse of the iorance companes
and specialed knowledee & sl of s staff and s peodcts and servces?

1) Are stalf memhers aware of AML compEance, reporting procadares and oblgatioes”

1) Do staff mesmbers mnderstand the legal consequences of AML compéance breaches?




4.18. Effectiveness of Compliance Function (Organization)

) Dooes these company have any mternal compkence prograny’) that are commensurate to the level
of sk, takng ito acconnt factoes such as the folowng

Jmsdictions of end-users

Volome and nature of peoducts provided

Frequency of imtemational fransactioes

(Cleet base profil?

Please provide statistics on new clients

Please provide statistics on number of declined business based on
recommendations from compliance staff

Please provide statistics on terminated business relationships based on
recommendations from compliance staff

b) Has the comparses appomted a sufficienly resomrced and ndependeat AML compance offcer
who fmctions at a senior management kevel”

¢) Dioes the companies possess a comphance pobicy?

d) Has the company taken disciphiary actions (s and when requred) agamst staf for breaches of
the complance policy

Please provide statistics on the number of disciplinary actions for the past 2 years

¢) Have there been any mternal andlor external AML andits pedformed”

If yes, what are the findings on the effectiveness of compliance functions

4.19. Effectiveness of Suspicioas Activity Monitoring and Reporting

2) Does the company have mformabion svstems that enable and facltate the montomng of
transactions of chents agamst ther profies”

If yes, please provide the number of STRs and quality filed in the last 2 years,

b) Are the company’s transactional records avatable 1 a format that facditates AML screenng and
moatorng?

¢) Do the systems i place support companis in performng effctive PEP or sanction screenmgs”

d) Do the systems i place assist the companies and ther staff to effectiely identy and record ol
complex and or ummsaal arge transactios?

Provide statistics on the number of complex and unusual large transactions reported.

¢) Do the systems n place assist compantes and therr staff 1 identfymg and reporting suspicious
transactioas”
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Annex 17, 18& 19: Detailed analysis of Other Financials

Detailed analysis of criteria for Money remittance
1 Comprehensiveness of AMLIegal framework

Deficiency: Thereisnorequirementforinternal controlsinthe AMLAct or Regulations with theexception
of Sec 15 of AMLact which howeverdoes not cover policies for sharing of information within the group.
The AMLactorregulations does not require foreign branches and subsidiaries to apply AML/CFTmeasures
consistent with the home country.

Recommendation: Ensure requirements oninternal controls are at par with international standards and
the AML act or regulations to require foreign branches and subsidiaries to apply AML/CFT measures
consistent with the home country in accordance with the FATF recommendations.

2. Effectiveness of AMLSupervision/Oversight Activities

Deficiency 1:Inregardsto whether the FIUpossessesagood understanding and appreciation for the ML
risks within this sectorit has been noted that the FIU has the power to conduct examination of these
companies, conducts offsite monitoring, receives STRs and analyses such. Moreoversurveys are sent to
the BDCs so thatthe MLrisks areas can be identified. However, based on the fact that only 1 examination
has been conducted on one of these entities in the past 2 years, it can be argued that the FIU may not
have a current and up to date knowledge of the ML/CFT risks associated with these institutions.

Recommendation:The FIU to conduct more frequent examinations of these institutions to understand
the ML/CFT risks associated with each entity.

Deficiency 2: With respect to the sufficiency of the number of trained staff it has been observed thatit
can be deduced that based on the frequency of examinations conducted and the number of reporting
entities supervised by the FIU, the human resources is not enough.

Recommendation: The FIU to consider increasing the human resource capacity and/or document and
implement a risk based approach to its supervisory function which will reduce the amount of
staff/resources needed to conduct its supervisory function effectively.

Deficiency 3:Sec 25 of the AML ensures the legal basis for properfunding of the FIU. However, it can be
argued that in practice, the FIU does not have a sufficient budget/is not making effective use of its
allocated budget to operate effectively. This is based on the fact that its human resources is
insufficient/supervisory practices needs to be strengthened in view of the time lag between onsite
examinations of institutions providing money remittance activities.



Recommendation:Reassess the required/allocation of budgetforthe FIUto ensure proper operationand
ensure it achieves its mandate effectively.

Deficiency 4: Part 3-sec 16 gives FIU power to conduct onsite examination, offsite monitoring. Although
the FIU has adopted arisk based approach, in practice thisis not applied asthe FIUis supposed to conduct
examinations of all institutions at least once every 2 years, but has not been done.

Recommendation: Develop and apply acomprehensive risk-based approach to supervisory program for
onsite and offsite monitoring. This should consist of both spot-checks and regular cycles of examination
of suchreporting entities within specified timeframes and schedule shoul d have regards tothe level of
ML/CFT risks associated with the institutions.

Deficiency 5: Based on questionnaire responses from the FIU, they do record results of onsite
examinations. Nonetheless, it should be noted thatin view that examinations are not done frequentlyit
therefore implies that these findings are not used for policy purposes.

Recommendation: FIU to record examination results in a systematic way and to use these reports for
policy purposes. To allow this to happen the FIU has to ensure that examinations are conducted on a
frequent basis. Examinations reports to be sent to Reporting entitiesin a suitable timeframe afterthe
completion of examinations.

Deficiency 6:According to the FIU, it exercises moral suasion that has significant impact on the
management of the business. Thisis supported by the law which contains sanctions and penaltiesfornon-
compliance to directions of the FIU and breach of the AML act and regulations (sec16 D of AMLACTand
Part6identifies all offences underthe AMLactfornon-compliance). However, there are noadministrative
sanctionsin place and penalties and sanctions can only be applied upon conviction.Moreover, as per the
business entities, the use of moral suasionis limited as their interaction with the FIUis limited and this
may be due in part by the fact that no examinations have been conducted in the past 2 years.

Recommendation: To implement administrative sanctions for non-compliance to the AML act that are
applicable toall partiesincluding the reporting entity, directors, management and its staff and to ensure
thatthese measures are applied whenthe need arises. FIUto also ensure thatthere is frequent dialogue
with these entities both onsite and offsite. Examinations of these entities to be conducted on a more
frequent basis also.



Deficiency 7:Considering that there are no record of administrative sanctions or criminal sanctionsapplied
under the AML Act, the supervisory powers of the FIU appears to not have been exercised effectively.
There is however no indication that it has applied its supervisory powers in an impartial manner.

Recommendation:To implement administrative sanctions for non-compliance to the AML act that are
applicable toall partiesincluding the reporting entity, directors, management and its staff and to ensure
that these measures are applied when the need arises.

3. Availability and Enforcement of Administrative Sanctions

Deficiencies:Sec 21 of AML act provides for penalties to be imposed for non-compliance tothe AMLact
only upon conviction. There are no administrative sanctions which the FIU can take for these breaches
withoutthe perpetratorbeing convicted. Thisappliesfor monetary penalties, suspension and revocation
of business license, which are all upon conviction. It alsoimplies that there are no administrative sanctions
which apply to directors, employees, management for breach of the AML act.

Moreover, there is norecord of administrative enforcement actions that have beentakeninthe pastby
law enforcement authorities for noncompliance with AML requirements within the Other Fl category
being assessed.Furthermore, no action has also been taken underthe NPSA as aresult of collaborative
work between the FIUand the CBS for non-compliance to the AMLact or Regulations for this category of
institutions.

Recommendation:To implement and enforce administrative sanctions underthe AMLact and regulations
for non-compliance to the AML act that are applicable to all parties including the reporting entity,
directors, management and its staff. In the interim, where possible, the FIU and the CBS to collaborate
and make use of provisions of the NPSA and FIA to enforce administrative sanctions againstinstitutions
falling under this category.

4, Availability and Enforcement of Criminal Sanctions

Deficiency 1: The fact that there are norecord of criminal sanctions against reporting entitiesin the past
2 yearsindicatesthat thereisa lack of enforcement of criminal sanctions. Nonetheless, most regulated
entities believe that criminal sanctions would be taken against them for breach of AML requirements.

Recommendation: Criminal sanctions should be enforced where there are breaches of the AML act
against reporting entities.

Deficiency 2: No criminal enforcementaction has been recorded against business institutions and their
staff with regardsto incidents such asfraud. Nonetheless, there have beenfraud casesreported inthe
pastwhich have been conducted by staff of these institutions whereby the business institution has only



taken necessary action to remove the staff concerned or take other actions. However, the FIU/Other
relevant authorities have not taken legal action against the staff in some cases.

Recommendation:Criminal action against staff with regard to otherfinancial crimes should be pursuedby
the FIU or appropriate authority concerned and powers should be clearly laid out in laws/regulations.

Deficiency 3: Noinvestigation hastaken place in the last 2years, there has notbeen any prosecutions or
convictions that has been recorded for breaches of AML obligations. This may be due to resources
constraint of the FIU, lack of policies in place to detect breaches, reluctance to use criminal sanctions,
capacity of the judiciary system to deal with such cases.

Recommendation: The FIUto ensure thatinvestigations are conducted and criminal enforcementactions
are applied to reporting entities under this category. Information gathered from STRs and from
examinations conducted should be recorded in asystematic mannerand usedto informinvestigations
which eventually lead to criminal sanctions where itis applicable.

5. Availability and Effectiveness of Entry Controls

Deficiency 1: The policy section of the Payment Systems Division of the Central Bank (PSD) and the
Financial Services Supervision Division (FSSD) of the CBS are responsible forthe licensing of Class ABDCs
and money remittance activities and currently employs a total of 12 staff. These staff possess a basic
understanding of the ML risk associated with the activities of these Financial Institutions. However,
capacity building is required to enhance the understanding and appreciation of the ML Risk associated
with the activities of the supervised entities within this category. Moreover, examinationsconductedwith
AML in scope are not regularly done to understand the risks associated with these entities.

Recommendation: To ensure that training plansinclude capacity building in terms of AMLrisk such that
staff possessa good understanding and appreciation of the money Laundering Risk associated with the
activities of the supervised entities within this category. More frequent examinations of theseinstitutions
with AML risks in scope required.

Deficiency 2: Section 6 of the NPSA gives CBS the mandate to license such institutions. The NPSAlicensing
and authorization Regulations of 2014 contains the legal framework and requirements for all payment
service providers which includes remittance activities to obtain a license to undertake such businessin
Seychelles. Moreover, Section 3 of the FIA 2004 also includes provisions for CBS to licenseClass A BDCsto
undertake such activities. While the FSSD already has internal manuals for processing of such licences,
PSD is still in the process of establishing its own manuals for processing of these licences.



Recommendation:PSD toimplement manuals for processing of licence applications for the institutions
under this category.

Deficiency 3: Section 9(1) i and j of the NPSA licensing regulations requires thatthe CBSis satisfied that
the applicant has directors of good characterand professional experience and also that the identityofthe
applicants' owners, in particular persons holding substantial interest and the good character of such
persons. Schedule 4 (section 5) of the NPSA licensing regulations also requires that the applicant submits
information on the identity of the person responsible for the management of the specific payment
services. Section 5(1) of the FIA alsorequiresidentification information to be submitted forowners and
substantial interest holders. Moreoveritrequiresidentity of administrators which includes directorsand
Managing Directorto be provided. Section 5(1) (e) of the FIA specifically requires beneficial ownerstobe
identified. Section61dand e of the FIArequires licence to be granted only on satisfaction of thecharacter
of owners, substantial interest holders, administrators and beneficial owners.

However, there is alack of emphasis needed on fit and proper test being done on key management
positions within BDCs providing remittance activities within the FIA and NPSA. Moreover, the fit and
proper test underthe NPSA is not specifically laid out ina manual for PSD. Section 15 (1) of the AMLact
does notalso coverthe character of the compliance officer. [t only requires its appointment and statesits
duties. Additionally, thereisalsoalack of reliable information sources, especially from law enforcement
agencies such as the police, to perform a fit and proper test on these persons. Datafrom the police are
not kept in a systematic manner to allow for reliable references to be obtained for the purpose of
undertaking a fit and proper assessment.

Recommendation: Emphasis needed onfit and propertests being done on key management positions
within BDCs providing remittance activities withinthe FIAand NPSA. E.g. CFOs and Compliance Officers.
Setout the Fit and Properassessment procedure and criteriain manuals for Payment Service Providers.

Deficiency 4: Section 9-1-h and i of the NPSA licensing and authorization regulations requires that an
applicant forapaymentservice provider licence to provide money remittance services has an adequate
numberof well trained staff and competent staff and managementinrespect of business needs. Section
9-1-i requires that directors have the relevant professional experience. Section 6-1-c of the FIA also
requires that administrators have relevant professional experience. However it is to be noted that in
practice, there has notbeen acase whereby alicence has not been granted to aClass ABDCorunderthe
NPSA due tothe lack of professional experience of eitherthe manager, director or other staff within the
institution.

Recommendation: To enforce strengthen and enforce requirement for Directors and key management
staff within the sector to have the necessary educational and professional certification.



Deficiency 5: Section 15 of the AMLact requires all reporting entities to have a compliance officeratthe
managementlevel of eachinstitution. Nonetheless, in practice, entities within this Fl category often do
not have compliance officers thatare independentfrom otherfunctions within the organisation. 5 outof
11 Class A BDCs do not have independent compliance officers. Whilst most of the institutions do have
AMLcompliance manualsin place, these manuals are not risk-based in terms of identifying andmitigating
ML risk.

Recommendation: There isaneedtoinclude specificrequirements within the Licensing criteriaunderthe
FIA/NPSA to ensure thatlicensees need to demonstrate adequate AMLcompliance controls are in place
before being granted a licence, including the need for risk-based AML compliance manuals and the
appointmentof well-trained, independent compliance officers depending on the level of risk assodiated
with the institution’s activities. The AMLAct or regulations also needs to be strengthened in that regards.

6. Integrity of Business/Institution Staff

Deficiency 1: Business institutions regard their staff members as secure from corruption by criminalsin
view thatthere are very few incidents of integrity failure involving their staff members. However,current
staff vetting practices interms of procedures and information which isrelied onfor the vetting process
may not be adequate to ensure the integrity of staff.

Recommendation: FIU to coordinate the setup of necessary infrastructures that allows institutions to
obtain necessary information for the vetting of staff before being recruited.

Deficiency 2: There have been limited reported cases of integrity failure by staff in this category of
institutions. However, due to the factthat there are no appropriate mechanisms forreportingofbreaches
of integrity failure by staff, staff that have committed these actsin one institution then gets employedby
other institutions within the same sector in view that there is no reliable source of
information/mechanism forassessing the integrity of staff. Moreover, although section 15-1-c-vi of the
AML act requires that the compliance or reporting officer establishes and maintains procedures and
systems to screen persons before recruiting them, in practice, thisis not efficient, asthereisnoreliable
source for vetting the employees of the sector.

Recommendation: FIU to coordinate the setup of necessary infrastructures that allows institutions to
obtain necessary information for the vetting of staff before being recruited.

7. AML Knowledge of Business/Institution Staff



Deficiency 1: Section 16-3-a of the AML act gives FIU the mandate/responsibility to conduct training of
reporting entitiesin relation to theirobligations underthe AMLAct. AMLAct, Section 16- Table 1- partk
provides that the FIU may also provide training programs for reporting entities in relation to customer
identification, record keeping and reporting obligations and the identification of suspicious transactions.
In practice, the FIU has provided 3 hours of training in the past 2 years. Institutions in this sector are
however, of the opinion that the frequency of trainings provided by the FIU is not sufficient. The
institutions also acknowledge the fact that they themselves do not have adequate training programs for
staff thatare held periodically and thatis tailored for differentlevels of staff in an organisation.Moreover,
since this functionis often to be undertaken by the Compliance Officers, in view thatthey do not have
compliance officers, internal training programs are not conducted. There are no requirements as part of
entry controls orrenewal of license for these institutions to have the necessary AMLtraining providedto
their staff.

Recommendation: FIU to design and document more regular training programs tailored for different
levels of staff and where possible should be accredited by a recognized AML training body. Entry
controls/renewal of licences under relevant laws/regulations should take into account the need for
Institutions to provide adequate AMLtraining to staff. Compliance officers to be appointed andshouldbe
responsible for designing and providing AML trainings internally within the institution.

8. Effectiveness of Compliance Function (Organization)

Deficiency 1: Most institutions have internal compliance programs that are not sensitive tothe level of
risk of the institution. Upon review of the AML and CFT procedures and guidelines of these institutions,
theirinternal compliance programs does not take into account factors such as jurisdictions of end-users,
professional intermediary clients, clients that are complex, opaque legal structures, the volume and
nature of products provided, the client base profile, the frequency of international transactions.

Recommendation: As part of its supervisory activities, the FIU to undertake review of the Institutions
compliance programs focusing onthese requirements. To enforce compliance, the FIUshould consider
requiring such institutionsto hireindependent compliance and reporting officers based on the level of
ML/CFT risk that the institution is exposed to in its activities.

Deficiency 2: Section 15 of the AMLact requires all reporting entities to have a compliance officeratthe
managementlevel of each institution. Nonetheless, in practice, entities within this Fl category often do
not have compliance officers thatare independent from otherfunctions within the organisation. Out of
11 Class A BDCs, only 5 have independent compliance officers.

Recommendation: The AMLact needs to be amended such thatitrequiresthatreporting entities appoint
independent compliance officers for such activities. This can also be applied on risk-sensitive basis
depending on the complexity and the exposure of reporting entities to AML risk.



Deficiency 3: According to institutions under this category, disciplinary actions are taken against staff.
However, based on statistics there has not been/close to none disciplinary actions that has been taken
against staff for non-compliance.

Recommendation: As part of the supervisory process, FIU toinclude the verification of these incidents
and to ensure that necessary disciplinary actions are taken against the staff involved. Moreover, inview
that often the same staff who hasin the past committed breaches in suchinstitutions are employedin
othersimilarinstitutionsin Seychelles, the FIUshould seek to provide facilities forinstitutions to report
these incidents and also have access to this information on recruiting of staff.

Deficiency 4: As perthe AMLand CFT policy of these institutions, most have annual internal auditcovering
ML risks. However, the scope of these audits are not detailed enough and the checks are being done by
operational staff of the institutionitself. Therefore this questions the independence and the integrityof
the auditthatis performed. Additionally, there are no external AMLaudits that are conducted by any of
the institutions.

Recommendation: Entities underthis category should be required to perform annual external auditswith
AMLriskinscope. Policy forinternal audits should also be documented which includes assessmentof AML
risk. This should be implemented and enforced by the FIU through its AML supervision of these entities.

9. Effectiveness of Suspicious Activity Monitoring and Reporting

Deficiency 1: Entities within this category have stand-alone systems for each service thatis offeredbythe
institutions. They have manual systems to extract data from each of the systems which are thencompiled.
Itis howeverdifficult to monitortransactionsinthis mannerbased onthe client's profile. For transactions
that are done through international money remittance platforms such as XpressMoney, Western Union,
etc... they do have the systems in place for effective monitoring to be done. Whilst for transactions that
are done through the commercial banks and which accounts for most of the outward remittance in
Seychelles, thereis no effective system thatis used formonitoring and identifying suspicioustransactions,
unless done by the banks themselves.

Though they aggregate transactional records in a central database, the database/system does not
facilitate the comparison of client's risk profile against the transactions and does not contain necessary
information to screen transactions.Whilst the use of systems such as MoneyGram, XpressMoney,
etc....incorporates automated functionalities that identify such transactions against sanctions list and
identifies PEPs, when other methods of transfer (e.g. transfers done through banks) are used the
institutions do not have the capability of identifying such transactions. This is in view that there is no
inbuilt capability in the proprietary systems that BDCs use to record transactions on theirside to pe rform
such automated screening.



Recommendation:The FIU to ensure that examinations of institutions are conducted to ensure that
institutions putin place the necessary systemsto allow themtoidentify and report such transactionsin
an effective manner. Moreover, regulators should considerto include asa requirementatthe licensing
stage thatinstitutions have in place the necessary systems to allow for such screening and monitoring of
transactions to be done.



Annex 18

Detailed analysis of criteria for Buying and Selling of FX

1.

Comprehensiveness of AMLlegal framework
Similar to remittance assessment.

Effectiveness of AMLSupervision/Oversight Activities
Similar to remittance assessment.

Availability and Enforcement of Administrative Sanctions

Similar to remittance assessment.

Availability and Enforcement of Criminal Sanctions

Similar to remittance assessment.

Availability and Effectiveness of Entry Controls

Deficiency 1: The policy section of the FSSD of the CBS is responsible for the licensing of Class A andB
BDCs to conduct buying and selling of FX and currently employs a total of 9 staff. These staff possessa
basicunderstanding of the MLrisk associated with the activities of these Fl categories. However, capacity
building is required to enhance the understanding and appreciation of the money Laundering Risk
associated with the activities of the supervised entities within this category. Statistics show thatthere has
been little ornotraining conducted on MLrisk for staff processingthese applicationsinthe past2years.
Moreover, examinations not conducted on a frequent basis with AML in scope to understand the risks
associated with these entities.

Recommendation: To ensure that training plansinclude capacity building in terms of AMLrisk such that
staff possessa good understanding and appreciation of the money Laundering Risk associated with the
activities of the supervised entities within this category. More frequent examinations of theseinstitutions
with AMLin scope required.

Deficiency 2: Section 5(1) of the FIA also requiresidentificationinformation to be submitted forowners
and substantial interest holders. Moreoverit requiresidentity of administrators which includes directors
and Managing Directorto be provided. Section 5(1) (e) of the FIA specifically requires beneficial owners



to be identified. Section 6 1d and e of the FIA requires licence to be granted only onsatisfaction of the
character of owners, substantial interest holders, administrators and beneficial owners. Nonetheless,
there isalack of emphasis onfit and propertest being done on key management positions within BDCs
providing such services within the FIA.

Section 15(1) of the AMLact does notalso coverthe character of the compliance officer. Itonly requires
itsappointmentand statesits duties. There isalso alack of reliable information sources, especially from
law enforcement agencies such as the police, to performafitand propertest on these persons. Datafrom
the police needsto be keptinasystematicmannertoallow forreliable referencesto be obtained forthe
purpose of undertaking a fit and proper assessment.

Recommendation: Emphasis needed on fit and proper test being done on key management positions
within BDCs providing such services withinthe FIA. E.g. CFOs and Compliance Officers. Moreover,the AML
act needsto be enhanced such thatitrequiresataminimumthat compliance officers are persons ofgood
character. Additionally, datafrom the police needs to be keptinasystematicmannerto allow for reliable
references to be obtained for the purpose of undertaking a fit and proper assessment.

Deficiency 3: Section 6-1-c of the FIA also requires that administrators have relevant professional
experience. In consideringan applicationforalicence, secion 6(1) of the FIA states that the Central Bank
shall conduct such investigation as it may deem necessary and shall grant a licence to the applicanton
being satisfied to the character and professional experience of its administrators. At present, only
administrators i.e. directors and managing director or chief executive officer are required to submit
completed PQs and otherinformation as required for the fitand properassessment. The PQwill require
the nominee todivulge theiracademic background, professional qualifications and membership of any
professional bodies aswell astheiremployment history overthe pasttenyears from which the Central
bank can make an assessment on the education and competence of the proposed administrators.

In addition, as described above, the Central Bank shall have regard to the following -

(a) the applicant’s probity, competence, experience and soundness of judgment for fulfilling the
responsibilities of the proposed business;

(b) the diligence with which the applicant is fulfilling or is likely to fulfill these responsibilities;

(c) the applicant’s educational and professional qualifications, and membership of professional or other
relevant bodies as applicable;

(d) the applicant’s knowledge and understanding of the professional obligations to be assumed or
undertaken;

(e) any evidence that the applicant has committed an offence involving dishonesty or has contraveneda
law designedto protectany member of the publicarising from dishonesty, incompetence, malpracticeor
conduct of discharged or undischarged bankrupts or otherwise insolvent persons;



(f) such other information which may come to the notice of the Central Bank.

The law does not specifically state the requirement for professional certification butitis for the Central
Bank to satisfy itself on the character and professional experience of its administrators.

Itis alsoto be noted thatin practice, there has notbeen acase whereby alicence has not been granted
to aClass Aor BBDC due to the lack of professional experience of eitherthe manager, director orother
staff within the institution.

Recommendation: To strengthen and enforce requirement for Directors and key management staff
within the sector to have the necessary educational and professional certification.

Deficiency 4: Section 15 of the AMLact requires all reporting entities to have a compliance officeratthe
managementlevel of eachinstitution. Nonetheless, in practice, entities within this Fl category oftendo
not have compliance officers that are independent from other functions within the organisation.

Moreover, whilst most of the institutions do have AMLcompliance manuals in place, these manuals are
not risk-based in terms of identifying and mitigating ML risk.

Recommendation: There isaneedtoinclude specificrequirements within the Licensing criteriaunderthe
FIAtoensure thatlicensees need to demonstrate adequate AMLcompliance controls are in place before
beinggrantedalicence, includingthe needforrisk-based AMLcompliance manuals and the appointment
of well-trained independent compliance officers depending on the level of MLrisk associated with the
activities of such institutions.

The AMLactandregulations also needsto be strengthenedto require that Compliance Officersare well
qualified.

Integrity of Business/Institution Staff
Similar to remittance market

AML Knowledge of Business/Institution Staff
Similar to remittance market

Effectiveness of Compliance Function (Organization)
Similar to remittance market

Effectiveness of Suspicious Activity Monitoring and Reporting

Deficiency 1: BDCs conducting such activities have stand-alone, manual systems to record transactions.It
is however difficult to monitor transactions in this manner based on the client's profile. There is no
effective systemthatis used formonitoring and identifying suspicious transactions. Whilsttheyaggregate



transactional records in a central database, the database/system does not facilitate the comparison of
client's risk profile against the transactions and does not contain necessary information to screen
transactions. There is no inbuilt capability in the systems that BDCs use to record transactions ontheir
side to perform such automated screening. The BDCs do not have the necessary systems to allow themto
monitorand record such complex or unusually large transactions. As per questionnaire response provided
by the FIU, the institutions’ staff are not aware of the scope of theirreporting obligations on suspicious
transactions and activities and are also not aware of the type of suspicious transactions and activities
which are covered and not covered under respective laws.

Recommendation: The FIU to ensure that examinations of institutions are conducted to ensure that
institutions putin place the necessary systemsto allow themtoidentify and report such transactionsin
an effective manner. Moreover, regulators should considerto include as a requirement atthe licensing
stage thatinstitutions have in place the necessary systemsto allow forsuch screening and monitoring of
transactions to be done.



Annex 19

Detailed analysis of criteria for Other lenders

1 Comprehensiveness of AMLIegal framework

Deficiency 1: The Housing Finance Company Limited (HFC) is afinancial body which was incorporated on
21 May 2003 under the Companies Act, 1972. The HFC is a fully government owned company. In 2009,
the Government delegated and transferred specific powers from the then named Ministry of National
Development which held the portfolio of HFCto the Central Bank. As such, whilst HFC operates underthe
FIA, not all provisions of the FIA are applicable to the HFC.

The provisions of the FIA relating to licensing including sections 5 and 6 are not applicable to the HFC.

Credit Unions are governed by the Credit Union Act, 2009, as amended, (CU Act). With regards to the
establishment of credit unions, section 3(1) of the CUAct, states thatitis the Minister who may, by Order
published in the Gazette, establish a credit union. This Minister will be the Minister responsible for
Finance. However, as persection 52 of the CU Act, the Ministershall designate a Regulatory Authority to
regulate and supervise the affairs of credit unions established under this Act. In accordance with section
52, on August 21, 2009, the Minister of Finance by the notice which may be cited as the Credit Union
(Designation of Authority) Notice, 2009 designhated the Central Bank of Seychelles as the Regulatory
Authority for the purpose of the Credit Union Act, 2009.

The Development Bank of Seychelles (DBS) was established in 1977 under Decree No.21 asadevelopment
finance institution with aspecific mandate to assist in the economic development of the Seychelles. In
2009, the Government delegated and transferred specificpowers to the Central Bank. As such, whilstDBS
operates under the FIA, not all provisions of the FIA are applicable to the DBS.

The provisions of the FIArelatingtolicensingincluding sections 5and 6are also not applicable to the DBS.

Recommendation: To review the laws to ensure that the licensing and registration regime for such
companies are in line with international standards.

Deficiency 2: There are no requirement for putting in place internal controls in the AML Act or AML
Regulations with the exception of Sec 15 of AMLact which however does not cover policies forsharingof
information within the group.

Moreover, AMLact orregulations does not require foreign branches and subsidiaries toapply AML/CFT
measures consistent with the home country.



Recommendation: Ensure requirements oninternal controls are at par with international standards. AML
act or regulations does to require foreign branches and subsidiaries to apply AML/CFT measures
consistent with the home country in accordance with the FATF recommendations.

Deficiency 3: The FIArequiresdue diligence onall directors, shareholders and beneficial owners of DBS
and HFC. "As persection 70A(b) of the CUAct, the Regulatory Authority may, inconsultation with the
Boards of all creditunions, make rulesto provide for the manner of approval of members of a credit
union for election to the Board and Supervisory Committee under section 14(3A). Such rules have
yet to beissued by CBSand are inthe stage of development. At present, nominations to the Board and
Supervisory Committee are assessed usingthe Guidelineson Fitand Proper Criteriaand bearingin mind
provisions under the CU Act. For example, it is noted that section 14(6) of the CU Act states that no
member of the credit unionshall be eligible to be appointed to the Board or Supervisory Committee,ifhe

(a) is mentally or physically incapable of carrying out the functions as a member of the Board or
Supervisory Committee;

(b) has been convicted for an offence involving felony, fraud or dishonesty;

(c) is undischarged insolvent or bankrupt

Recommendation: CBS to implement rules to provide for the manner of approval of members of a
credit union for election to the Board and Supervisory Committee under section 14(3A).

2. Effectiveness of AMLSupervision/Oversight Activities

Similar to remittance assessment.

3. Availability and Enforcement of Administrative Sanctions

Similar to remittance assessment.

4. Availability and Enforcement of Criminal Sanctions

Similar to remittance assessment.



5. Availability and Effectiveness of Entry Controls

Deficiencies: The Housing Finance Company Limited (HFC) is a financial body which was incorporated on
21 May 2003 under the Companies Act, 1972. The HFC is a fully government owned company. In 2009,
the Government delegated and transferred specific powers from the then named Ministry of National
Developmentwhich held the portfolio of HFC to the Central Bank. As such, whilst HFC operates underthe
FIA, notall provisions of the FIA are applicable to the HFC. The provisions of the FIA relatingto licensing
including sections 5 and 6 are not applicable to the HFC.

Credit Unions are governed by the Credit Union Act, 2009, as amended, (CU Act). With regards to the
establishment of credit unions, section 3(1) of the CUAct, states thatitis the Minister who may, by Order
published in the Gazette, establish a credit union. This Minister will be the Minister responsible for
Finance. However, as persection 52 of the CUAct, the Ministershall designate a Regulatory Authority to
regulate and supervise the affairs of credit unions established underthis Act. In accordance with section
52, on August 21, 2009, the Minister of Finance by the notice which may be cited as the Credit Union
(Designation of Authority) Notice, 2009 desighated the Central Bank of Seychelles as the Regulatory
Authority for the purpose of the Credit Union Act, 2009.

The Development Bank of Seychelles (DBS) was established in 1977 under Decree No.21 asadevelopment
finance institution with aspecificmandate to assist inthe economic development of the Seychelles. In
2009, the Government delegated and transferred specific powers to the Central Bank. As such, whilstDBS
operates underthe FIA, not all provisions of the FIA are applicable tothe DBS. The provisions of the FIA
relating to licensing including sections 5 and 6 are not applicable to the DBS.

Moreover, capacity building is required to enhance the understanding and appreciation of the MLRisk
associated with the activities of the supervised entities within this category. Statistics show thattherehas
been little or no training conducted on ML risk for staff supervising these entities.

Examinations needsto be conducted on amore frequent basis with AMLin scope to understand the risks
associated with these entities.

Section 6-1-c of the FIA also requires that administrators have relevant professional experience atthe
licensing stage which however does not apply to HFC and DBS.

Section 43 of the FIA is applicable to HFC and DBS. At present, only administrators i.e. directors and
managing director or chief executive officerare required to submit completed PQs and other information
asrequiredforthe fitand properassessment. The PQwill re quire the nominee to divulge their academic



background, professional qualifications and membership of any professional bodies as well as their
employment history overthe pasttenyears from which the Central bank can make an assessment onthe
education and competence of the proposed administrators.

At present, only the following will disqualify an individual from becoming an administrator:

(a) if he or she has been adjudged to be bankrupt, has suspended payment or has entered into a
composition with his or her creditors; or

(b) he orshe hasbeen convicted in a court of law of afelony orany offence involving fraud or dishonesty

(c) if the person has been an administrator of a financial institution which has been wound up by the
courtorthe licence of which has been revoked provided that in exceptional circumstances, having been
satisfied as to the qualifications, professional experience and conduct of a person, the Central Bank may
exemptsuch person from the foregoing provisions of this subsection no earlierthan 6 years followingthe
relevant winding-up or licence revocation.

At present, the fitand properassessment of nominees to the Board or Supervisory Committees of Credit
Unions are conducted using the Guidelines on Fitand Proper Criteria used f or administrators of financial
institutions. These guidelines are not legally enforceable and the rules to prescribe for the manner of
approval of members of a credit union for election to the Board and Supervisory Committee under
section 14(3A) have yet to be issued . In addition, these rules will only be applicable to the Board and
Supervisory Committee nominees and not senior management including the CEO of a credit union.

With respect to CEOs of credit unions, as per section 23(1) of the CU Act, the Board shall, subject tothe
approval of ageneral meeting of the members of the credit union, appointa person as the ChiefExecutive
Officer of the credit union, who has expertise and experience in the fields of finance, banking,accounting,
management, cooperation orany otherfield related to operation of a credit union. It is also noted that
the Board of acredit union is composed of a chairperson, avice-chairperson and three othermembers
and section 15(2) of the CUAct states that the chairperson and vice-chairperson shall be persons of good
standing in the financial, banking, accounting, legal or such other profession as the policies of the credit
union may allow.

Section 150f the AMLactrequires all reporting entities to have acompliance officeratthe management
level of each institution. However, in practice, no compliance manuals or policies in place for these
institutions and there is no compliance officer."

Recommendations:To review the laws to ensure that the licensing and registration regime for such
companies are in line with international standards andincluding entry controls. The Authority that is
identified to be responsible for the licensing of such entities need to have the necessary resources for
conducting such tasks. There is also aneed toinclude specificrequirements within the Licensing criteria
underrelevantlaws/regulations to ensure thatlicensees need to demonstrate adequate AMLcompliance
controls are in place before being granted alicence, includingthe need forrisk-based AMLcompliance



manuals and the appointment of well-trained compliance officer. The AMLact and regulationsalsoneeds
to be strengthened to require that Compliance Officers are well qualified.

Implement a requirement for fit and proper test at the licensing stage for DBS, HFC and SCU and to
strengthen and enforce requirement for key Directors and senior management within the sector to have
the necessary educational and professional certification.

To ensure thattraining plansinclude capacity buildingin terms of AMLrisk such that staff possess agood
understanding and appreciation of the money Laundering Risk associated with the activities of the
supervised entities within this category.

6. Integrity of Business/Institution Staff

Deficiencies:Business institutions regard theirstaff members as secure from corruption by criminalsin
view that there are very few incidents involving their staff members. However, current staff vetting
practices in terms of procedures and information which is relied on forthe vetting process may not be
adequate to ensure the integrity of staff.

There have been limited reported cases of integrity failure by staff in this category of institutions.
However, due tothe factthatthere is noappropriate mechanismsforreporting of breaches of integrity
failure by staff which mylead to underreporting, staff that have committed these actsin one institution
then gets employed by otherinstitutions within the same sectorinview that there is no reliablesource of
information/mechanism for assessing the integrity of staff.

Moreover, although section 15-1-c-vi of the AML act requires that the compliance or reporting officer
establishesand maintains procedures and systemsto screen persons before recruitingthem, in pra ctice,
thisis not efficient, asthereisnoreliable source forvettingthe employees of the sector. Moreover, these
institutions do not have a compliance officer for this purpose.

Recommendations:FIU to coordinate the setup of necessary infrastructures that allows institutions to
obtain necessary information for the vetting of staff before being recruite d. Institutions to also recruita
compliance officer to perform duties assigned under the AML act.

7. AML Knowledge of Business/Institution Staff

Similar to remittance assessment.

8. Effectiveness of Compliance Function (Organization)

Deficiencies:Nointernal compliance program exists forthese entities. Moreover, none of the institutions
withinthis category have acompliance officer. Additionally, institutions within this category do nothave
compliance policies and as such no disciplinary action has been taken against staff for such breaches.



Whilstone of the institutions have annual internal audit covering AML, the other2do not. However, the
scope of these audits are not documented and the checks are being done by operational staff of the
institution itself. Therefore this questions the independence and the integrity of the audit that is
performed. Additionally, there are no external AMLaudits that are conducted by any of the institutions.
The scope of annual external audits do not include the AML aspect.

Recommendations:As part of its supervisory activities, the FIU to undertake review of the Institutions
compliance programs focusing on these requirements. To enforce compliance, the FIUshould consider
requiring such institutions to hireindependent compliance and reporting officers based on the level of
AML/CFTrisk thatthe institution is exposed toinits activities. FIUto ensure thatinstitutions implement
compliance policies. Entities under this category should be required to perform annual external audits
with AMLriskin scope. Policy forinternal audits should also be documented whichincludes assessment
of AML risk. This should be implemented and enforced by the FIU throughits AMLsupervision of these
entities.

9. Effectiveness of Suspicious Activity Monitoring and Reporting

Deficiencies:Firms report that they do have systems that that allows some form of monitoring. The
effectiveness of these systems cannot be ascertained however, inview that the firms have notsubmitted
any suspicious transactions report in the past 2 years.

Whilst they aggregate transactional records in a central database, the database/system does notfadlitate
the comparison of client's risk profile against the transactions and does not contain necessaryinformation
to screen transactions. Firms mostly do not have the necessary systems to allow them to identify and
monitor such transactions.

As per questionnaire response provided by the FIU, the institutions' staff are not aware of the scope of
theirreporting obligations on suspicious transactions and activities and are also not aware of the type of
suspicious transactions and activities which are covered and not covered under respective laws.

Recommendations:The FIU to ensure that examinations of institutions are conducted to ensure that
institutions putin place the necessary systems to allow themtoidentify and report such transactionsin
an effective manner. Moreover, regulators should considerto include as a requirementat the licensing
stage thatinstitutions have in place the necessary systems to allow forsuch screening and monitoring of
transactions to be done. Firms' systems should be able to screen PEPs and against sanctions lists.



Annex 20: TF Vulnerabilities

TF Vulnerability (Part 1)

A B C
TERRORISM FINANCING VULNERABILITY INFORMATION
1
Swuwengths and positive aspects YWeaknesses, gaps. and challenges
2
Quality of legislation
-
Availzbility and effectivenszz of TF crime definition in penal code or other relevant law () All releyant |egizlation iz enacted. Caszestobetestedin court.
Availzbility and effectivene s of law s and requlations regarding targeted finansial Al relevant legislation iz enacted. [Requlations 2015 dealing with process of UM Casesto be tested in court.
sanctions regimes to comply with UM Security Council rezolutions relating ta TF sanctions. 2016 Prevention of Terrorism Act, enacted in March 2016 updating the
evisting legislation]
5
Lhfnar radevant d2ne vl Srowah Sef sairenes or ek ool maveneahs 76 id Cases to be tested in court. Penal Code needs updating. Registration of
| eenaddiiag Associations Act 1333 needs revision.
6
Quality of intelligence
T
Cluality of inteligence gathering and processingle. g.. inteligence officetunit specialized in | FI iz a member of the EGMONT Group of FlUs worldwide. (MLAT + Interpol - Inefficiency of cross national coordination.
terrarism and its financial aspect) Morgan]
8
Effectiveness of domestic cooperation on CTF Mational AML Committee. Mational CTF Committee. Coorporation between the Ministry | Lack of experience of addrezsing the incidences of TF. Legal challenge ta
af Home Affairs [Police and Immigration) and the and office of the Prezident. the new legislation,
9
Effectiveness of TF-related Suspicious Transaction Reporting, Monitoring and Analysis
10
Mumber of 3TR related ta TF analysis 1Y Feedback frominternationa lagencies
11
Mumber of cazes forwarded to LEAslinvestigation related to TF cases A Feedback frominternationa lagencies
12
Capacity and commitment of reparting institutions to comply witk UM Security Council Legizlation and setting up of Mational CTF committee. Lack of experience of addrezzing the incidences of TF. Legal challenge to
= soreening requirements the new legislation,
Adequacy of resources
14
Adequacy of human resources for CTF [incl. specialized investigatars, FIU and inteligence | Pelevant agency structure in place with adequate expertise and resources. [FILMAG])  |Maintaining neceszary raining progrmmes. Securing international donor
- officers, prozecutars, and judges] furding.
Adequacy of the financial resources allocated ta terrorizm financing investigations and Dedicated TF committes in place that is adequately resourced. Ability to cary out TF typaologies reletive to Seuchelles and the region.
16 broader research onterorism financing within a country context
6
Effectivenes= of international cooperation
17

Legal baziz for international cooperation related ta TF (e.q., legizlation and treaties)

TMLA act 1335,

Testing of legislation inthe courts,




TERRORISM FINANCING VULNERABILITY

INFORMATION

F

NEGATIVE
IMPACT ON

1 VULNERABILITY
Statisticsld Input rom FATFIFSREB
[itl:a:shl‘;::abil.;? Mutual Evaluation L.ML.M MH H

2 (=1 Report [if applicable]

Quality of legislation
J:'.

Buailability and effectiveness of TF crime definition in penal code ar ather relevant law (=] Compliant L
4

Buailabilivy and effectiveness of law s and regulations regarding targeted financial Compliant L

sanctions regimes to comply with UN Security Council resalutions relating to TF
8

LA ar pafau I A0 N MR S nseaRl) s saieanes or fack eeaolt, mav saasie TE [P lfa) M MIL
- XTI r S h

Quality of intelligence
i

Quality of inteligence gathering and processing [e.g.. intelligence cfficelunit specialized in [N M MIL

terrorism and its financial aspect]
3

Effectiveneszs of domestic cooperation on CTF [A MiA ML
5

Effectiveness of TF-related Suspicious Transaction Reporting. Monitoring #nd Analysis
10

Mumber of STR related ta TF analusis 2 cases reported M MIL
11

Mumber of cases forw arded to LEAs!investigation related to TF cases 2 zases reported M MIL
12

Capacity and commitment of reparting institutions to comply with UM Security Council M MIL
13 Soreening requirements

Adequacy of resources
14

Adequacy of human resources for CTF [incl. specialized investigatars, FIU and intelligence [|MNI& M L
.- officers, prosecutars, and judges]

Adequacy of the financial resources allocated to terrorism financing investigations and A M L
18 braader research on terrorizm financing within a country contest

Effectiveness of international cooperation
17

Legal basis for international cooperation related to TF [2.g., legislation and treaties) [Plfa) M MIL




(Part 2)

A

TERRORISM FINANCING VULNERABILITY

INFORMATION

1
Swengths and positive aspects Weaknesses, gaps. and challenges
2
Mumber of mutual legal requests received and timeliness of rezponse on TF cazes CAP135A Mutual Assistance in Criminal Matters Act [1335) In Accordance with applicable legizlation the Foreign Affairs
Department FAD) forw ards requests for assistance inlegal matters to
Scheme relating to Mutual Assistance in Criminal Matters [The Harare Scheme). the relevant agencies. In most cazes the AG0 functions as the
Applies to Commanw e alth countries executing autharity, especially for requests related to criminal
procedures in preparatory phase. Service of documents are sent ta the
The Hague Conwention on the Taking of Evidence Abraadin Civil or Commercial | Registrar of the Supreme Court and enquiries about registration of
Matrers (1370) companies may be sent to the Financial Services Autharity or the
Sevuchelles Revenue Commission. & limitation to the scope of this wark
‘Memarandum of Understanding between the Office of the Attorney General of the [ iz that the FAD is not and will not be in the position to establish a
Republic of Seychelles and the Prosecutor’s General’s Office of the Russian classification for each of this requests, i.e. whether it relates ta ‘Threat
Federation’, Sigred by the Attorney General in May 2012, and in force. of TRiTerarism?, mainly because it is not within its statutary functions.
The quality of the ‘request® itzelf usually hinders the efficiency of the
gathering of information. Requests which mizs information or
documents or are not translated in our official languages, etc. do nat
allow us to Fully complete our records!database.
19

20

Mumber of mutual legal requests made on TF ar terrarism

CaP1358 Mutual Assistance in Criminal Matters St [1935)

Scheme relating to Mutual Assistance in Criminal Matters [The Harare Scheme).
Applies to Commarw e alth countries

The Hague Conwention on the Taking of Evidence Abraad in Civil ar Commercial

Matters (1570)

‘Memarandum of Understanding between the Office of the Attorney General of the
Republic of Seychelles and the Prosecutor’ s Generals Office of the Bussian
Federation’, Signed by the Attorney General in May 2012, and in force.

Outgoing requests are much less frequent than incoming [Seychelles
rarely request assistance inlegal matters; atleast not through the
diplomatic channell. Outgaing requests are alza proceszsed by the FAD,
which entails ensuring that they reach their destination abraad [the
requesting authority). Jutgaing requests are given similar treatment as
incoming requests which have been erecuted and require
communication to the requesting Bigency. However, again, as the
clazzification of “Threat of TFITerrorism? iz outzide of the scope of the
functions af the FAD we see no omission in owr procedures.
Motwithztanding, having the advice or infarmation of 2 relevant agency
in this respect could allow the FAD to include classifications inits
recaords, as the caze may be.




A 0 E F
NEGATIVE

TERRORISM FINANCING VULNERABILITY INFORMATION IMPACT ON
VULNERABILITY

Input from
FATFIFSREB Mutual (L. ML. M, MH. H
Evaluation Beport [if

Seatisticsidata
[if applicablel]

Mumber of mutual legal requests received and timeliness of responze on TF cases The FAD keeps rather accurate MNA ML
records of incoming legal requests.
The data is arganized by name
ofzountry, case number or name.
date of receipt, forw arding date by
the FAD ta the relevant agency and
other infarmation such as updates
on reply, execution, follow up, ete.
Haow ewer the FAD iz mat and will ot
be in the position ta establish
statistics for each of this requests,
i.e. whether it relates ta ‘Threat of
TFITerrarism®, mainly becauseitis
not within its statutory functions. To
our understanding and knowledge
the FAD has to the date not
proceszzed any MLEz that relate to
funding of groups such as Al
Shabaab, AlQasda, SIS ete.. or
even piracy inked to terrarizm.

Mumber of mutual legal requestz made on TF or terrorism The FAD keeps rather accurate MNA L
records of incoming legal requests.
The data is arganized by name
ofzountry, case number or name.
date of receipt, Forw arding date by
the FAD ta the relevant agency and
other information such as updates
on reply, execution, follow up, ete.
Haow ewer the FAD iz mat and will ot
be in the position ta establish
statistics for each of this requests,
i.e. whether it relates ta ‘Threat of
TFRITerrarism®, mainly because it is
not within its statutory functions, Mo
statistics available For the already
explained reazons. To our
understanding and knowledge the
FAD has to the date not processed
any MLE= that relate to funding of
groups such as &l Shabaab, Al
Claeda, ISIS ete.. or even piracy
limked ta terrarism.




(Part 3)
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A

TERRORISM FINANCING VULNERABILITY

INFORMATION

Strengths and positive aspects

Weaknesses, gaps, and challenges
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Informal cooperation on TF cases (e.g., inteligence tointeligence, police ta palice,
FIta FIL, supervizar to supervisar)

FIL member of the EGMONT Graup. Engagement with Interpal and ather key
international agencies.

Attendence by relevant agencies inthe country atintemational training
and netw arking events,

Avareness and commitment to fight TF

Palitical commitment to fight TF and terrorizm

Relavant legislation in place.

Feeping up to date withinternational trends, Update in legislation,

fwareness and commitment among the policy makers, law enforcement, FIL and

4 |intelligence community to fight TF

Pelevant legislation in place, inchuding the setting up of relevant committees,

[Mational Fisk Aszesement MLITF),

Recommendations and actions from the MR,

Geographic and demographic factors

Geographic factors that may facilitate TF and increase vulnerabilioy to TF

Information form the IOC indicates that only 3 islands of the 115 islands are

inhiabited.

Inabilioy ta maritar some of the 115 islands of the Seychelles. Furthest
izland fram the capital can be reached within 3hours by it and 3 days
by sea. Seychelles's strategic location in the indian ocean,

Oemagraphic factors that may facilitate TF andincrease the vulnerability ta TF

Multizulur ally tollerant society with the canstituionally protected freedom to
practice any religion.

Socialfactors : yauth unemployment, dug use,. Palitical instabilit,

Dther factors

s v the Masional taherabily Worbing Group F thare ana menav aundaning
weiharabitias thatimpact tha TF waharabit dodrans bo this tabla b papira
S RE R

Overall vulnerability to TF

Depending on your analysis above, assess the overall vulnerability ofthe country to terrorism financing:
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Evaluation Bepornt [if

Statisticsidata
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Informal cooperation on TF cases [e.g., inteligence tainteligence, police ta palice,  [MIA Ml L
Flld ta FIU, supervizor to supervisar)

Aw areness and commitment to fight TF

Palitical commitment to fight TF and terrarism MiA M L

Aw areness and commitment among the palicy makers, law enforcement, FIL and Ml M4 MiL
1 | inteligence community ta fight TF

Geographic and demographic factors

Geographic factars that may facilitate TF and increasze vulnerability to TF Ml M4 M

Demographic factars that may facilitate TF andincreasze the vulnerability to TF MiA M ML

Other factors

ey iy W Masionad tanarabdiby o Snown F iara ana monay SBunda
seiarabiiar thatimoact #he FF wahorabiie Ao roner o #hi sabids o mantra

T T I T
- Depending on your analysis above, assess the ML
Overall vulnerability to TF overall vulnerability of the country to terrorism
financing:




